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ECCM.OnucaHue cuctembl. TpeboBaHUs K 060pyA0BaHUIO 1 NEPCOHANY.

1 CDyHKLI,I/IOHafIbeIe BO3MOXXHOCTN CUCTEMbI

ECCM (ELTEX Cloud Configuration Manager) — 310 o6/1a4Has cuctema ynpas/ieH/s CETEBbLIM
obopyfoBaH/eM. Ynpas/ieHne CUCTEMOM OCYLLECTB/ISETCA C NOMOLLbIO BE6-MHTepheiica, KOTopbIit
npefocTaBnseT yao6Hble MHCTPYMEHTbI A1 HACTPOMKM CUCTEMbI M CETEBOI0 060PYA0BaHUA NOA HYX bl
nonb3oBartesns.

JaHHasa cuctema faeT BO3MOXHOCTb OCYLLEeCTB/ATD:

ynpasfieHve nonb3oBarensaMmu 1 4OCTYMNOM K CUCTEME:
* vMepapxuyeckas Mofenb rpynnupoBKM 1 AOCTYNa K yCTPONCTBaMm;
* ponesas MOA4e b yNpaB/eHNs NPUBUIErMAMI HA NCNONb30BaHNe OYHKLUIA CUCTEMBb,
* cucTemMa NNLEH3VPOBaHNSA CUCTEMbI, OCHOBaHHAsA Ha KONnMYecTBe 06Cy)XMBAEMbIX YCTPONCTB;
MEeHeKMEHT KOH(Urypauuin yCTponCTB:
* nosy4YyeHvne KoOHUrypauuii ¢ yCTpOMCTB U X COXPaHEHNE B CUCTEMHOM XPaHUNLLE,;
* pefakTop KoHdurypauuia;
* aBTOMaTM4yeckoe Ha3HavyeHune BepCcuin KoHUrypaumsm;
* MHCTPYMEHTbI /1 CPaBHEHUA KOH(pUrypaumii pasHbix BEPCUii U pas3HbIX YCTPOWCTB;
MeHepKMeHT MO AN ycTponcTs:
* LeHTpanu3oBaHHoe xpaHunuue MO B cucteme;
* 06HOB/EHME NPOLLUMBOK YCTPOMNCTB;
* NNaHWPOBLUUK OGHOBNEHMNS TPYNN YCTPONCTB;
* BO3MOXHOCTU rpynnoBoro 06HOBMEHWS;
yrnpas/ieHve ycTpoicTBamu:
* NPUMeEHEeHVe KoHUrypauuii;
* 00BbEKTHOE KOHIUTYpUpOBaHMe CePBUCOB 6e30nMacHOCTN MapLupyTusaropoB ESR v KoHTposiiepos
WLC;
* NNaHWPOBLUUK KOH(PUTYPUPOBAHWSA Tpynn YyCTPONCTB;
* nepesarpyska;
* MHUUManusauma yctpoicts (ZTP);
* ynpas/ieHVe NIMLEH3NSAMY, 3arpyXaemMbiMn Ha YCTPONCTBa,
* HacTpoiika yCTPONCTB ANns paboThl B pexume IP-chabpuk;
MOHWUTOPWHT CETU:
+ 06HapyXeHue yCTpONCTB B CETY;
+ cbop AaHHbIX O CTPYKType ceTu rno npotokony LLDP;
* npuem n obpabotka SNMP-Tpanos;
* noggepxka nonb3osarenibcknx MIB-thaiinos gnsa npuéma SNMP-TpanoB 0T CTOPOHHUX BEHAOPOB;
* MOCTPOEHNE KapTbl CETY;
* reHepauus cobbITUin 1 NPo6nem No ycTaHOBEHHLIM NO/Ib30BaTENIEM NpaBuiam;
* co3gaHve 1 oTnpaska yBeoMEeHUI 0 CO34aHHbIX Npobnemax no email unn Tenerpam-kaHanaw,
* XypHasnmpoBaHve npouecca BbINOSIHEHWA 3a4ay;
* MOHUTOPWHI NapamMeTpoB YCTPOWCTB B CETY;
* npeacTas/ieHne faHHbIX MOHUTOPWHIA U OT/1Iaf04HONM HGhopMaLmm
*+ 6a30Bblil MOHUTOPWHT YCTPONCTB CTOPOHHUX BEHA0POB.



ECCM.OnucaHune cuctemsl. TpeboBaHUs K 060pya0BaHUo 1 NepcoHasy. TpeboBaHusA K CEpBEPHOI YacTu
2 TpeboBaHuA K 060pya0BaHNIO

2.1 TpeboBaHMs K CEpPBEPHOI YacTn

MuHMManbHas KoHdUrypaums cepeepa a/15 3anycka, CTabunbHoi paboTbl CUCTEMbI M 06CTYXXMBaHNS OKOI0
100 ycTpoiicTB:

* onepaumnoHHas cuctema Linux c noaaepxkoit Docker: Ubuntu Server 20.04, Astra Linux 1.7 (server),
RedOS 7.3.1 (server);

+ 06bem onepaTnBHO NnamsaTh ot 12 I'G;

* npovieccop, NogaepXmBatoLLniA BUPTyann3aLmnio 1 UMEeKLLMIA OT YeTbipex aaep;

+ o7 200 'b cBO6GOAHOIO MecTa Ha XeCTKOM [INCKE;

* Ha/IMumne ceTeBoro nHtepdelica 1 revr/c.

TpeboBaHUA K pecypcam 3aBUCAT OT KOMYecTBa 06CyXMBaeMbIX YCTPOUCTB. CucteMa MOXeT ObiTb
3anylieHa B pas/iMyHbIX KOHhurypaumsax n MMeeT BO3MOXHOCTM FOPU30HTas/IbHOTO MacluTabupoBaHus. Hmke
npeacTaBneHbl pEKOMEHAALMMN MO KOHUIYPUPOBaHMIO CEPBEPOB A/151 OLHOXOCTOBOM YCTaHOBKM.

PekomeHAauumn no KoHcurypauum cepBepoB 411 O4HOXOCTOBOW YCTaHOBKM

Huxe npeacTaBneHbl rpachvki, KOTOPbIE XapaKTepPU3yHT 3aBMCMOCTb NapaMeTpPOB CepBepa OT KO/IMYecTBa
YCTPOICTB. OPUEHTUPYSACH HA 3TU aHHbIE, MOXHO CKOHCOMIYpUpPOBaTb CEPBEP NOA, HYXAbl KOHKPETHOTO
npoekTa.

& Tpadmkun akTyanbHbl 4151 CUCTEM, MEPUOL XPaHEHUs AaHHbIX KOTOPbIX He ByaeT npeBbiwats 30 AHEN.
Ecnu npegnonaraerca XpaHUTb JaHHblE MOHUTOPUHIA B TeUeHMe 6osee A/INTeNbHOI0 CPOoKa, TO
HEeobX0AMMO YBENMYEHNE ANCKOBOTO NMPOCTPAHCTBA.
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ECCM.OnucaHune cuctemsbl. TpeboBaHs K 060pynoBaHnio 1 nepcoHasty. TpeboBaHus K paboyemy MecTy onepaTtopa
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2.2 TpeboBaHus K paboyeMy MeCTy oneparopa

OnepaTop B3aMMO/ENCTBYET C CUCTEMOI Yepe3 BeG-MHTEPIeiic, N03TOMy A8 paboTbl NOTpe6yeTcs
KOMMbIOTEpP, OTBEYAKLLWIA CeayoLMM Tpe6oBaHNSAM:

+ 06bem onepaTnBHO NamsATh oT 4 I'G;

* npoveccop, UMetoLniA OT ABYX A4€Ep;

+ onepauuoHHasa cuctema Windows, Linux, MacOS, Astra Linux nnn RedQOS;
* aKkTyasnibHas Bepcus 6paysepa Chrome;

* MOHUTOP C paspeweHnem FullHD, knaBnatypa, MblLLb;

* MNOAKNYEHME K CETU CO cKopocTbio oT 100 MbuT/c.



ECCM.OnucaHune cuctemsbl. TpeboBaHUs K 060pyaoBaHuMio 1 nepcoHany. TpeboBaHus K agMyHUCTpaTopam

3 TpeboBaHuA K nepcoHany

Cuctema obnagaet LWMPOKMM (OYHKLMOHAIOM U UCMOMb3YET 60/bLIOE KOMMYECTBO TEXHOMOMA. BONbLUINHCTBO
CMCTEMHbIX NPOLLECCOB CKPbIThbl OT NO/Ib30BaTENEN N aAMUHUCTPATOPOB M HE TPEOBYHOT OT HUX crneynanbHbIX
3HaHWA. TemM He MeHee, 419 pa3BepPTbiBAHMSA 1 MOAAEPXKKN CUCTEMbI aAMUHUCTPATOP CUCTEMbI AO/KEH
obnagatb HaBblkamy paboTbl ¢ Docker-koHTeliHepamn. PaboTa ¢ 060pyaoBaHNEM Takxe TpebyeT
COOTBETCTBYHOLMX HABbIKOB OT onepartopa.

3.1 TpeboBaHus K agMUHUCTPATOPaMm
,ﬂ,]‘lﬂ AAMUHNCTPUPOBaHNA CUCTEMbI AOCTATOYHO 3HATb N YMETb pa60TaTb CO cnegywumnmMmmn TexXxHonornamu:

+ Linux:
* YBEPEHHOE Mosb30BaHne TePMUHAIOM;
* MOHUMaHne paboTbl CeTH;
* yCTaHOBKa 1 afMUHUCTPUPOBaHME NPUIOXEHWI;
* YMEeHue untatb CKpunTbl Ha bash.
+ Docker:
* MOHUMaHWE NMPUHUMUNOB PaboTbl TEXHOOTNK;
* HaBblK/ PaboTbl C KOHTEHEPaMM (3anyCK, OCTAHOBKA, MOHUTOPWHT);
* ucnonb3oBaHue docker-compose.

ByneT niocom 3HaHue:

+ Postgres;
* Nginx;

« RabbitMQ;
+ Portainer.

3.2 TpeboBaHus K onepaTopam
Bce onepauum ¢ ycTpoiicTBamMm BbINO/HSOTCS B BeG-MHTepdelice ECCM. OT onepatopa cucTeMbl TpebyeTcs:

* yMeHue paboTtaTb C KOHpUrypauusmm yCTPONCTB;
* U3y4eHMe NHCTPYKLUUIA No paboTe ¢ uHTepdencom.



TEXHNYECKAA NMOAAEP>XKA

[ns nonyyeHns TEXHNYECKO KOHCY/IbTaummn No BONpocamM yCTaHOBKM 1 3KCMnyataunm CUcTeMmbl
ECCM BblI MOxeTe o6paTnTbCcs B CepBUCHbIV LEeHTP koMnaHnun ELTEX:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/

Servicedesk: hitps://servicedesk.eltex-co.ru/

MONHY0 TEXHUYECKYHO AOKYMEHTaUMI0 1 NPOorpaMmMHoOe obecrnevyeHne Bbl MOXETE HalTh Ha
odhmumanbHom caiite komnaHun: https://eltex-co.ru/
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