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PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP
[na Bo3mMoXHOCTK npegocTtasnenuns VolP-ycnyr aboHeHTam ceTun paspaboTtaHsbl IP-tenedoHsbl cepun VP.
YcTpoicTBa OpMEeHTUPOBaHbI Ha AOMAaLLHMX NoNb30BaTenei u HebonbLune 0gUChI.

B HacTosLLEM pyKOBOACTBE MO 3KCnayaTaumm N3NnoXxeHbl HasHaueHne, OCHOBHbIE TEXHUYECKME
XapakTepuCThKK, MpaBuia KOHUIypUpoBaHus, MOHUTOPUHTA U CMEHbI NporpaMMHOro obecneveHus IP-
TenedgoHoB cepun VP.



PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

1 Onucanue VP-12, VP-12P

* HasHauyeHune

+ CTpyKTypa 1 NpUHUMN padoTbl

+ XapakTepuCTUKKN yCTpoincTea

* KOHCTPYKTUBHOE UCMOJSIHEHME
+ BepxHsasa naHenb ycTpoiicTea. MHanKaums
+ 3aHsAs naHesb yCTPoCTBa

* IHouKaums cCOCTOSAHUA Ha aucniee

* KoMnaekT noctaBku

1.1 Ha3HaueHue

VP-12(P) — IP-TenedioH, npeaHa3HauyeHHbI 415 NpefoCTaBNEHNS FO/I0COBbIX YCAYT U NOAK/THUYEHNS
nepcoHasIbHOrO KomnbloTepa B IP-ceTb N0 ogHOMY Kabesto. YCTpoicTBO obnagaeT nepefosbiM
(hyHKLMOHAIOM, UMEET NoJAEPXKKY TeXHOM0rMn POE, BbICOKOE Ka4eCTBO U YHUBEPCa/IbHbIV AN3aiiH.

VP-12(P) nogoiigeT Ans opraH13aLuii ¢ BbICOKMMM TPEGOBaHUAMM K KAUeCTBY nepegaBaemoli rof10CcoBol
NHhopMaL MK, HaAEXHOCTU 1 YA06CTBY MCMNO/Ib30BaHUS.

Huxe n3obpaxkeHa cxema sk/odeHuUs: yempolicmsa VP-12(P):

"
R
&
B

Cxema sk/todeHusi VP-12(P)



PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

1.2 CTpyKTypa u npuHUun paéoTtbl
IP-TenecpoH VP-12(P) cocTouT U3 cneayrowyx nogcucTem:

* KOHTpOJ/1epP, B COCTaB KOTOPOro BXOAMT:
* BbICOKOMHTErpMpoBaHHasa cucTemMa Ha Kpuctasie, BkvatLas B cedsa npoueccop, 100
MerabuTHbI KOMMYTaTOp CO BCTPOeHHbIMM PHY, annapartHoe yckopeHue Tpadvka L2/L3/L4;
 flash-namatb — 16MB;
+ oneparveHasa namaTb SDRAM — 128MB;
« komek (ADC/DAC);
* XUAKOKPUCTaUI/IMYECKUIA Ancnien ¢ paspelwleHvem 128x64 nukcenei;
* NOJIHOLEHHaA LmdpoBas knasmnartypa c AONONHUTENbHbIMU (PYHKLMOHAIbHBIMU KaBuLLamu,
1 nopt LAN: RJ-45 10/100BASE-T;
1 nopt PC: RJ-45 10/100BASE-T;
+ 1 nopt Handset: RJ-9 (4P4C) ansa noaxntoyeHns Tpyoku;
+ 1 nopt Headset: 3.5 mm jack nnu RJ-9 (4P4C) ansa nogkntoueHns Tpy6Kku;

® B 3aBNCMMOCTM OT BEPCUM annaparHoro o6ecneyeHus: 41 Bepcuii Hmke 2.0 — pasbem 3.5 mm
jack, ons Bepcuii 2.0 n Bbiwe — RJ-9 (4P4AC).

CTpyKTypHas cxema ycTpoiicTBa NpuBELEHA Ha PUCYHKE HIXKE.

R145 R145

~

RoHTpoAnep Ethernet

switch

Oucnaei

mazm

Mr bhone 23

Knapnarypa

YCTpOIACTBO paboTaeT nog ynpaBneHnem onepaumoHHon cuctembl Linux. OCHOBHbIE (DYHKLMKN yNpaBieHns
cocpeaoToyeHbl B NpOLEeccope, KOTOPbI OCyLLeCcTBASET MapLupyTulaumto IP-naketos, obecneunBaet
pa6oty IP-TenecoHun.



1.3 XapaktepucTuku ycTpoucTea

O6wue napaveTpbl

MuTtaHue

MoTpebnsiemas MOLLHOCTL B paboyem pexumme
Pabounin gnanasoH Temneparyp

OTHOcUTeNbHaA BNaXXHOCTL NPy TeMnepartype
25°C

raGaputbl (LLUXBXI)
Macca

JocTynHble nHTepdeicel

MapameTpbl LAN- nHTepdpeiica Ethernet

KonnuecTtBo noptos
DneKTpuyeckuii pasbem

CkopocTb nepegaun

MNopaepxka ctaH4apToB
MapameTpbl PC- uHTepdpeiica Ethernet

KonnuecTtBo noptoB
DneKTpuyeckuii pasbem

CkopocTb nepegayn

MNopaepxka ctaH4apToB

PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

+ aganTtep nutaHua 220 B AC/5B DC, 2 A (ansa VP-12P —

OMUUOHA/TBHO)
+ nuTtaHue no Ethernet-ka6ento PoE IEEE 802.3af (Tonibko gns

VP-12P)
He 6onee 3,5 BT (MakcumarbHbIli noTpe6nsiemblii Tok 0,7 A)
oT +5 go +40°C
0o 80%

223x89,5x178 mm
He 6onee 0,52 kr

« LAN: 1 nopt Ethernet RJ-45 10/100BASE-T
« PC: 1 nopt Ethernet RJ-45 10/100BASE-T
« Handset: 1 pasbem RJ-9 (4P4C) ansi noaktoyueHns Tpy6ku

+ Headset: 1 pasbem Anst NOAKMOYEHNSI TAPHUTYPbI

1
RJ-45

+ 10, Méut/c
+ 100, Mbut/c
+ aBTOOMNpeaeneHne

BASE-T

1
RJ-45

+ 10 Méut/c
+ 100 MéuTt/c
+ aBTOOMNpeaeneHe

BASE-T



PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

OcCHoBHblE beHKL{UOHaﬂbeIe BO3MOXHOCMU ycmpodcmsa

quH KUMOHaJIbHble BO3MOXHOCTU VoIP

MoaaepXxunsaemble NPOTOKO/IbI

KonnyectBo akkayHTOB

KntoueBble 0CO6EHHOCTH

Pabota 3a NAT

ObecneveHne 6e30MacHOCTH

Fonocosble doyHKUUN

O6HapyXeHue 1 reHeprpoBaHMe CUTHasI0B
DTMF

Kopekn

- SIP

2 SIP-akkayHTa C HE3aBMCMMOW HaCTPOIiKOI

Mopnepxka fo 4-x pesepsBHbIX SIP-cepeepoB

MOBKWIA NNaH Hymepauum

Pabota 6e3 SIP-cepsepa

OTo6paxeHne HOMepa 1 UMeHU Bbi3blBatoLero aboHeHTa (CallerID)
OTkntoueHne mukpochoHa (Mute)

MoBTopHLI HaGop Homepa (Redial)

NHAvBMAayanbHasa HacTpoiika PUHITOHOB Ha akKayHTax ¢
BO3MOXXHOCTbH0 3arpy3ku COOGCTBEHHbIX PUHITOHOB

WcTopms BbizoBos (Call History)

NokanbHas TenedoHHas kHura Ha 200 Homepos (Local Phonebook)
TenedpoHHast kHura LDAP (LDAP Remote Phonebook)

Moaaepxka pexrma rpoMKOiA CBA3N

Pa6ota 3a NAT

Mepepaya n NpMeM KOPOTKUX TEKCTOBbIX co06LeHui (SIP
MESSAGE)

MpPOCMOTP CYETUMKOB rO/I0COBOW NMOYTHI

BusyasnibHoe yBeAOM/IEHME O NOJTyYEHUN HOBOTO F0/10COBOTO
coo6uieHns (MWI)

YpaneHHas TenedhoHHas kHura (Remote Phonebook)

NAT keepalive
STUN mode
Public IP

SIP over TLS
SRTP

AxonoaasneHue (AES)
JeTekTop akTnBHOCTU peun (VAD)
O6HapyXeHue 1 reHepupoBaHue curHasios DTMF

Inband
RFC2833
SIP INFO

G.729
G.711a
G.711u
G.723.1
G.726-24
G.726-32



®yHkumn ABO

PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

+ YnepxaHue Bbizosa — Call Hold

+ Mepepaya BbizoBa — Call Transfer

+ YBegom/ieHve 0 NOCTyN/IeHn HOBOro BbidoBa — Call Waiting;
+ Mepeagpecayus no 3aHAToctn — Call Forward on Busy

+ MNepeagpecauus no HeotseTy — Call Forward on No response
+ BesycnosHas nepeagpecaums — Call Forward Unconditional

+ He 6ecnokonts — DND

+ CoBepLueHre aHOHUMHbIX BbI30BOB — CLIR

+ lopsyvasa/Tennan nuHusa — Hotline/Warmline

+ TpexcTopoHHSAs KoHdepeHuust — 3 Way-conference

+ OcTtaHoBKa Habopa no HaxaTuio #
+ Tpuem MHTEepPKOM-BbI30BA
+ ABTOMATMYECKUit OTBET Ha BbI30B

CeteBble (QyHKLNOHa/IbHbI€ BO3MOXXHOCTU

KntoueBble 0COBGEHHOCTU

[poToKosbl

Mogpnepxka PPPoE

Moppepxka DHCP onuwii

Mopaepxka MexaHN3MOB KavecTsa
o6cnyxmsaHus QoS

Mopnepxka DNS

Mopnepxka NTP

OFpaHI/I‘-IeHI/Ie CeTeBoro gocryna

MapLpyTtusauusa

+ BO3MOXHOCTb pasgerneHus voip, managment v pc-data Tpadovka no
pasHbIM vian

+ Static IP
+ DHCP

- PPPOE
* NolP

+ PAP, SPAP n CHAP aBTOpu3auus
+ PPPoE komnpeccus

1 - Subnet Mask

3 - Router

6 - Domain Name Server

12 - Host Name

15 - Domain Name

26 - Interface MTU

28 - Broadcast Address

33 - Static Route

42 - Network Time Protocol Servers
43 - Vendor-Specific Information

66 - TFTP ServerName

67 - Bootfile name

120 - SIP Servers

121 - Classless Static Route

249 - Private/Classless Static Route(Microsoft)

+ |P DSCP header
- 802.1P

+ Cratnyeckun HacTpoeHHble agpeca DNS-cepsepos
+ mHamuyeckoe nosnyyeHune agpecos DNS-cepsepos no DHCP

+ CraTtudyeckoe ykasaHue agpeca NTP-cepsepa
+ [mHamunyeckoe nonyyeHune agpeca NTP-cepsepa no DHCP

+ CeTeBoli akpaH
+ ®dunetp MAC

+ CTaTnyeckas MapLupyTusauus
+ HasHaueHwue npaBui Mappytusauum no DHCP (Option 33, 121,
249)



CeTeBoe 06HapyxeHue

YnpaBneHne N MOHUTOPUHT

KntoueBble 0COBGEHHOCTHU

VHTepdelichl

BbliBOA, 0T1aA04HON nHdopMaLlmmn B

3arpyska/obHoBneHue MO u
KOHdourypauum

PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

LLDP, LLDP MED

OrpaHnyeHne gocTyna no ceTeBbIM UHTEPelicam

[Mbkas HacTpoiika 4OoCTyna K 3/1eMeHTaM MEHI0 Ha aucnsee
yCcTpoicTea

[BYsI13bI4HbIN NHTEPAIENC

Web-unHTtepdeiic

SSH

Telnet

TR-069

MeHto Ha aucnsee ycTpoicTea

Syslog
Telnet
File

ABTOOOHOB/IEHME NO pacnMcaHuio
Meprognyeckoe aBTOO6GHOB/EHME
LleHTpanusoeaHHoe 06HoBMeHMe Yepe3 ACS cepaep (TR-069)

10



1.4 KOHCTpPYKTUBHOE UCNONHEeHUue

PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

IP-TenecpoH VP-12(P) BbINOMHEH B NIACTMKOBOM Kopryce ¢ pasMepamu 223x89,5x178 mm.

1.4.1 BepxHsasa naHenb ycTpoicTea. MHankaums

BHewwHuii BuA BepxHeli naHenu yctpolictea VP-12(P) npuBeaeH Ha pUCyHKe HUXeE.

1234

@)
() O,
Coen | oo )

©)

Ha BepxHeli naHenu yctpoiictea VP-12(P) pacnonoxeHbl crneayowme CBETOBblE UHANKATOPbI:

dnemMeHT
nepegHeii
naHenu

1,2 L1,L2

OonucaHuve

VHOMKaTOpbl COCTOAHUS
nepBoii 1 BTOPOIA NINHUN

CocTosiHue
MHAOUKaTopa

He ropuT

ropuT 3en1eHbiM

MUraeT 3e/1eHbIM
(B pexume
OXnaaHus)

MUTaeT 3e/1eHbIM
(Bo Bpewms
pasroBopa)

Muraet 3efeHbiM (BO
BPEMSI BXOAALLEro
BbI30BA)

rOpuT KPacHbIM

ropuT opaH>xeBbiM

CocTosiHue ycTpoiicTBa

AKKayHT 3apErMcTpMpOBaH U HaXoauTcs B
pexume OXMUaaHWs BXOASLLEr0/UCXOASLLENO
BbI30Ba.

AKKayHT aKTUBEH U HaXoAuTCs B pexXumMe
pasrosopa unv Ha6opa Homepa.

AKKayHT B NpoLiecce permctpauum

Bxogswmii BbI30OB Ha BTOPOW IMHWK, OANH
nny 6o5ee BbI30BOB Ha yAepXaHuu

Bxogswnii BbI30B

Owunbka permctpaumm

AKKayHT HaxoguTtcsi B pexxume DND (He
6ecrnokonTb)

11



PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

AnemeHT OnucaHue CocTosiHue CocTosiHue ycTpoiicTBa
nepepHeii MHauKaTopa
naHenu
3 MSG MHAmKaTop Ha/Mumsa HOBbIX MUraeT KpacHbIM EcTb HenpountaHHble COObLLEHNS UK
COO06LLEHNA HOBble r0/10COBble CO06LLEHUSA
He roput OTCyTCTBYIOT HOBble COOOLLEHUS
4 DND MHAMKATOP COCTOAHNA YCIYrn  TOPUT KPACHBIM Kak MUHMMYM Ha 04HOM akkayHTe
DND akTusmpoBaH pexvm DND
He roput Pexxum DND He akTnBMpoBaH
5 MUTE VIHANKaTOp OTK/TI0YEHHOTO TOPUT KPacHbIM AKTMBMPOBaH pexunm mute AN TekyLero
MUKpOghoHa pasrosopa
He roput Pexunm mute He akTMBMpPOBaH

1.4.2 3apgHAsA naHenb yCTpocTBa

BHeluHwit Bug, 3aaHeli naHenn VP-12(P) 3aBMCHT OT BepcuM annapatHoro obecnedyeHns. BHelWwH®iA BUg, ona Bepcuii
Hmke 2.0 npuBeaeH Ha pucyHke A, ansa sepcum 2.0 1 Bblle — Ha pucyHke b.

(3

—r

6 7 8 9

E)

g

h ]

o

¢

J — —

6 7 8 9

PucyHok b — BHelwHw®it Bug 3agHei naHenun VP-12(P) ons Bepcumii annapatHoro o6ecneyvexmns 2.0 1 Bbille

12



dnemeHT 3a4Hel NnaHenu

6 Headset
7 DC

8 PC

9 LAN

PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

OonucaHue

pasbeM A/18 NOAKMOUEHNS TAPHUTYPbI:

+ 05 Bepcuii annapartHoro obecneyeHns HMxe 2.0 — pasbem 3.5 Mm

- ans Bepcun 2.0 1 Bbilwe — pazbem RJ-9 (4P4C)

pasbem A4 NoAKNYeHUs agantepa nutadms, SV 2A
nopt 10/100BASE-T Ethernet (pasbem RJ-45) ans nogknouerus MK

nopT 10/T00BASE-T Ethernet (pazbem RJ-45) ansi noaknoueHus K TOKasIbHOWM cetu
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PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

1.5 MHAuKauuA coCTosiHUA Ha gucnnee
1 2

L
Mt

MHOUKayusi cocmosiHuUsl Ha oucrisiee

4

N\
blern

Ne OnucaHue
1 ViHaMKaTop 3BYKOBOro MHTepdeica:

iR
iy

W — 1eneoHHan Tpy6Ka NoaHATa;

= ]
. 6 .
TenedgoHHasn TpyoKa No/0XEHa;
IFI:!! i
i!iiﬂ i .
— CnuKeptoH aKTBMPOBAH;
iy
~% — nogkniouera rapHuTypa.
2 VIMst TEKYLLLETO aKKayHTa, a NP ero OTCYTCTBMM — TeNeqIOHHbIA HOMEpP
3 Tekywiasa gata n Bpems
4 [JelicTBus, BbINOSTHAEMbIE MPU HAXaTUW COQIT-KNaBMLL

1.6 KoMnnekT noctaBKu
B 6a30Bblii KOMMNEKT NOCTaBKM ycTpoiicTBa cepumn VP-12(P) BXogsT:

+ IP-tenechoH VP-12(P);

+ TeneoHHas Tpybka 1 kabenb Ans NoAKNYEHNS TPYOKY;

« Apantep nutaHus 220/5B 2A (ana VP-12P — onuvoHasibHo);
+ Kabenb RJ-45;

* NHchopmaumsa o ToBape 1 rapaHTum.

® Mo 3anpocy B KOMMEKT MOCTaBKY MOXET GbiTb f06aBNeHa rapHUTypa
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PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

2 OnwucaHue VP-15, VP-15P

* HazHaueHune

+ CTpyKTypa 1 NnpuHUMN padoThbl

+ XapakTepuCcTUKM yCTpoicTBa

* KOHCTPYKTMBHOE NCMOJIHEHNE
* BepxHsasa naHenb ycTpoicTea. MHgnKaums
+ 3aHsasa naHesnb yCTpoicTBa

* MHoukKauus coCcTosiHUA Ha gucnsee

+ KoMNeKT noctaBku

2.1 Ha3HaueHue

VP-15(P) — IP-TenedoHbl, NpefHa3HauYeHHble A48 NPefoCTaB/IEHNS FO/I0COBbLIX YC/TYT U NOAK/THOUEHUS
nepcoHasIbHOro KoMnbtoTepa B IP-ceTb Mo ogHOMY Kabesito. YCTPoCcTBO 06najaer nepesoBbim
byHKUMOHANOM, UMEEeT NoafepxKy TexHonorum PoE, BbICOKOe KavyecTBO 1 YHUBEPCa/IbHbIA An3aiiH.

VP-15(P) nogoiiget ans opraHusaumii ¢ BbICOKUMU TPe60BaHUAMM K Ka4ecTBy nepefaBaemoii rofiocoBoit
NHdOopMaLMK, HAAEXHOCTU 1 YA06CTBY UCNO/Ib30BaHUS.

2.2 CTtpyKTypa 1 npuHUMn padoTbl
IP-TenedoH VP-15(P) cocToMT 13 Creayrowmux noacucTem:

* KOHTPO/1/1EP, B COCTaB KOTOPOro BXOAMT:

* BbICOKOVHTErpMpoBaHHas cuctemMa Ha Kpuctaslie, Bkadatowasn B cebs npoueccop, 100-
MerabuTHbI KOMMYyTaTOp CO BCTPOEeHHbIMK PHY, annapatHoe yckopeHue Tpadnka L2/L3/L4;

 flash-namatb — 16MB;
+ oneparmeHas namaTb SDRAM — 128MB;

+ kogek (ADC/DAC);

* XUAKOKpUCTaNINYecknii ancnneii ¢ paspeweHnem 128x64 nukceneis;

* MOSIHOUEHHAasA ungposas knasmnartypa ¢ AONONHUTENbHbIMU (DYHKLMOHA/IbHBIMU KNasuLamuy;

* 1 nopt LAN: RJ-45 10/100BASE-T,;

* 1 nopt PC: RJ-45 10/100BASE-T,;

+ 1 nopt Handset: RJ-9 (4P4C) ans noaxntoueHns Tpyoku;

+ 1 nopt Headset: RJ-9 (4P4C) ansi NoAKIHYEHN rapHUTYpPbI.

CTpyKTypHasa cxema yCTpoMCTBa NpuBeAeHa Ha PUCYHKE HUXE.

15



PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

e A
KoHTponnep m

A

ucnnei
RAV gk
(=] o
CPU —— e~
naBmnarty od
>
O @@ ©
® @®EBE O
\_ J e OB @

O

& 1)

YCTpoiicTBO paGoTaeT nof ynpas/ieHnem onepawLyoHHoli cuctembl Linux. OCHOBHbIE (OYHKLMM yNpaBieHus
CocpeaoToUeHbI B NPOLIECCOPE, KOTOPbI OCYLLECTBASET MapLupyTM3aumio IP-nakeTos, o6ecnednBaeT

pa6oty IP-TenedoHun.

2.3 XapakTepucTuKu yCTpoicTBa

O6uwue napameTpbl

MutaHue

MoTpebnsiemast MOLWHOCTL B
paboyem pexume

Pa6ounii grnanasoH Temnepartyp

OTHOCUTENIbHAasA BNAXHOCTb NP
Temnepatype 25°C

ra6aputhbl (LLUXBXI)
Macca

JocTynHble nHTepdelichl

+ apanTep nutaHus 220 B AC/5 B DC, 2 A (gnst VP-15P — onunoHasbHO)
* nuTaHue no Ethernet-kaGento PoE IEEE 802.3af (Tonbko ana VP-15P)

He 6onee 4 BT (MakcuMasibHbIi NoTpebnsiemsblii Tok 0,8 A)

oT +5 go +40°C
0o 80%

205x86x210 mm
He 6onee 0,80 kr

+ LAN: 1 nopt Ethernet RJ-45 10/100BASE-T
« PC: 1 nopt Ethernet RJ-45 10/100BASE-T
+ Handset: 1 pazbem RJ-9 (4P4C) anst nogxktoHeHns TpyoKn

+ Headset: 1 pasbem RJ-9 (4P4C) gnsi nogknoUeHVst rapHUTYpbl
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MapameTtpbl LAN-uHTepcpelica Ethernet

KonnuecTtBo nopToB 1

DNeKTPUYECKUn pazbem RJ-45

« 10, Méut/c
« 100, Méut/c
* aBToOMpeaeneHne

CkopocTb nepegaun

Moanepxka cTaH4apTOB BASE-T

MapameTtpbl PC-uHtepdpeiica Ethernet

Konuuectso noptos 1
DNeKTPUYECKU pa3bem RJ-45

« 10 Méut/c
+ 100 Méut/c
* aBTOONpeaeneHne

CkopocTb nepenayn

Moanepxka cTaH4apTOB BASE-T

OCHOBHbIE (hyHKYUOHa/IbHbIE BO3MOXHOCMU ycmpolicmsa

DYHKUUOHA/IbHbIE BO3MOXHOCTM VoIP

MopaepxvBaeMble NPOTOKO/bI + SIP

Ko/myecTBo akkayHTOB 2

PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP
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KntoueBble 0CO6EHHOCTY

Pabota 3a NAT

ObecneveHne 6e30MacHOCTH

Fonocosble doyHKUMN

O6HapyXeHue 1 reHeprpoBaHne CUTHasI0B
DTMF

Kopekn

PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

2 SIP-akkayHTa C He3aBMCUMOI HACTPOIKOL

Moppepxka oo 4-x pesepBHbIX SIP-cepBepos

Mbknii nnaH Hymepauum

Pabota 6e3 SIP-cepsepa

OTob6paXeHne HoMepa 1 UMEHW BbI3blBAIOLLETO aboHeHTa
(CallerID)

OTkntoueHne mukpodpoHa (Mute)

MoBTOpHLIN HaGop Homepa (Redial)

NHamBuayanbHas HaCcTPOka PUHITOHOB Ha akkayHTax C
BO3MOXXHOCTbIO 3arpy3kn COGCTBEHHbIX PUHITOHOB
WcTopusa Bbizosos (Call History)

NokanbHas TenedoHHas kHura Ha 200 Homepos (Local
Phonebook)

TenechoHHas kHura LDAP (LDAP Remote Phonebook)
Mopaepxka pexmma rpoMKOR CBA3M

Pa6ota 3a NAT

Mepefaya 1 NpremM KOPOTKMX TEKCTOBbLIX CO06LLEeHNi (SIP
MESSAGE)

MpOCMOTP CHETUMKOB rOSI0COBOW NOYTHI

BusyanbHoe yBefoM/IeHVE O NOy4YEHNI HOBOTO F010COBOTO
coobLeHns (MWI)

YpaneHHas TenechoHHasi kHura (Remote Phonebook)
OTo6paxeHne cTaTyca Habnogaemoro aboHeHTa (BLF)

NAT keepalive
STUN mode
Public IP

SIP over TLS
SRTP

AxonopaasneHve (AES)
JeTekTop akTBHOCTY peun (VAD)
OG6HapyxeHune 1 reHepmpoBaHme curHanios DTMF

Inband
RFC2833
SIP INFO

G.729
G.711a
G.711u
G.723.1
G.726-24
G.726-32

18



®yHkumn ABO

CeteBble (QyHKLNOHa/IbHbI€ BO3MOXXHOCTU

KntoueBble 0COBGEHHOCTU

[poToKosbl

Mogpnepxka PPPoE

Moppepxka DHCP onuwii

Mopaepxka MexaHN3MOB KavecTsa
o6cnyxmsaHus QoS
Mopnepxka DNS

Mopnepxka NTP

OFpaHI/I‘-IeHI/Ie CeTeBoro gocryna

PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

* YpepxaHue BbizoBa — Call Hold

+ Mepepgaya BbizoBa — Call Transfer

* YBegom/ieHvne o NOCTYN/IEHUN HOBOTO Bbl3oBa — Call Waiting;
+ Mepeagpecauyms no 3aHaToctn — Call Forward on Busy

+ Mepeagpecauns no HeotBeTy — Call Forward on No response
+ BesycnoBHas nepeagpecaumsa — Call Forward Unconditional

* He 6ecnokouts — DND

+ CoBepLlueHne aHOHUMHbIX BbI30BOB — CLIR

+ lopsavas/Tennas nuHua — Hotline/Warmline

+ TpexcTopoHHss kKoHhepeHumsa — 3 Way-conference

+ OcTaHOBKa Habopa no HaxaTtuto #
+ ABTOMAaTMYECKMWiA OTBET Ha BbI30B

+ Mepexsart BbI30oBa - Call Pickup

+ BO3MOXHOCTb pasfeneHus voip, managment 1 pc-data Tpadmka
no pasHbIM vlan

+ Static IP
+ DHCP

- PPPOE
* NolP

+ PAP, SPAP n CHAP aBTOpn3ayms
* PPPoE komnpeccus

1 - Subnet Mask

3 - Router

6 - Domain Name Server

12 - Host Name

15 - Domain Name

26 - Interface MTU

28 - Broadcast Address

33 - Static Route

42 - Network Time Protocol Servers
43 - Vendor-Specific Information

66 - TFTP ServerName

67 - Bootfile name

120 - SIP Servers

121 - Classless Static Route

249 - Private/Classless Static Route(Microsoft)

+ [P DSCP header
- 802.1P

+ Cratnueckn HacTpoeHHble agpeca DNS-cepsepos
+ AnHamnyeckoe nonydyeHue aapecos DNS-cepsepos no DHCP

+ CraTtudeckoe ykasaHue agpeca NTP-cepsepa
+ OnHamnyeckoe nony4veHue agpeca NTP-cepsepa no DHCP

+ CeTeBoWi 3KpaH
+ dunetp MAC
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MapLupyTunsauus

CeTeBoe 06HapyxXeHune

YnpaBneHue u MOHUTOPUHT

KntoueBble 0CO6EHHOCTH

VHTepdeiichl

BbIBOA 0T/12404HOM UHCDOpMaLMK B

3arpyska/obHosrnieHne MO n KoHurypaumm

PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

Cratnyeckan mapLupyTusauuns
HasHaueHuwe npaBun mapLupyTmsaumm no DHCP (Option 33, 121,
249)

LLDP, LLDP MED

OrpaHnyeHne gocTyna no ceTeBbIM UHTEPEicam

MMbKas HacTpoiika focTyna K 3/IeMeHTaM MeHI Ha gucrnnee
ycTpolicTBa

[BYsi3bluHbIi UHTEPEC

Web-nHTtepdeiic

SSH

Telnet

TR-069

MeHo Ha ancnsee ycTponcTea

Syslog
Telnet
File

ABTOOGHOB/IEHNE MO pacnmcaHunio
Meprognyeckoe aBTOOGHOBMEHNE
LieHTpanun3oBaHHoe 06HoBNeHNe Yepe3 ACS cepsep (TR-069)
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2.4 KOHCTPYKTUBHOE UCMNOJZIHEHNE

PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

IP-TenecpoH VP-15(P) BbINOMHEH B NAIACTMKOBOM Kopryce ¢ pasMepamu 205x86x210 Mm.

2.4.1 BepxHsisi naHenb ycTpoiicTea. NHankaums

BHewwHuii BuA BepxHeli naHenu yctpolictea VP-15(P) npuBeaeH Ha pUCyHKe HUXeE.

1

AT TN

L

AELTex

Ha BepxHeli naHenu yctpoiictea VP-15(P) pacnonoxeHbl crnefyrowme CBETOBblE UHANKATOPbI:

AneMeHT nepegHeli naHenu  OnucaHue

1 o o VHavkaTopsl
o © NporpamMmmmnpyembix KnaBuLL
(@) o
2 CUCTEMHBbIN NHAMKaTOP
()
()
()
3 WHgukaTop Hannums HOBbIX
coobLeHnin

CocTosiHue CocTosiHne ycTpoiicTBa
MHauKaTopa

3aBncuT OT KOHUrypaumm

3aBUCUT OT KOHUrypaumm

MwuraeT 3eneHbiM  ECTb HENpOUMTaHHbIE COOOLLEHUS
WM HOBbIE FO10COBbIE
coobueHus

He roput HeT HOBbIX COO6LLEHNIA
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OneMeHT nepegHel naHenu

OonucaHue

NHAyKaTop BKOYEHHO
rapHUTYpbI

MHaMKaTop OTK/1KOYEHHOIo
MUKpohoHa

VHArKaTop rpoOMKOii CBSA3U

PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

CocTosiHue
MHAUKaTopa

['opnT 3eneHbImM

He roput

opuT 3eneHbImM

He roput

opuT 3eneHbImM

He roput

CocTosiHue ycTpoiicTBa

AKTMBMpOBaHA rapHUTYypa

MapHUTYpa He akTnBMpoBaHa

AKTVBMPOBaH pexumM mute ans
TEKyLLero pasroeopa

Pexxum mute He akTnempoBaH

AKTMBUpPOBaHA rPOMKasi CBSI3b

rpOMKaﬂ CBA3b HE aKTnBMpOBaHa
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PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

2.4.2 3apHAas naHesnb yCTpoicTBa

BHeluHwi1 Bug, 3aaHeli naHenn VP-15(P) nprBeaeHa Ha pUCYHKE HUXE.

OnemMeHT 3agHeii naHenun

10

11
12

DC

PC

Reset

LAN

MapHuTypa
Tpybka

-

=N

i
T i

7 8910 11 12

OnucaHue

pasbeM 4719 NoAKMoYeHNs afanTtepa nuTaHus, 5B 2A

nopt 10/100BASE-T Ethernet (pasbem RJ-45) ans nogknoueHus MK
KHonka Ansi nepesanycka ycTpoiictea

nopt 10/100BASE-T Ethernet (pasbem RJ-45) ans nogknoueHus K nokasibHol cetu

nopT RJ-9 Ans NoAKAOUYEHNS] TAPHUATYPbI

nopt RJ-9 ansa nogknoueHnst Tpyoku
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PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

2.5 WHpuKauumsa coCTOSIHUA Ha gucnsee

1 3

VIHOukayusi cocmosiHust Ha aucriiee

Ne OnucaHue
1 VHamkaTop 3ByKOBOro MHTepgoeiica:

i
Ty

i — 1eneoHHan TpybKa NoaHATa,

i
dn:‘ .
— TenedoHHas TPy6Ka NOMOXEH3;

mm
RLEEES

— CNUKepoH aKTNBMPOBAH;
2 Tekyliasa gata n Bpems

3 ViIMeHa BK/TlOYEHHbLIX aKKayHTOB, a NPy OTCYTCTBUN UMEH — Teﬂeq30HHbIl7l HOMeEp (aKKayHT no ymo/si4aHuto
NnomMeyveH 3akpalleHHbIM JIEBbIM HVMXXHUM yF]'IOM)

4 [eicTBus, BbINOMHAEMbIE MPY HAXATUM COtT-KNaBuLL

2.6 KomnneKT noctaBKu
B 6a30BblIii KOMNIEKT NOCTaBKy ycTpoiicTea cepun VP-15(P) BxogsT:

* IP-tenecboH VP-15(P);

+ [BYXNO3nUMOHHas NOACTaBKa;

+ TenedpoHHasa TpybKa 1 kabenb ANns NOAKIYEHNS TPYOKN;

+ Apantep nutaHus 220/5B 2A (ana VP-15P — onuyoHansHo);
+ Kabenb RJ-45;

* MHdopmaums o ToBape v rapaHTun.

@ Mo 3anpocy B KOMMEKT NOCTaBKV MOXET BbITb f06aBneHa rapHUTypa
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PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

3 YnpaeneHue yepe3 web-koHdurypatop (IP-tenedoHbl cepun VP)

3.1 Hauano pa6orbl (IP-tenecgoHbl cepumn VP)

* MogrotoBka K pabote
« OnucaHune web-nHtepdelica
* OCHOBHbIE peXnMbl paboThbl
« OCHOBHble a/1eMeHTbl web-nHTepdgeiica
* [prMeHeHne KoHurypaumm
« OTMEeHa U3MEeHeHNIA

3.1.1 TMopgrotoBka K paboTte

© Mpu nepBom BKOYEHUN YCTPOCTBA PEKOMEHAYETCA COPOCUTL €ro K 3aBO/CKM HacTpolikam. A1
3TOr0 B 3arpy>XeHHOM COCTOSIHUM MPY MOMOLLM KHOMOK U MEHIO Ha Aucniee TenegoHa BbiNonHuTe

cbpoc HacTpoek:
MeHio — 3. Hactpoiikun — 2. Cucrema — 5. Copoc HacTpoek — [la
YCTPOICTBO aBTOMAaTNYeCKM nepesarpy3nTcs.

[nsa Hayana paboTbl NOAKNOUMTECH K YCTPONCTBY N0 UHTepdeicy LAN uepes web-6pay3ep:
1. OTKpoliTe web-6pay3ep, Hanpumep: Firefox, Opera, Chrome.

2. BBeauTe B afipecHoii cTpoke 6pay3epa IP-aapec ycTpoiicTea.

© Mpwu 3aBoACKMX YCTAHOBKAX YCTPOMCTBO paboTaeT B PeXMMe MOCTa C aBTOMaTUYECKUM MOYyYEHNEM
IP-agpeca v gpyrmx napameTpoB ceTu no npotokosy DHCP.
Y3HaTb Nosy4veHHbll IP-agpec MOXHO Npu NOMOLLM MEHIO Ha 3KpaHe YCTPONCTBa, A4/18 3T criegyeT
nepentn no cneayoulemy nytn: MeHio -> 1. Ctatyc -> 1. CeTb

Mpu ycnewwHoM 06HapyXeHKM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcst CTpaHuLa ¢ 3anpocoM VMEHN
nosb3oBaTens v napons:

VP-12P rev.B u

Nomx
Mapone:

+ Boim

© 000 "Mpednpuamue "“3nmexc”, 2011 — 2018

© Mo ymonuanuio, uMs nonb3osarens — admin, napons — password

3. BBeauTe uMs nonb3oBarens B CTPOKe «/10rvH» 1 Naposib B CTPOKE «[Maposib».
4. HaxmunTe KHOMKy «BoliTn». B okHe Gpay3epa OTKPOEeTCsl NaHelb MOHUTOPUHTA.
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PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

© nMepep paboToii C YCTPOWCTBOM peKOMEHIyeTcst 06HOBUTL NPOrpaMMHOE 06ecrnedeHns [0 akTyaslbHOM
Bepcun (cM. pazgen lMNoaveHo «O6HoBAeHre [10») .
AKTyasibHYH0 Bepcuto MO MOXHO NOJyYUTb Ha CTpaHuLe 3arpy3ku uav npu obpaleHnn B CepBUCHbIN
LeHTP KomnaHun DJTTEKC. KOHTaKTbl TEXHUUECKON NOAAEPXKN U NONE3HbIE CCbINIKU CMOTPUTE B
pazgene TEXHNYECKAA MNMOALEPXKKA.

3.1.2 OnucaHue web-nHtepdeiica

3.1.2.1 OcCHOBHble pexumMbl paboTbl
Web-uHtepdeiic yctpoincts cepum VP MoxeT paboTaTb B ABYX pexunmax:

+ HacTpoiiku — pexuviMm KOH(PUIryprpoBaHNS CUCTEMbI — MNO3BO/SET BbINO/IHUTL NOJSTHOE
KOH(purypupoBsaHue ycTpoictea. laHHOMY pexumy COOTBETCTBYIOT Tpu BKIaaku «CeTby, «IP-
TenedoHusa» n «Cucrtema.

* MOHUTOPUHI — pPeXM MOHUTOPUHIA CUCTEMbI — UCMO/b3YETCA A1 MPOCMOTPa pas/IMYHOro poja
nHgopMaLmK, KoTopasi KacaeTcs paboTbl YCTPONCTBA: aKTUBHOCTb VIHTEPHET-COeUHEHUS], COCTOSITHUE
TenedOHHOro NopTa, 06bLEM NPUHATLIX/NepefaHHbIX AaHHbIX N0 CETEBLIM MHTEpMelicam u Tak Jasnee.
PeXumMy MOHUTOPKHIa COOTBETCTBYET O4HOMMEHHas BKagka « MOHUTOPUHT».

3.1.2.2 OcHOBHble anemeHTbl web-uHTepdeiica

OKHO NOMb30BaTENbCKOTO NHTepdelica pa3aeneHo Ha WecTb o6nacTeii (CM. pucyHok "OCHOBHbIE 3/1IEMEHTbI
web-koHpurypatopa"):

1. Imsi nonb3oBartesis, Nog, KOTopbIM ObIsT OCYLLECTB/IEH BXO B CUCTEMY, KHOMKA 3aBepLUEHUsI ceaHca
paboTbl B Web-nHTepdeiice (8b1x00) Nof, AaHHbLIM NO/Ib30BATENEM U BbiNaAalollee MeHo Bbibopa si3blka
web-nHTepdeliica.

2. BKnagkn MeHto, KOTopble NMO3BO/ISAKT BbIOUPAaTb Kareropmm HaCTPOEK UM MOHUTOPUHIa
: CeTb, IP-TenecoHuns, Cucrema, MOHUTOPUHT.

3. Bknagkm nogMeH0, HeobxoaumMble ANA ynpaBeHUsi NoseM HaCTPOEK.

4. MNone HacTpoeK YCTPOICTBa, KOTOpoe 6a3mpyeTcs Ha BblIbope nosb3osBaresns. JaHHoe none
npegHa3Ha4YeHo A1 NPoCMoTpa HaCTPOEK YCTPOICTBA U BBOAA KOHPUIYPaLMOHHbIX AaHHbIX.

5. KHonku ynpasneHusa koHpurypaumei, nogpobHas uHcopmauma npusegeHa B pasgene NpuveHeHne
KOHdpurypaunn.

* [MpuMeHUMb — NPUMEHUTb U COXPaHUTb TEKYLLYH KOH(IUIYpaLuio B 3HEProOHE3aBUCUMYHO NaMsATb
YCTPOWCTBa;
+ OmMeHa — 0TMeHa U3MeHeHU (BO3MOXHa TOJIbKO [0 HAXaTWs Ha KHOMKY «[TpUMEeHUMb»).

6. VIHdhopMaLMoHHOoEe Mnose, B KOTOPOM OTOBpaXXaeTcsa Bepcusi MPOrpaMmMHOro obecneyeHus, Bepcus web-
nHTepdeiica.
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PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

VP-12P 1 o

IP-tenecoins  Cuctema  MoHWTOPMHI 4

QoS HacTtporka MAC-aapecos NokaneHeld DNS CeTeBoi aKkpaH ®uneTp MAC MapwpyTusayna SNMP ‘/

O6Lpne HacTpolku il

WA XoeTa
CKOpOCTb M Aynnekc Auto v
BHelwHaAs ceTb (LAN)
MpoTokon DHCP v

AnETEPHATUBHBLI Vendor ID (onuus 60)
MepsuyHbIil DNS

BTOpUYHBIA DNS

Pasmep MTU 1500
Ucnone3oeare VLAN
HacTpolika IPSec
BKNIOYHTD

© 000 "Tpednpusmue "3nmekc”, 2011 — 2018 - Bepcuna M0O: 1.3.0.239
®) Bepcus seb-usmepgelica: 1.3.20

OcCHOBHbIe 371eMeHMbI web-KoHghuaypamopa

3.1.2.3 TlpuMeHeHne KoHdurypaumm

+ [IpMMEHHTE

KHonka «MpuMeHnTb» MeeT BuA; . Mo HaxaTuo Ha KHOMKY «[pUMEHNTb» NPOUCXOANT
coxpaHeHune KoHdurypauum Bo flash-namsATb ycTpolicTBa 1 NpuMeHeHVe HOBbIX HACTPOeK. Bce HacTpoiiku
BCTynatoT B cusy 6e3 nepesarpysku yCTpoincTaa.

B web-nHTepdeiice peannsoBaHa BM3yasibHast UHAMKALMS TEKYLLLEro COCTOSIHMS NpoLecca NpMMeHeHus
HacTpoek, KoTopasi NokasaHa B Tab/mue Huxe.
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PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP
Busyaanaﬂ UH@UK&L{UFI meKywe20 COCMOsAHUS rnpoyecca rpuMeHeHuUsi HaCMmpoek

BHewwHwnii Bupg, OnucaHue cocTosiHUA

oo Nocne HaxaTtna Ha KHOMKY «[MpMMeHUTbL» NPOUCXOANT NMPOLLECC NPUMEHEHUSA N
HaCToOAE CETIM < y«ip P A Pou P

3anncy HacTpoek B NamMsiTh ycTpoiicTBa. O6 3TOM MHAIOPMUPYET 3HAUOK E B
Ha3BaHUW BKIaKM U Ha KHOMKe «MpUMEHUTb»

O6 yCneLHOM COXpPaHEeHUN 1 MPUMEHEHNN HACTPOEK MHDOPMUPYET 3HAYOK [

HacTpoMkn cety &
Ha3BaHUW BK/1aKwn.

Ecnu 3HaveHne napameTtpa 6b1/10 yka3aHo C OLLIMBKOM, TO NOC/e HaxaTus Ha
KHOMNKY «[pUMeHNTb» NOSIBUTCSA COOTBETCTBYHOLLEE COOBLLEHNE C YKA3aHNEM

NPUYMHBI, @ B Ha3BaHNUM BK/IaAKN 0TO6Ppa3UTCS 3HAUOK h=d.

HacTpoiky ceTy &@

3.1.2.4 OTmeHa U3MeHeHul

. X Ormena . .
KHOmMKa OTMeHbl U3MeHeHN NMeeT BUA: . Mpu HaxkxaTtnn Ha kHonky "OTMeHa

OTpeAaKTUPOBaHHbIE HA CTpaHMLE NapameTpbl 0GHOBASIOTCS TEKYLMMUN 3HAYEHNAMMU, 3aNMCaHHbIMK B NaMSATK
yCTpOWCTBA.

© OTmeHa n3MeHeHW NPOV3BOANTCS TOMBKO 10 HAXKATUS Ha KHOMKY «[IPUMEHNTL». [oce HaxaTus Ha
KHOMKY «[pUMeHNTL» BO3BpAT K NpeablayLLiMM HacTpolikaM 6yAeT HEBO3MOXEH.
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3.2 KoHdcpurypupoBanue (IP-tenecoHbl cepum VP)

PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

[ns nepexofa B peXUM KOHhUryprpoBaHns yCTPOICTBa BbIGEPUTE OAHY U3 TPEX BKNAAO0K «CeTby, «IP-
TenedoHusa» nm «Cuctemar B 3aBUCMMOCTU OT LiENN KOHPUIYPUPOBaHNS:

* B MeHto «CeTb» BbINOHAETCA KOH(PUIyprpoBaHue ceTeBbIX HACTPOEK YCTPOICTBA.

* B MmeHto «IP-TenecoHusi» BbinonHsitotcst HacTpoiiku VolP (Voice over IP): HacTpoiika npoTtokosna SIP,
KOHpurypauusa akkayHToB, ycTaHOBKa Kogekos, BO 1 nnaHa Hymepauun.

* B MeHto «CrcTema» BbINOTHATCA HACTPOVKN CUCTEMbI, BPEMEHU, OCTYNA K YCTPOUCTBY MO Pa3/IMYHbIM
NpPOTOKO/1aM, NPOU3BOANTCA CMeHa Napons U 06HOBEHME NMPOrpaMMHOIo obecnevyeHns yCcTporcTea.

ONIeMEHTbI MEHIO peXxuMa KOH(PUIypupoBaHus:

* MeHto «CeTb»

MoameHo «/IHTepHeT»
MoameHo «802.1X»
MoameHo «QoS»

HacTtpoiika «MAC-agpecoB»
MoameHto «JlokanbHbIi DNS»
MogmeHio «CeTeBoi aKpaH»
MoameHo «dunstp MAC»
NoameHto «MapLupyTusaumsa»

* MeHio «IP-tenedoHus»

MoameH «HacTponkn ceTu»
MoameHto «SIP akkayHTbI»
MoameHto «O6Lne HacTpoiiku SIP»
MoameHo «QoS»

MoameHo «TenedpoHHast KHUra»
NoameHto «/IcTopusa BbI30BOB»

* MeHto «[lMonb3oBaTenbCKnini nHTepdeiic»

NoameHIo «KnaBuimn»
NoameHto «Menogumn»
NoaMeHIo «YBegoMIEHUA»
NoamMeHIo «[POMKOCTb»

* MeHt «Cucrtemar

[MoameHto «Bpems»

MogmeHto «JocTyn»

[MoaMeHo «KypHau»

MNoameHto «[Maponu»

MoameHio «YnpaBneHe KoHurypaymen»
MoameHo «O6HOoBAEHNE T1O»

NoameHto «lepe3sarpy3ka»

MoamMeHo «ABTOKOHUIYpUpOBaHne»
MoameHto «/HTepdieic ynpasnieHms»
MoameHto «CepTudomkarbl»

MogmeHo «onosHUTE bHbIE HACTPONKM»
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3.2.1 MeHto «CeTb»

PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

B MeHt0 «CeTb» BbINOSTHSAETCS KOH(UTYPUPOBaHME CETEBLIX HACTPOEK YCTPOICTBA.

3.2.1.1 ToameHto «/IHTepHeT»

B nogmeHto «IHTEpHET» BbINOMHAETCHA KOHUIYPUPOBaHUE NIOKa/IbHOM CETK NO
npotokonam PPPoE, DHCP u Static.

m IP-renecboHna  Cuctema  MOHWUTOPMHI

Ob6Lwume HacTpoiikK

Mma xocTa

CKOpOCTE W JyMnekc

BHewHaAs ceTb (LAN)
MpoTokon
AnsTepHaTHEHLIA Vendor 1D (onuyua 60)
MepenyHblil DNS
BTopW4HbIA DNS
Pasmep MTU

Mcnonesoeate WLAN

HacTpoiika IPSec

BEMOYUTE

QoS  HacTpoitka MAC-agpecos  Jlokanbhblilt DNS  CeTeBoi 3kpaH  @unsTp MAC  MaplpyTusayus  SNMP

Auto

DHCP

3.2.1.1.1 O6wue HacTpoliKu

* VIMsi xocma — ceTeBoe UMs YCTPOIACTBa.

+ Ckopocmb U Qyri/ieKkc — yCTaHOBKa CKOPOCTU nepefayn faHHbIX U pexuma paboTbl Aynsekca Ha
Ethernet-nopty LAN ycTpolicTsa:

3.21.1.2

BHelwHss ceTb (LAN)

+ Auto — aBTOMaTnyeckoe cornacoBaHve CKOpoCTU 1 Ayr/ieKca,

+ 100 Half — nopaepxnBaetcsa ckopocTb 100 M6UT/C ¢ NonyaynAeKCHbIA PEXUMOM,;
+ 100 Full — noppepxuBaetcsa ckopocTb 100 MOuUT/C € Ayn/IeKCHbIM PEXMMOM;

+ 10 Half — nopnepxuBaetcs ckopocTb 10 MGUT/C ¢ nonyaynaekCHbIM PEXUMOM;

+ 10 Full — noppepxmBaetcs ckopocTb 10 MGUT/C € AyNNEKCHBIM PEXUMOM.

* [Mpomoko/1 — BbIGOP NPOTOKO/A, N0 KOTOPOMY ByAeT ocyLLecTBATbCA nogknodeHne LAN-uHTepdeiica
YCTPOICTBA K CeTV nepefayn AaHHbIX:
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PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec 1 Bce HeobxogMMble napameTpbl Ha LAN-
NHTepdeice Ha3HaYarTCs CTaTUYecky;

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJIYaHWNIO 1 Apyrie napameTpbl, Heobxoanmble Ansa paboTtsbl B ceTu, 6yayT nony4veHsl ot DHCP-
cepBepa aBTOMaTU4eCcKy;

* PPPOE — pexum paboTbl, npu koTopoM Ha LAN-uHTepdoeiice nogHumaeTtca PPP-ceccus yepes
Ethernet;

* No IP — pexum paboTbl, Tpy KOTOPOM MHTEpJIeicy He HasHadvaeTca IP-agpec.

3.2.1.1.2.1 TMpotokon "Static"
Mpwu BbIGOpe NpoToKosa Tuna «Static» A4na pegakTMpoBaHUa CTaHyT AOCTYMNHbI Cneayowme napameTpbi:

* IP-adpec — yctaHoBKa IP-agpeca LAN-nHTepdelica ycTpoiicTBa B CETM Nepeaadn AaHHbIX;

* Macka noocemu — Macka BHeLLHEen NoAcCeTy;

* LU03 Mo ymMo/14aHuo — apec, Ha KOTOpbIil OTNPaBAseTcs NakeT, ecnv A5 Hero He HaliieH MapLipyT B
Tabnvue mapwpyTtusaumy;

* MepsuyHbili DNS, BmopuyHbili DNS — agpeca cepBepoB AOMEHHbIX UMEH (MCMO/b3yoTCA AN
onpegenenus IP-agpeca ycTpolicTBa no ero JOMEHHOMY MUMeEHM). [JaHHbIE MOt MOXHO OCTaBUTb
MyCTbIMW, €C/IN B HUX HET HEOOXOAMMOCTN.

+ Pasvep MTU — makcumasbHblli pasMmep 6710Kka AaHHbIX, nepegaBaeMbiX N0 CETH.

3.2.1.1.2.2 Mpotokon "DHCP"
Mpw BbIGOpE NpoTokona Tuna «DHCP» ansa pegakTnpoBaHnst CTaHyT AOCTYMHbI criegytowmne napameTpbi:

+ AnbtepHatuHblii Vendor ID (onuyusi 60) — npu ycTaHOBNEHHOM dpnare ycTpoiicTeo nepesaét B DHCP-
coobueHusix B onumm 60 (Vendor class ID) 3HaueHve 13 nonst Vendor ID (onyusi 60). Ecnn conar
AnbmepHamusHbil Vendor ID (onyusi 60) He ycTaHoBNeH — B onuumn 60 nepegaeTtcs 3Ha4YEHUE Mo
YMO/IYaHWMI0, KOTOPOE UMEET CeaytoLLMii oopmar:

[ VENDOR :npoussogutens][ DEVICE :tun yctpoiicteal][ HW :annapatHas sepcusi] [ SN :cepuiiHbiii Homep
Il WAN :MAC-agpec untepcdeiica WAN][ LAN :MAC-agpec nHtepdeiica LAN][ VERSION :Bepcus
nporpammMHoro o6ecnevexus]

Mpumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:DO][LAN:
02:20:80:a8:f9:4b][VERSION:#1.1.0]

+ Vendor ID (onyusi 60) — 3HaueHune onuum 60 (Vendor class ID) nepegasaemoe B DHCP
coobLueHusIX. Mpu nycTom none onumsi 60 B coobLieHusx npotokona DHCP He nepepaétes.

* lMepsuyHbili DNS, BmopuyHbili DNS — afgpeca cepBepoB AOMEHHbIX UMEH (MCMO/b3yoTCa AN
onpegenenus IP-agpeca ycTpoiicTBa No ero JOMEHHOMY UMeHK). AApeca, 3ajaHHble BPYUHYLo, ByayT
nmeTb npuopuTeT Hag anpecamn DNS-cepsepoB, nosyyeHHbIMY o npotokony DHCP.

+ Pasvep MTU — makcumasbHblli pasmep 6710Ka AaHHbIX, NepegaBaemMbix N0 CETH.

Cnncok ncnonb3yembix DHCP onumnin Ha kaxkaoM ceTeBoOM MHTepdelice MOXHO 3aaBaTtb BPY4HYHO.
WNHpopmauwms no HacTpolike cnucka B NnpuioxeHun Hactpoiika DHCP-k/IMeHTOB B My/IbTUCEPBUCHOM PEXUME.

3.2.1.1.2.3 Mpotokon "PPPOE"
Mpw BbIGOpe NpoTokona Tuna «PPPOE» ona peaakTMpoBaHUSA CTaHyT AOCTYNHbI Criegyowme napaMmeTpsbi:

* Vims nosnb3osamersisi — M nonb3oBaTens Ansa asTopusaunm Ha PPP-cepsepe.

* [Maposib — naposb 415 aBTopU3aLImn.

* MTU — makcumasbHbIii pasmep 610Kka faHHbIX, NepegaBaemblx Mo ceTn (PEKOMeHAYeMOe 3HauYeHne —
1492).

« Service - Name — umsi ycnyrm — 3HaueHmne Tara Service-Name B coobuieHnm PADI (none He o6sa3aTenibHO
ANS 3an0NHeHns).
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PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP
. BmOpOU aocmyl'l — TN gocTtyna (IPOE) K JTOKa/1IbHbIM CETEBbLIM peCypcamMm. MoXXHO Bb|6paTb OAVH N3
[ABYX 2 BapnaHTOB:

+ DHCP — gnHamuyeckuii gocTtyn, korga IP-agpec n Bce Heobxoaumble napameTpbl NO/y4arTCca No
npotokosny DHCP;

+ Static — cTtatuyeckuii — B aTOM c/lydyae HeobxoaMMble ANns AOCTyna napaMmeTpbl 3a4arTcs
BpPYyu4Hyto: IP-agpec, Macka nogcetu, DNS-cepsep, LWnto3;

@ Npu BbIGOPE OAHOMO U3 CNOCO60B HasHaveHus IP-agpeca Ha uHTepdeiice BTOPOro
JloCcTyna nosiBAsOTCS A0MNOMHUTE/IbHbIE NapamMeTpbl, COOTBETCTBYIOLLME BbIGPaHHOMY
MPOTOKOJTY.

* Vcnonib3o8ames 8mopol docmyir 0718 VolP — onuns 4ocTyrnHa, ecnu gns cepeuca IP-TeneoHnn He
HaCTPOEH BblAeneHHbIi MHTepdelic (yctaHoBNeH donar «/crosb3osams Hacmpoliku Internet »). Mpu
cHaToM chbnare (No ymonyaHuto) cepsuc IP-TenedoHnn ncnonb3yeT Ansa ceoei paboTbl nHTepdgelic PPP,
npu ycTaHOB/IEHHOM — UHTepdelic BToporo aocTyna (IPoE).

« AnlbmepHamusHbil Vendor ID (onyusi 60) — npw ycTaHOBMIEHHOM (hfiare YCTPOICTBO nepeaaéT
B DHCP-coo6weHusx B onuummn 60 (Vendor class ID) 3HaueHune u3 nonsi Vendor ID (onyusi 60). Ecnn
conar AsibmepHamusHbili Vendor ID (onyusi 60) He ycTaHoBNEH — B onumn 60 nepefaeTcsi 3HaYeHne
N0 YMONYaHWIo, KOTOPoe MMeET crneayoLwmii dopmar:

[ VENDOR :npoussoautens][ DEVICE :tun yctpoiicteal][ HW :annapatHas sepcusi] [ SN :cepuiiHblii Homep
Il WAN :MAC-agpec untepceiica WAN][ LAN :MAC-agpec nHtepdeiica LAN][ VERSION :Bepcus
nporpaMMHoro oéecneyeHusi)

Mpumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:DO][LAN:
02:20:80:a8:f9:4b][VERSION:#1.1.0]

+ Vendor ID (onyusi 60) — 3HaueHune onuum 60 (Vendor class ID) nepegasaemoe B DHCP
coobLueHusIX. Mpu nycTom none onumsi 60 B coobLLeHusx npotokona DHCP He nepepaétes.

3.2.1.1.2.4 TMpotokon "No IP"

Mpwn BbIGOPE AAaHHOro pexrnma paboTbl CETEBOMY MHTEpdielicy He HasHavaeTcs IP-agpec. JaHHbIn pexum
paboTbl NpeaHasHaveH ansa ciydaes, korga IP-tenedoHns pabotaet B BbigeneHHom VLAN.

© BbibupaTb gaHHbIVi PEXUM CrieayeT ¢ 0C060i OCTOPOXHOCTLIO. MNepes BbLIGOPOM AaHHOTO peXxuma
pekomeHayeTcsa y6eanTbesi B ToM, Uto VolP VLAN aktuupoBaH (MoameHo «HacTpoiikin ceTtn») u
paspeLleH JOCTyn AN YNpaB/eHUsi Yyepe3 COOTBETCTBYHOLWMI nHTepdpeiic ([oamveH «[ocTymn»).

© Mpu ncnonbsosaHuy pexxuma No IP 1 nonyyeHnem cetesbix nonnTuk no LLDP MED pekomeHayetcs
BK/IOUUTL UHTepdpelic ynpaBneHus (CM. pasaen MoaveHto «/HTepceiic ynpasnexns») u paspewmnTb
focTtyn yepes Hero (cM. pasgen loaveHto «[JocTyn»).

3.2.1.1.3 Wcnonb3oBatb VLAN

VLAN — BupTyasibHas fiokasibHas ceTb. [1peactaBnseT coboii rpynmny XoCToB, 06 beANHEHHbIX B OfIHY CETb,
He3aBMCUMO OT MX (PU3NYECKOT0 MECTOHaxXOXAEeHMS. YCTPONCTBA, CrpynnupoBaHHbie B O4HY BUPTYasIbHYIO
ceTb VLAN, nmett ognHakoBblii naeHtudmkaTop VLAN-ID.

* Wcnonb3osamb VLAN — npu ycTtaHOBMIeHHOM dofiare Ucnosib3oBaThb 4151 BbiX04a B CETb UAEHTUdIMKaTop
VLAN, nponucaHHbiii B none «VLAN [D».
+ VLAN ID — ngentudonkarop VLAN, ncnonb3yemsblii Ans 4aHHOro CeTeBoro nHtepdelica.
+ 802.1P — npu3Hak 802.1P (gpyroe Ha3BaHune CoS — Class of Service), yctaHaBnMBaemblit Ha
ncxopsLLme ¢ AaHHoro nHTepdeica IP-nakeTbl. MpuHUMaeT 3HaueHust oT 0 (HM3LWKWIA npuopuTeT)
A0 7 (HavBbICLUNI NPUOPUTET).
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3.2.1.1.4 Hacrtpoiika IPSec
B gaHHOM pasgene ocyLeCTB/ISAETCA HACTpoiika WwudpoBaHunsa no TexHonorum IPSec (IP Security).

IPSec — 310 Ha6op NPOTOKO/IOB AJ151 06ECNEUEHMS 3aLLMTbI AaHHbIX, NepefaBaeMblX N0 MEXCETEBOMY
npoTokony IP, no3Bonsowumii 0CyLLecTBNATbL NOATBEPXAEHNE NOAMHHOCTY (ayTEHTUMKALMIO), NPOBEPKY
LleNIoCTHOCTM 1/nnn WwndpoBaHne IP-nakeToB. IPSec Takxe BKIOYAET B Ce6s MPOTOKO/bI A1 3aLMLLEHHOTO
o6MeHa Kntoyamu B CETU VIHTEpPHET.

B TekyLleit Bepcun NporpaMmMHOro o6ecneyeHnst nocpeacTsoM IPSec MOXHO OCYLLECTB/IATL TO/LKO A0CTYM K
nHTepdeiicam ynpaenenus yctpoiicteom (Web, Telnet).

HacTpoiika IPSec
BENHOMHTE
WHTepdeRc themet v
NokaneHwn IP-agpec
Aapec NOKANLHOA NOACETH
Macka NoKanbHoW NogceTH
Anpec YAANeHHOW NOLCETH
Macka yaaneHHon NogceTH
YaaneHHBIA Wo3
Pemxam NAT-T Off v

ATPECCHBHBIN PERIM

Tun waeHTMHKaTOpa address v
Waenmudukarop
®aza 1
3apadee 3a0aHHbIN KoY
ANropHTM ayTEHTHIDUKALMH mdé ul
ANTOPUTI WNGPOBaHMA des v
Ipynna Quopu-Xennmana 1 ul

BpemA ®WIHW fpasel 1, © B&400

®aza 2

ANropHTM ayTEHTUDMKAL MK hmac_md: v
ANTOPUTI WNCDPOBAHKA des ul
Ipynna Qudhpu-Xennmana 1 v

Bpema ®uanu faswl 2, ¢ 360

* Brsmoyums — pa3peLwmnTb UCnosb3oBaHue npoTtokosa IPSec ans wndposaHna faHHbIX;

* MIHmepcpelic — HaCTpOika MMeeT CuNy ToNbKo Npu Bbibope ans MHTepHeTa npotokona PPPoE n
onpeaensiet, ANa AocTyna no kakomy uHTepdeiicy ncnonb3osatb IPSec: Ethernet (HTepdeiic
BTOporo goctyna) unun PPP (uHTepdoelic nepeoro goctyna). Mpw Bbibope
npotokonoe DHCP nnu Static B ycnyre aktmBeH Tonbko oguH nHTepdoelic (Ethernet), no kotopomy
BO3MOX€EH [0CTYyN TO/IbKO nocpeacTeom IPSec;

+ JlokasibHbIl IP-adpec — agpec ycTpolicTa g/1a paboTbl no npotokony IPSec;

*+ Adpec /10kasibHOU nodcemu COBMECTHO ¢ Mackol /1okasibHOU nodcemu onpenensaioT /I0KasIbHYHO
NoAceTb A1 CO34aHUsA TOMNOJOMIA CETb-CETb U/ CETb-TOUKA;
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+ Adpec ydasieHHoli noocemu coBMeCTHO ¢ Mackol ydasieHHoU nodcemu onpeaenstoT agpec

yAa/IeHHOI NOACEeTH A/1A CBA3W C UCNOo/b30BaHeM WngpoBaHus no npotokony IPSec. Ecnu
Macka nmeet 3HaudeHne 255.255.255.255, cBA3b OCYLLECTB/ISAETCA C e4MHCTBEHHbIM XOCTOM.
Macka, oTmyHasn ot 255.255.255.255, no3BonseT 3agaTb Lenylo nogceTb. Takmm o6pasom,
hyHKUMOHa/IbHbIE BO3MOXHOCTM YCTPOMCTBA NO3BO/IAIOT OpPraHn3oBaTh 4 TONO0rMn CETU C
1Cnosib3oBaHNeM WKdpPoBaHUA Tpadinka no npoTokony IPSec: Touka-Touka, CeTb-TOUKA, TOUKa-
CETb, CETb-CETb;
Y0asieHHbIU W/1H03 — LWU/03, Yepes3 KOTOPbI OCYLLECTBASETCS AOCTYN K y4asleHHOW NoAceTy;
Pexxum NAT-T — Bbl6op pexuma NAT-T. NAT-T (NAT Traversal) uskancynupyet Tpaduk IPSec un
ogHoBpeMeHHo co3aaeT naketbl UDP, koTopble ycTpoiicTBo NAT KOppeKTHO nepeckinaet. Ans
atoro NAT-T nomeLaeT fonosHUTENbHbIV 3aronoBok UDP nepeg naketom IPSec, 4Tobbl OH BO
BCell ceTn obpabatbiBasiCa kak 06bluHbIv nakeT UDP, 1 XoCT nonyyatens He NPOBOAMNIT HUKaKMX
NMPOBEPOK LLe/I0CTHOCTU. oce NocTynsieHnsa naketa K Mecty HasHadyeHus 3aronosok UDP
yAanseTcs, U NnakeT AaHHbIX NPOL0/IKaET CBOV AaslbHEMLLNIA NyTb KakK MHKaNCy/IMpoBaHHbIV naket
IPSec. C nomoupbto TexHnkn NAT-T BO3MOXHO yYCTaHOB/IEHME CBA3W MexXay knveHtamu IPSec B
3aLUNLLEHHBIX CEeTAX U 06LWeAoCTyNHbIMU XocTaMu IPSec yepes mexceTeBble aKpaHbl. PeXxnmbl
pa6otbl NAT-T:

* On — pexvm NAT-T akTuBupyeTca To/bKO npu o6HapyxeHun NAT Ha nyTun K XocTy

Ha3HayeHus;
+ Force — B nto6om cniyvae ucnosnb3osate NAT-T;
+ Off — He ucnons3oBatb NAT-T npu ycTaHOB/IEHNN COEAUHEHNS.

JocTtynHel cnegytowme HacTpoiiku NAT-T:

* UDP -nopm NAT - T — UDP-nopt nakeTos, B KOTOPble OCYLLECTB/IAETCA UHKaNCcynauns
coobuweHuii IPSec. Mo ymonyanuio 4500.

* Mlhmepsan omnpasku nakemos NAT - T keepalive, cek — nHTepBas OTNpaBku
nepuoanyecknx coobLLeHni 418 NogaepXaHnsa akTMBHOro coctosiHua UDP-
coeAMHEeHNs Ha YCTPOICTBE, BbIMOMHALWEro yHKLn NAT.

« AzpeccusHbIl pexxum — pexunm paboTbl Ha case 1, korga 06MeH Bceil He06X0AMMOl
NHGOopMaL et ocyLLLEeCTBISETCA TpeMS HeLWMdPOBaHHbIMU NakeTamu. B
CTaHAapTHOM pexume (main mode) 06MeH OCYLLECTBSIETCS LLECTHHO
HelndpoBaHHbIMM NakeTamu.

« Tun uéeHmugbukamopa — Tn naeHTudmkaTopa yctpoiictsa: address, fqdn, keyed, user_fqdn, asn1dn;
* MldeHmucghukamop — naeHTudmkaTop yCTpoincTBa, UCNosb3yeMblin ANsA naeHTdnKkauumn Ha dase 1

(3anonHATb Npn HeobxoaMMocTK). dopMaT NAeHTUGMKaTOPa 3aBUCUT OT TUNa.

3.21.1.41 @a3zal

Ha nepsom aTane (chase) ABa y3na «40roBapuBaroTcs» 0 MeTofe MAEHTUMKALMKN, anTopuTMe LWMpoBaHus,
xaw anroputme u rpynne Diffie Hellman. OHu Takke naeHTMdnumpytoT apyr apyra. Ans gasel 1 umetotcs
cnepyoLme HacTPOKu:

3apaHee 3adaHHbIU K/1104 — CEKPETHBIN K/TH04, UICNO/b3yeMblii B aroputMe ayTeHTudmnkaummn Ha dase 1.
MpepncTtaBnsieT coboi CTPoKy OT 8 A0 63 CMMBO/OB;

Aneopumm aymeHmugbukayuu — BbIOOP O4HOro U3 crimcka anroputmoB ayteHTudpmkaumm: MD5, SHAT;
Anrzopumm wughposaHusi — BbIGOP OAHOr0 U3 cnucka anroputMoB windposarus: DES, 3DES, Blowfish;
Ipynna Jugpchu-Xennmara — Bbib6op rpynnel Diffie-Hellman;

Bpewmsi u3Hu ¢pasbl 1, cek — BpeMsi, N0 UCTEYEHUN KOTOPOTOo y31am Heo6Xo4MMOo
nepevaeHTUULMPOBaTL APYr Apyra 1 cpaBHUTL NonuTuky (apyroe HasBaHue IKE SA lifetime). Mo
ymMonyaHuio 24 yaca (86400 cekyHa).
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3.2.1.1.4.2 ®aza?

Ha BTOpoM 3Tane reHepupytoTCcsa JaHHble K/OYEN, y3/bl «40roBapuBatoTcs» 06 1CNonb3yemoli NonnMTuke. ToT
PeXnM, TaKKe HasblBaeMblii GbICTPbIM pexumom (quick mode), oTAnyaeTcst oT NepBOit hasbl TEM, UTO MOXET
yCTAaHOBUTLCS TO/IbLKO MOC/E NEPBOro 3Tana, Koraa Bce NakeTbl BTOPON hasbl WMApYOTCS.

+ Annzopumm aymeHmuchukayuu — BbI6op 04HOr0 U3 cnncka anroputmos ayteHTudnkauumn: HMAC - MDS5,
HMAC-SHAT, DES, 3DES;

« Anleopumm wughposaHusi — BbIGOP 0AHOr0 M3 cnucka anroputmos wndpoanus: DES, 3DES, Blowfish;

* pynna Jugpcpu-Xennmarna — Boib6op rpynnel Diffie-Hellman;

* Bpewmsi XXU3HU pasbl 2, cek — BpeMsl, Yepes KOTOPOoe NPOUCXOAUT CMeHa K/ova LWgpoBaHUA AaHHbIX
(apyroe HassaHue IPSec SA lifetime). Mo ymonyaHuio 60 MyuHyT (3600 cekyHA).

© /[1ns BCTyNNEHWS B CUY HOBOW KOHAMIypaLmmn 1 3aHECEHNS HACTPOEK B 3HEPrOHE3aBUCUMYIO NaMATb
HaXXMUTE KHOMKY «[TpuUMeHUMb». NS OTMEHbI U3MEHEHWIT HXKMUTE KHOMNKY «OmmeHan.

3.2.1.2 TNopmeHto «802.1X»

B nogmeHto «802.1X» ocyLLeCcTBNAETCA HACTPOlika napamMeTpoB ayTeHTudpmkauumn no cneymdunkaumm 802.1X.

m |P-TenecpoHHA CucTema MOHWTOPHHT

WHTeprer QoS Hactpoiika MAC-agpecoe  [lokanedeni DNS  Cetesoi 3kpad Qunstp MAC Mapwpymvzauma  SNMP
802.1X
Brnioumute ¥

WA nonbzosarens
Mapons

Auth Taimayt | 30

Held Tafmayt | 60

MaKcHMmansHoe KONUMUECTBC NONsMox. | 3

<

* Bk/iouume — ycTaHoOBUTE (pnar, YTobbl BKOUMTL ayTeHTUMKaumo no cneuudinkaumm 802.1X.
* WIMs1 nosib308ame/isi — UMS NOJb30BaTENS, UCMONb3yeMOe Npy ayTeHTUmKaumm.

* Maposib — Naposib, UICNOMb3YEMbI NPU ayTeHTUNKaLUN.

+ Auth mativaym — Bpemsl OXugaHusa oTBeTa oT ayTeHTUpmkaropa Ha 3anpoc ayTeHTudmkaumm.
* Held malimaym — vHTepBas1 BpEMEHN MeXAy NOMbITKaMn ayTeHTUINKaLUN.

* MakcnmasibHoe KOM4ecTBO NOMbITOK — MakCMaslbHOE KOSIMYECTBO NOMNbITOK OTMNPaBKK COO6LU,€HVII7I
EAPOL-Start.
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3.2.1.3 TogmeHto «QoS»

B nogmeHto «QoS» ocyLecTBSETCS HAaCTPOoKa NpUopmuTeToB 06paboTkn Tpadmka 1 Tuna ovepeaen.

m IP-renecpoins Cuctema  MoHMTOPMHI

WMHTEpHET m HacTpoika MAC-agpecos NokaneHbiin DNS CeTeBon akpaH ®unsTp MAC MaplwpyTraaLma SNMP

HacTpoiika QoS

KOoHTpont noToka
BriGop npMopWTETOB DSCP v

Tun ouepenm Strict v

* KOHMposib Nomoka — BKNOYEHWE/BbIK/IIOYEHNE MEXaHU3Ma ynpaBneHns NOTOKOM nepefayn faHHbIX N0
npotokony TCP;
* Bbi6op npuopumemos — BbI6Op cnocoba npuoputusauumn Tpadmka:
+ DSCP — mexaHn3M knaccudpmkaumn, ynpasneHust TpadmkomMm 1 obecneveHuns kayectsa
o6cnyXmBaHUs NOCPeACTBOM NPUOPUTETOB;
+ 802.1p — npusHak (apyroe HasBaHue CoS — Class of Service), ycTaHaBNMBaeMbIii Ha UcxosiLme ¢
AaHHoro uHTepdeiica IP-nakeTbl. MpuHMMaeT 3HadeHus ot O (H13Lwuii npuopuTeT) Ao 7
(HamBbICLIMIA NpMOPUTET).

® Mpwu BKNOYEHHOM KOHTPOJIE NOTOKA HACTPOVKM MPUOPUTETOB HELOCTYMHbI.

« Tun o4yepedu — BbIGOP AUCYUN/IUHBLI 0BC/TYXXUBaHUU odepedel:
« Strict — gucumnaHa o6CnyXnBaHNSA odyepeaen, Npu KoTopon Tpadiuk ¢ 601ee HU3KUM
npuopuTETOM NepeaaeTcs, TONIbKO KOrfa yxe nepegaHa ovepepb ¢ 60s1ee BbICOKMM NPUOPUTETOM,;
+ WRQ — ancumnnuHa o6CcnyxmBaHust odyepeeit, Npn KOTopoi A0CTyNHasi nosioca NponyckaHus
[ennTca Mexay odyepenammn nponopunuoHasibHO NPUOPUTETY.
+ Mpuopumem 0..5 — onpegensieTcs Bec npuopuTteta B gnanasoHe ot 1 Ao 127, uem
BblLLE BEC, TEM MPUOPUTETHEE TpadivK.

© [ns BcTynneHns B CUy HOBOI KOHJDMIypaLyn U 3aHECEHNSI HACTPOEK B 3HEPIOHE3aBUCUMYHO NaMAThb
HaXKMUTE KHOMKY «[TpuMeHUMb». 1N OTMEHbl U3MEHEHWIN HAXXMUTE KHOMKY «OMmMeHa».

3.2.1.4 HacTtpoiika «MAC-agpecos»
B nogmeHto «<HacTtpoiika MAC-agpecos» MOXHO nsameHnts MAC-agpec LAN-uHTepgoeiica ycTpoincTsa.
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m IP-tenecroHmAa  Cuctema  MOHMTOPMHK
WHTEepHeT QoS ML el loKkansHel ONS  CeTeBOWM 3KpaH @unstp MAC MapLpyTrsaLma SNMP

HacTtpoliika MAC-agpeca LAN

MepeonpeaeniTe MAC

MAC v

* lMepeonpedenumb MAC — npu ycTaHOBNEHHOM chnare Ha uHTepgeice VIHTepHeT ucnonbdyetcst MAC-
agpec us nona MAC.
* MAC — MAC-agpec, KoTopblii 6yaeT Ha3HavyeH ceTeBoMy MHTepdeicy yCcTpoicTBa.

[ns nepeonpegenenns MAC Ha nHtepdelice «IP-tenecoHus» nam «VLAN ynpasieHus» BOCNONb3yiTechb
pasgenamu «HacTtpoiika MAC-agpeca Ha nHtepdeiice "IP-menecghoHusi"» nnn «Hactpoiika MAC-agpeca Ha
nutepdpeice "VLAN yrnipasnieHus"».

© [1na BcTynnieHus B CUy HOBOW KOHAIMIYpaLMy 1 3aHECEHNSA HACTPOEK B SHEPTOHE3ABUCUMYIO NaMATh
HaXXMUTE KHOMKY «[TpuUMEeHUMb». NS OTMEHbI U3MEHEHWIT HAXKMUTE KHOMNKY «OmmMeHan.

3.2.1.5 MogmeHto «JlokasbHbliA DNS»

B nogmeHto «JlokanibHbIi DNS» nponssoantcs KoHpurypmposaHme nokanbHoro DNS-cepsepa yctpoiictea
nytem fob6asnexHus B 6asy nap IP-agpec — JOMEHHOe UMS.

JNokanbHbii DNS no3sonseT w3y nonyuntsb IP-agpec B3aMMoAencTByoLLero ycTpoicTea no ero 4OMeHHoOMy
umeHu. B cnyyae otcytcTBusA cepepa DNS B cermeHTe ceTu, KOTOPOMY MPUHAANEXUT L3, HO Npu
Heobxo4MMOCTM MapLupyTmnsaLlmm no ceTeBbiM MMeHaM NMbo UCMOoMb30BaHKs B kadecTBe agpeca SIP-cepeepa
€ro CeTeBoro MMeHu, MOXHO MUCNosb30BaTh «J/1okasibHbIi DNS». MNpy 3ToOM HE06X0AMMO 3HaTb YCTaHOB/IEHHbIE
COOTBETCTBMS MEXAY MMEeHaM y3/10B (fomeHamu) 1 ux IP-agpecamu.

m IP-tenechorina Cuctema  MOHMTOPMHr

HMHTEpHET QoS HacTpoika MAC-agpecos NokaneHelit DNS CeTeBOn 3KpaH dunstp MAC MapwpyTruzauma SNMP

MmeHa yanos

LOoMeHHOR UMA IP-agpec

test.ru 192.1668.12.12

[ns no6aBneHns apeca B CNMCOK HEOBXOANMO HaXaTb KHOMKY «Jo6asumb» N B OkHe «Co3damsb
coomsemcmaue» 1 3anoNHUTb cneaytoLue nons:
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CoszpaTth COOTBETCTEUE

HNomeHHoe ma local

IP-agpec 127.0.01

+ [lomeHHoe umsi — Nvs y3na;
+ IP-adpec — IP-agpec y3na.

© HaxmuTe KHOMKY «MPUMEHUTLY /151 CO3MaHNsA COOTBETCTBUSA IP-aipec — JOMEHHOE UMS. [/151 OTMEHbI
N3MEHEHUI i HaXXMUTE KHOMKY «OTMeHa». [Ins yaaneHus 3anvicu U3 cnucka HeobxoAvmo yCTaHOBUTb
chnar HanpoTVB COOTBETCTBYIOLLEI 3ANNCU N HAXATb HA KHOMKY «YAa/Tb.

3.2.1.6 MoameHto «CeTEBOIN 3KpaH»

B nogmeHto «Cemesol akpaH» yCTaHaB/IMBAKOTCA NpaBuia NpOXoXAeHNA BXOASLLENO, UCXOAALLENO U
TPaH3UTHOrO Tpadinka. MimeeTca BO3MOXHOCTb OrpaHn4MBaThb NPOXOXAeHNe Tpadnka pasHoro Tuna
(BXOOALLMIA, NCXOAALLMIA) B 3aBUCMMOCTU OT NPOTOKONA, IP-agpecoB ncTouHMKa 1 HasHadveHus, TCP/UDP-
MOPTOB UCTOYHMKA U Ha3HauveHUs (a1a coobuleHnii npotokonos TCP nnn UDP), Tna coo6ueHust ICMP (ans
coobuieHnii npotokona ICMP).

m IP-tenecpoHma  Cuctema  MOHMTOPMHr

WHTepHeT QoS  HacTpoiika MAC-agpecos  JlokanbHeld DNS ©unETp MAC  MaplpyTusayus  SNMP

Mpasuna ansa sxogsallero Tpaduka

Wmsa MpoTokon Agpec oTNpaBuTenA MopTel oTNpaBWTenA MopTel NonyyaTens OelcTENe

Mpasuna gonsa uexogsaulero Tpaduka

HUma MpoTokon MopTel oTNPaBUTENA Appec nony4atens MopTel nony4yaTens OeicTene

[nsi no6aBNeHNss HOBOTO NpaBKIa HAXKMUTE KHOMKY «/Jo6asumb» 1 B OTKPbIBLLEMCS OKHe «Co3/aTh HOBOE
npasuio» 3anofiH1Te ceayoLye nons:
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CosgaTtb HoBoOE npaswvno
Hma
Tun Tpauka Bxogawmi v
TMpoTokon TCP v
AJpec oTnpaeuTens
MopTel OTNpaBMTENA 0
MopTel nonyyatens | O

DeiicTene MponycTUTL v

* VImMa — Ha3BaHWe npasua.
+ Tun mpachuka — BbIGOP TUNa Tpaguka, Ha KOTOPbIA pacnpocTpaHAeTCcs AencTBMe AaHHOTo npaBunia:
*+ Bxodswuii — Bxofawmii Ha ycTpoiicTBo Tpadmk (nonyyartenem sBNSIETCA HENOCPEACTBEHHO OAMH
3 CeTeBbIX MHTEP(hECOB YCTPOCTBA);
* Mcxoosiwuli — nexodawmii ¢ yctpoiictea Tpadonk (Tpadhvik, reHeprpyeMblil 10KasibHO YCTPOCTBOM
C OQHOTO 13 CETEBbIX MHTEP(IENCOB).

« Adpec omnpasumesisi — 3afaeT HavyasbHbIl IP-agpec otnpasutens. Yepes cumson "/"
MOXHO yKa3aTb MacKy MOACETM B DOPMATaX XXX.XXX.XXX.XXX U/ XX, Hanpumep,
192.168.16.0/24 nnn 192.168.16.0/255.255.255.0, 4T06bI BbIAENUTL Cpa3y LEefbii
AinanasoH aapecos (3anvchk Mackv B BUAe /24 cooTBETCTBYET 3anucu /
255.255.255.0). MapameTp AOCTYNeEH B cnydyasx korga napameTp "Tun Tpadmka"
NMeET 3HauveHne "Bxooswud".

« Adpec nonyyamens — 3agaet IP-agpec nonyyartens. Yepes cumsosn "/" MOXHO
yKasaTb MacKy NnofceTu B hopmarax XXX.XXX.XXX.XXX U XX, Hanpumep,
192.168.18.0/24 nnn 192.168.18.0/255.255.255.0, 4uT06bI BbIAENUTL Cpa3y LEnbil
AvanasoH agpecos. [NapameTp A4OCTYNeH B Cnyvasx korga napamertp “Tun Tpadmka"
NMEET 3HaueHne "Mexoosauwud".

* [Mpomoko/1 — NPOTOKO/ NakeTa, Ha KOTOPbIV pacnpocTpaHaeTcs AelicTBre aHHOro npasuna:
+ TCP;
+ UDP;
+ TCP/UDP;
+ ICMP;
* no6oin.
« [elicmsue — peiicTBue, coBepluaemMoe Haf naketamu (0T6poCcuTb/NPonycTuTb).

Mpw BbIGOpe npoTokosioB TCP, UDP, TCP/UDP ans pepgaktnpoBaHus 6yayT AOCTYMHbI HACTPOIKN:

* [Mopmbl omnpasumesisi — CNUCOK NOPTOB OTNPaBUTESISA, NakeTbl KOTOPOro 6yayT nonaAaTtk Nog AaHHoe
npaswso (AonyckaeTcs ykasbiBaTb IM60 OANHOYHLIN NOPT, NGO Yepes “-" Anana3oH NopPToB).

« [MopmbI nosy4amesiss — CNNCOK MOPTOB NOy4YaTens, NakeTbl KOTOPOro 6yAyT nonagatb Noj AaHHoe
npaswsio (AonyckaeTcs ykasbiBaTb IM60 OANHOYHbIN NOPT, NGO Yepes “-" Anana3oH NopToB).

Mpwu BbIGOpe npoTokona ICMP ans pegakTupoBaHust 6yayT AOCTYNHbI HACTPOKM:

+ Tun coobleHusi — MOXHO co3[aTb NPaBW/I0 TONILKO AN1a onpedeneHHoro Tuna ICMP-coobueHns nméo
AN BCEX.
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© HaxmuTe KHOMKY «MPUMEHUTL» AN5 [06aBEHNS HOBOTO Npasua. /19 OTMEHbI U3MEHEHUIN HaXMUTE
KHOMKY «OTMeHa». 1N yaaneHus 3anucy u3 cnmcka Heo6xoanmMo yCTaHOBUTb doslar HanpoTuB
COOTBETCTBYHOLLEN 3aMnCU N HAXaTb Ha KHOMKY «YAaNnTb.

3.2.1.7 NopmeHto «dunstp MAC»

B noameHto «®unsTp MAC» BbINOMHATCA HACTpolika connbTpaummn goctyna no MAC-agpecy xocTa.

m IP-renecpoina Cucrema  MoHWTOPMHI

MHTEpHET QoS HacTponka MAC-anpecos NokanbHelid DNS CeTeBoil 3KkpaH ®uneTp MAC MappyTHaayua SNMP

[JocTyn K yCTPONcTBY

PesumM hunsTpa BhiKnoHeHo v

Pexvm dounsTpa — onpeaensieT oAauH U3 Tpex airopuTMoB pa6oTkl onibTpa B 3aBucuMocTi ot MAC-
azpeca KmeHTa:

« Omkmoyums — cpunsTpaums no MAC-agpecam OTK/IloUeHa — BCEM XOCTaM paspeLLleHo
NoAK/UaTLCA K YCTPOIACTBY;

* UEpHbIl cnucok — B AaHHOM pexnme paboTbl ounibTpa xoctam, MAC-afpeca KoTopbiX yKa3aHbl B
«Cnucke MAC-agpecoB», 3anpeLleHo NoAxIyaTbes K yCTpoiicTBy. XocTam, MAC-aapeca KoTopbIxX
He yKa3aHbl B CM1CKe, NOAK/IUYEHNE Pa3PELLEHO;

+ Benbili cnucok — B laHHOM pexuMe paboTbl oubTpa xocTam, MAC-apeca KoTopblX yKasaHbl B
«Cnucke MAC-agpecoB», pa3peLleHo NoAxIYaTbes K yCTpoiicTBy. XocTam, MAC-agpeca KoTopbixX
B CMNCKE HEe yKas3aHbl, NOAK/UYEHVE 3aNpeLLEeHO.

3.2.1.7.1 Cnucok MAC-agpecoB

B cnncok moxHo BHecTu o Tpuauatn MAC-agpecoB XOCTOB, OCTYN KOTOPbIM K YCTPOWCTBY perynvpyercs
HaCTpolikoi pexnma unbsrpa.

Cnucok paspelwérHbix MAC-agpecos

MAC-agpec
ABF9:4B:00:11:22

05:00:27-A3:3E:63

[na no6aBneHns HOBOTO XOCTa B CMNCOK HAXXMUTE KHOMKY «Job6asums» 1 BBeanTe ero MAC-aapec.
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Jobaeunte MAC-agpec

MAC-agpec ad

© HaxmuTe KHOMKY «MPUMEHUTL» A8 [06aBneHns HoBoro MAC-aapeca. [11 OTMEHbl M3MEeHEHWI
HaXXMuUTe KHonKy «OTMeHa». [1a yaaneHust 3anncu u3 cnnucka HeobxoanMo yCTaHoBUTL donar
HanpoTMB COOTBETCTBYHOLLIEN 3aNMCK N HaXKaTb Ha KHOMKY «YAa/InTb».

3.2.1.8 TMopgmeHIo «MapLipyTumsaums»

B nogmeHto «<MapLupyTusauusi» HacTpanBarTCsl CTaTuyeckne MapLpyThl YCTPOCTBA.

m IP-tenechoHma  Cuctema  MOHWMTOPMHI

WMHTEpHET QoS HacTpodka MAC-agpecos NokaneHeld DNS CeTeBoR JEPaH OUNETp MAC Maplupy TH3aumMa SNMP
MapLwpyTusayums
WUmMmA Afpec HazHavYeHHA Macka nogceTtH LWinwoz
route1 192.168.23.0 255.255.255.0 192.166.0.254

[nsi [o6GaBNEeHVs HOBOrO MapLUpyTa HAXMUTE Ha KHOMKY «106aBUTb» 1 3an0oHUTE CleaytoLLmMe Nons:

[obasntb mapwpyT
Mma
A,qpet Ha3iHa4eHWA
Macka nofaceTn

LLinko3

" [IpHMEHNTD x OTmeHa

* MIMs1 — Ha3BaHMe MapLupyTa, UCNoNb3yeTca AN ya06CcTBa BOCNPUATAS YenoBeKoM. Mone MOXHO
0OCTaBUTb NYCTbIM;

+ A0pec Ha3zHadeHusi — IP-agpec xocTa uav NoAceT! Ha3HavyeHwus, 40 KOTOPbIX HE06X0AMMO YCTaHOBUTb
MapLipyT,

* Macka noocemu — macka nogcetu. [1ns xocta Macka NoAceTy ycTaHaBNMBaeTCs B 3HaYeHne
255.255.255.255, ans nogacetv — B 3aBUCUMOCTN OT €€ pasmepa;

* LWmo3 — IP-agpec W3a, Yepes KOTOPbI OCYLLECTBASETCA BbIXOA Ha «AOpec HasHa4yeHusI».
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© HaxmuTe KHOMKY «MPUMEHUTBY 415 [06AB/IEHNS HOBOTO MapLpyTa. [/ OTMEHbI U3MEHEHUI
HaXXMUTe KHOMNKy «OTMeHa». [ yaaneHust 3anncu u3 cnnucka HeobxoanMo yCTaHoBUTL donar
HanpoTMB COOTBETCTBYHOLLIEN 3aNMCK N HaXKaTb Ha KHOMKY «YAa/ITb».

3.2.2 MeHto «IP-TenegoHus»

B meHio «IP-TenedoHnsa» BbinonHsawoTcst HacTpoliku VolP (Voice over IP): HacTpoiika npotokona SIP,
KOHUrypaumsi akkayHToB, ycTaHOBKa Kogekos, BO 1 nnaHa Hymepauuu.

3.2.2.1 MNogmeHto «HacTporikn cetn»

B nogMeHo «<HacTpolikvu ceTu» MMeeTcs BOSMOXHOCTb 38/1aTb COOCTBEHHbIE CETEBbIE HACTPOWNKMN A1
ycnyrun VolP.

Cete BLECENEVELUENM Cuctema  MoOHWMTOPMHE
SIP AKKaYHThI C'C_)LLI,HE! H‘:'lCTpCHHH SIP QoS _eJ'IEq}OHHaF KHUra METGpHﬂ BbI30OBOB

CeTeBble HacTpolkn IP-TenedoHun

Wcnonek3oBath Hampoﬁku Internet

Mcnonesoears VLAN

VLAN ID 10
802.1P 0 v
MpoTokon DHCP v

ATnbLTEpHATHEHBIA Vendor 1D (onuWa 60)
MepeYHbIA DNS

BropuyHblid DNS

HacTtpoika IPSec

BENOYUTE

* Ylcnonb3osamb Hacmpoliku Internet — nNpu ycTaHOB/IEHHOM doiare UCMo/b30BaTb HACTPOKM CETH,
YCTaHOB/IEHHbIE B MEHIO «Cemb» -> «/IHMEepHeMm», Have — HaCTPOMKU, YCTAHOB/IEHHbIE B TEKYLLEM
MEHIO;

3.2.2.1.1 Hactpoiika VLAN

* Ucnonb3zosams VLAN — npu yctaHoB/IeHHOM donare cepsuc IP-TenedpoHnn 6yaeT ncnosnb3oBartb 4/
cBoeil paboTbl BblgeNeHHbl nHTepdeinc B otaensHol VLAN, Homep koTopoii yka3aH B none «VLAN ID».

* VLAN ID — npeHtudpmkarop VLAN, ncnonb3yemblin 4N JaHHOTO CEeTEBOro MHTepdeiica.

+ 802.7P — npusHak 802.1P (apyroe HasBaHue CoS — Class of Service), ycTaHaBnMBaeMblii Ha
ncxopsaLLmMe ¢ AaHHoro nHTepdeiica IP-nakeTbl. MpuHUMaeT 3HaueHust oT 0 (HM3LWKWIA npuopuTeT) Ao 7
(HamBbICLIMIA NpMOPUTET).
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3.2.2.1.2 CeTeBble HaCTPOiK/

+ [Mpomoko/s — BbIGOP NPOTOKOA Ha3HaYeHNs1 agpeca Ha uHtepdpeinc ycnyrm VolP:
+ Static — pexum paboTbl, Npy KOTOpoM IP-agpec 1 Bce HeobxoamMble HACTpolikn Ha LAN-
NHTepdenc HazHaYaeTcs BPYUHYHO.
+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpeca DNS-cepsepoB v gpyrue
napameTpbl, Heo6XoaNMble A5 PaboTbl yCyry (Hanpumep, ctatnyeckme MapupyTbl fo SIP-
cepBepa, cepBepa peructpauum), byayT nonyyerbl ot DHCP-cepBepa aBTOMaTUYECKN.

3.2.2.1.2.1 Mpotokon "Static"
Mpwu BbIGOpE TMNa «Static» ANA pegakTMpoBaHMSA CTaHyT AOCTYMHbI CeAyoLine napaMeTpbl:

* IP -adpec — yctaHoBKa IP-agpeca nHtepdeiica ycnyru VolP.

* Macka noocemu — macka nogcetu nHtepgeica ycnyru VolP.

* L3 no ymonydaHuro — IP-agpec nHitepdeiica ycnyru VolP y wio3a, Ha3Ha4eHHOro no
YMOYaHUIO.

* lepsuyHbili DNS, BmopuuHbiti DNS — IP-agpeca DNS-cepsepoB, He06X04MMbIX 415 paboThl
ycnyrn VolP.

3.2.2.1.2.2 Mpotokon "DHCP"
Mpw BbIGOpe npoTokosna Tuna «DHCP» ana pegakTupoBaHusa CTaHyT AOCTYMHbI CneaytoLme napaMmeTpbi:

« AnnbmepHamusHbil Vendor ID (onyusi 60) — npu ycTaHOBNEHHOM dp/iare yCTpoiicTeo nepenaét 8 DHCP-
coobuyeHmnsix B onumm 60 (Vendor class ID) 3HaueHue n3 nons Vendor ID (onyusi 60). Ecnu conar
AnbmepHamusHbil Vendor ID (onyusi 60) He ycTaHoBNEH — B onuun 60 nepefaeTcst 3HaYeHve no
YMO/IYaHMIo, KOTOpoe NMeET cneayowmii goopmar:

+ [ VENDOR :npoussoautens][ DEVICE :tun yctpoiicteal][ HW :annapatHas sepcusi] [ SN :cepuitHbiii Homep
]l WAN :MAC-agpec nHtepdgeiica WAN][ LAN :MAC-agpec uxtepdpeiica LAN][ VERSION :Bepcuist
nporpammMHoro o6ecnevexus]

* Mpumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:DO][LAN:
02:20:80:a8:f9:4b][VERSION:#1.1.0]

+ Vendor ID (onyusi 60) — 3HaueHune onuumn 60 (Vendor class ID) nepepgasaemoe B DHCP-
coobuieHusx. Mpu nyctom nose onuusa 60 B coobeHnax npotokona DHCP He nepepaeTcs.

* lMepsuyHbIli DNS, BmopuyHbili DNS — afpeca cepBepoB AOMEHHbIX UMEH (MCMO/b3yTCA AN
onpepaenenus IP-agpeca ycTpolicTBa Nno ero JOMEHHOMY UMeEHW). AApeca, 3ajaHHble BPYUHYLo, ByayT
nmMeTb npuopuTeT Hag anpecamn DNS-cepsepoB, nosyyeHHbIMK o npotokony DHCP.

Cnucok ucnosnb3yemMbix DHCP-onuuii Ha kaxkom ceTeBOM UHTephelice MOXHO 3a[aBaTb BPYUHYHO.
NHhopmauwmsa no HacTpoiike cnmncka B NPUNoXeHUn B.

3.2.2.1.3 Hacrtpoiika IPSec
B gaHHOM pasgene ocyLecTB/ISETCA HACTpOiika WwudpoBaHnsa no TexHonorum IPSec (IP Security).

IPSec — 310 Ha6oOp NPOTOKO/IOB AJ151 06GECNEUEHMS 3aLLMTbI AaHHbIX, NepefaBaeMblxX N0 MEXCETEBOMY
npoTokony IP, no3Bonsowumii 0CyLLecTBNATbL NOATBEPXAEHNE NOAMHHOCTY (ayTEHTUIMKALMIO), TPOBEPKY
LleNIoCTHOCTM 1/nnn WwndpoBaHne IP-nakeToB. IPSec Takxe BKIOYAET B Ce6s MPOTOKO/bI A1 3aLMLLEHHOTO
o6MeHa Kntoyamu B CETU VIHTEpPHET.

B Tekywien Bepcumn nporpaMmMHOro obecnevyeHuns nocpeacTsom IPSec MOXHO OCyLEeCTBAATb TONbKO AOCTYM K
nHTepdeiicam ynpaenenus yctpoiicteom (Web n Telnet).

Moapo6Hoe onncaHne HacTpoek IPSec npuBeaeHo B pasgene MNMoamerto «/HTepHeT» B rpadye Hactpolika
IPSec.
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© [1ns BcTynneHns B CUy HOBO KOHQDMIypaLmn U 3aHECEHNA HACTPOEK B 3HEPrOHe3aBUCUMYIO NaMAThb
HaXKMUTE KHOMKY «[IpuMeHUMb». 151 OTMEHbI U3MEHEHWIA HAXKMUTE KHOMNKY «OmMeHa».

3.2.2.2 TMNopmeHto «SIP akkayHTbI»

BbiGpaTh akkayHT A/ peAaKTMPOBaHKs MOXHO B BbiMaJatoLLeM MEHIO «aKKayHT».

Cete EGECHELLUEE Cuctema  MoHWTOpMHr

HacTpoikn cetn  IESIEETCEVGISI  OOLWMe HACTPOIKM SIP. QoS MCTOPWA BLI30BOE

SIP akkayHTbI

(AKKayHT AKKayHT 1 v ]

3a Kax/bIM aKkayHTOM MOXHO Ha3HauMTb COBCTBEHHbIE aapeca SIP-cepBepa v cepBepa perucrpauum,
r0/10COBbIE KOAEKW, UHAMBUAYA/bHbIV N/1aH HyMepaLuu 1 apyrue napaMmeTpbl.

3.2.2.2.1 OCHOBHble HACTPOKK

Cete MGEGHEL LN lMonbsoBaTtensckun MHTepcheiic Cuctema  MOHWMTOPMHE

HacTpoiki ceTh  [SIEETCENT M O0WKMe HACTPOMKM SIP. QoS TenedoHHAd kHMra  MCTOpMA BbI30B0B

SIP akkayHThbI

AKKaYHT AKKAYHT 1 v

OCHOBHbIE HACTPOIKM | Koaeku  HacTpoiikv cepeucoe  [JOMOMHMTENBHbIE NapameTphbl

MnaH HyMepauui

BrnioumTs ¥
VMIma akkayHTa
Homep TenedoHa 001
Mma nonb3osaTena
Mcnonb30BaTe ansTEpHATHEHBIA HOMeD
SIP-nopt 5060
Kareropua aboHeHTa He ucnone3osate v

Homep ronocoBof NOMTEI

* Bk/104UmMb — Npu yCTaHOB/IEHHOM (b/1are akKayHT akTUBEH.

* VIMs1 akkayHma — MeTKa akkayHTa, Kotopas 6yeT UCnosb3oBaTbCs 418 NAeHTUmKaumm akTMBHOIo
akkayHTa Un akkayHTa no ymosi4aHuio.

* Homep mesneghoHa — aBOHEHTCKUIA HOMEp, 3aKpensIeHHbI 3a akkayHTOM.

* VIMsi nosib308amesisi — MS NOJMb30BATESSA, CONOCTAB/IEHHOE C akkayHTOM (0To6GpaxaeTcs B
none Display-Name 3aronoBka From B ncxogasaiiux coobuieHusx SIP).

* Mcrnionib3o8ame a/lbmepHamusHbIt HOMepP — Npu yCTaHOB/IEHHOM dofiare B 3aro/ioBok «From»
coob6uieHwnii SIP, oTnpaBisieMbiX C JAHHOTO akkayHTa, 6yAeT NOACTaBNATLCSA aslbTepHATMBHbI HoMep (B
4aCTHOCTU, YTOObI MACKMPOBaTL CBOI peasibHbIii HoMep OT cucteMbl AOH Bbi3biIBaEMOro a6oHEHTa).
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+ [Modcmasnsimb 3a20/1080K 8 Contact — UCNOMb30BaTb a/lbTEPHATUBHbI HOMEp B
3aronoske Contact coobuieHus SIP.

+ SIP - nopm — UDP-nopT gnsa npuema BXoAswwmx coobueHunin SIP Ha AaHHbI akkayHT, a Takke 4ns
oTnpaBkun ncxogawmx SIP-coobLieHnii ¢ faHHOro akkayHTta. MNpuHuMaeT 3HaveHns 1-65535 (no
ymonyaHmio 5060).

+ Kameeopusi aboHeHma — Kateropusi Bbi3biBatoLiero aboHeHTa (calling party category) — ucnonb3syetcs
ANA nepefayn B 3arofioBke «From» nexogsawmx coobLLeHuiA; nocnefHnii npn aToM nepegaeTcs B
copmarte Tel-URI (cm. RFC3966).

* Homep 2os10co80Ul noymsl — HOMep TenedoHa, Ha KOTOPbI ByAeT coBepLlaTbCs BbI30B NpU Bbi6ope
aboHeHTOM onuum "Bbi3oB" (4151 NPOC/yLUIMBAHUS FO/I0COBOI MOYTbI) B MEHIO F0/10COBOI MOYTbI.

3.2.2.2.1.1 AyTeHTUdMKaUns

AyTeHTudukaums

Norux 4201

MNapons

« /lo2uH — UMs Nonb3oBaTens, UCNonb3yeMoe AN ayTeHTMduKaLum aboHeHTa Ha SIP-cepeepe 1 cepBepe
permcTpaumu.

« [Maposib — Naponb, UCMOMb3yeMbIi ANs ayTeHTUdmMKaumn aboHeHTa Ha SIP-cepBepe 1 cepBepe
permcTpaumu.
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3.2.2.2.1.2 NMapameTpsbl SIP

B cekuun «MapameTpbl SIP» BbINONHAKTCA HACTPOMKM SIP-napamMeTpoB akkayHTa.

MapameTtpsl SIP

Pesim ncnone3osadmua SIP-npokck Homing v
SIP-npokcH cepsep
Peructpauma
MeTom KOHTPONA OCHOBHOID Cepeepa Invite v
Tpaxcnopt UDP (npegnoqTuTensHo), TCl v
Tadmep T1, mc 500
Taimep T2, Mc 4000
Taiimep INVITE TpaHsakuum (Taimep B), mc 32000
Mognucka gna MWI

CepBep Noanucok

+ Pexxum ucnosib3o8aHusi SIP -npokcu — B HACNAAALWEM CIUCKE MOXHO BblopaTb pexum paboTsl ¢ SIP-
cepBepom:
* He ncnonb3oBartb;
+ Parking — pexum pe3sepBupoBaHust SIP-npokcy 6e3 KoOHTpons ocHoBHOro SIP-npokcy;
+ Homing — pexum pesepsupoBaHuns SIP-NpoKcK ¢ KOHTPOsIEM OCHOBHOIO SIP-npokcu.

TenegoH MOXET paboTaTb C OIHNM OCHOBHbIM U MakCUMYM YETbIPbMS pe3epBHbIMU SIP-npokcu. MNpu
paboTe ToNbKOo ¢ OCHOBHbIM SIP-npokcy, pexumsbl Parking n Homing Huuem apyr oT gpyra He
oTnnyaroTcs. B aTom cnyyae npu otkase 0CHoBHOro SIP-npokcn noTpebyeTcs ero BOCCTaHOB/IEHNE
Ans obecneyeHnst paboTocnoCo6HOCTN.

Mpun Hannumm pesepBHbIX SIP-Npokcy paboTta B pexumax Parking n Homing ocyuiecTBnsietcs
cnenyloummMm obpasom:;

Mpwn coBepLLEHNM UCXOASLLETO Bbi3oBa TenedioH otnpasnset coobuieHne INVITE Ha aagpec
OoCHOBHoOro SIP-npokcy nnn npy nonbITke pernctpaumm — coobuleHne REGISTER. B cnyyae ecnm no
ncTeyeHnn BpemeHnu Invite total timeout oT 0CHOBHOro SIP-NpoKCK He NPUXOAMT OTBET UM NPUXOANT
otBeT 408 nnun 503 — TenecoH otnpasnsieT INVITE (nm6o REGISTER) Ha agpec nepBoro pe3epBHOro
SIP-npokcn. Ecnv oH ToXe He AO0CTYMEH, 3anpoc nepenpasisaeTcs Ha cneayoumii pesepsHbiii SIP-
NPoKcK 1 T.A4. Kak ToNbKo AOCTYMNHbIV pe3epBHbIii SIP-npokcn 6yaeT HalaeH, nponsonaet
nepeperncTpaumsi Ha Hem.

[anee, B 3aBNCMMOCTY OT BbIGBPAHHOTO pexvMa pe3epBMpOBaHUs, AeNCTBUS CrieaytoLme:

B pexume parking HeT KOHTpons ocHoBHOro SIP-npokcu 1 TenedoH npogo/HKaeT paboTtatb €
pe3epBHbIM SIP-NpoKcK, gaxxe ecnn 0CHOBHOM BOCCTAHOBAEH. [Npu noTtepe cBs3n ¢ TekyLimm SIP-
NPoKcK ByaeT NPoAo/HKEH ONPOC NocneayrLWwmx pesepsHbIX SIP-Npokcu No onncaHHOMY Bbille
anroputMmy. Npu HeQOCTYMHOCTK NocnegHero pesepsHoro SIP-npokcy onpoc NPOAO/IHXUTCS N0 Kpyry,
HaunHasi C OCHOBHOrO.
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B pexume homing AOCTYNHO Tpu BUAa KOHTPONSA OCHOBHOTO SIP-npokcu: nocpeacTBoM
nepuoguyeckoi nepegayn Ha ero agpec coobueHnin OPTIONS, nocpeacTBOM Nepnoanyeckoi
nepepaym Ha ero agpec coobuweHnii REGISTER nn6o nocpeactsom nepegayun 3anpoca INVITE npu
coBepLUeHnn ncxogawero Boizosa. 3anpoc INVITE cHayana nepegaetcs Ha OCHOBHol SIP-npokcy, a
3atem, B c/lyyae ero HefJOCTYMHOCTY, Ha TEKYLLMIA pe3epBHbIA 1 T.4. He3aBucumo oT Buaa KOHTPONS,
€Cnn 06HapYXXeHO, YTO OCHOBHOW SIP-NPOKCK BOCCTAHOBU/ICA — NPOUCXOAUT Nepeperucrpaums Ha
HeM. TenedoH HaunHaeT pabotarb C OCHOBHbIM SIP-npokcu.

SIP-ripokcu cepsep — ceTeBoil agpec SIP-cepBepa — yCTPOMCTBA, OCYLLECTBSAIOLWErO KOHTPO/b A0CTyNa
BCeX abOHEHTOB K Tesle(pOHHOI ceTu nposalifepa. MoxHO ykasatb kak IP-agpec, Tak 1 JOMEHHOe UMS
(4epes gBoeToune moxHo 3agate UDP-nopt SIP-cepBepa, no ymonyanuto 5060).

Peaucmpayusi — npu ycTaHOB/IEHHOM do/1are perncTpupoBaTth akkayHT, Ha CEpBeEpe perncTpauuu.
Cepsep peaucmpayuu — CETEBOI afpec YCTPOICTBa, Ha KOTOPOM OCYLLECTB/ISAETCA perncTpauns Bcex
aboHeHTOB TeNedPOHHON CETU C LieNblo NpeAocTaBNeHns M Npasa nosib30BaTbCs yCyraMu CBA3N
(4epes gBoETOUME MOXHO YKa3zaTb UDP-nopT cepepa peructpaumu, no ymonyanuo 5060). MoxHO
ykasatb Kak IP-agpec, Tak 1 gomMmeHHoe ums (Yepes ABoeToure MoxHo 3agatb UDP-nopt SIP-cepsepa, no
ymonuanmio 5060). O6bIUHO cepBep perncTpaumm pusnyeckn coBmellieH ¢ SIP-npokcy cepeepom (OHK
MMEIOT OVHAaKOBbIE aApeca).

Memoo KoHMpPOs1si OCHOBHO20 cepsepa — BbIOOP METOAA KOHTPOA AOCTYNHOCTN OCHOBHOTO SIP-
cepsepa B pexvme Homing:

+ Invite — KOHTPO/b NOCPEACTBOM Nepefayn Ha ero agpec 3anpoca INVITE npu coBepLueHum

NCXOAALLErO BbI30Ba;
* Register — KOHTPO/b NOCPEACTBOM NEPUOANYECKON Nepefayn Ha ero agpec coobLLeHni
REGISTER,;

+ Options — KOHTPO/Ib NOCPEACTBOM NEPUOAMYECKOI Nepeaayn Ha ero agpec coobuieHnii OPTIONS.
epuod KOHMPO/Isi OCHOBHOZ20 cepsepa — UHTEPBaUT OTNPAaBKM NEPUOANYECKMX COOBLLEHNIA B CEKYyHAAX
C LeNbio NPOBEPKM AOCTYNHOCTU OCHOBHOTO SIP-cepBepa.

TpaHcriopm — BbIGOP NPOTOKONA A1 TPAHCNOPTMPOBKM cO0bLWeHniA npoTtokona SIP.

Talivep T1 — nHTepBan mexay nocbiikoit nepsoro INVITE 1 BTOporo npu oTCyTCTBUM OTBETA Ha NepBblii
B Mc, ansi nocneayrowwmx INVITE (TpeTbero, YeTBepToro 1 T.4.) AaHHbIA MHTEpPBas1 YBEIMUMBAETCA BABOE
(Hanpumep, npu 3HaueHun 300 mc, BTopoii INVITE 6yaeT nepegaH yepes 300 mc, TpeTuii — yepes 600 Mmc,
yeTBepPTbI — yepes3 1200 mMc 1 T.4.);

Talivep T2 — makcumasbHbIil HTEepBau ANns nepenocblsikn He-INVITE 3anpocos u otBeToB Ha INVITE
3anpocsil;

Talimep B — obwwmii TaiimayT nepegayn coobuieHnin INVITE B mc. Mo ncteueHnn gaHHoro taimayta
onpenenseTcs, YTo Hanpas/eHe HefoCTYNHO. icnonb3yeTcsa Ans orpaHnYeHns peTpaHciaunii
coobueHnii INVITE, B ToM uncne gia onpegeneHus AOCTYnHOCTY;

lMoodnucka 0719 MWI — npu ycTaHOB/IEHHOM dhnare 6yaeT OTnpaBnATLCA 3anpoc NOAMNUCKM Ha cobbiThe
"message-summary". [locne nosnyyeHns AaHHOTO 3anpoca cepeep NOANUCOK ByaeT yBeAOMNATb
YCTPOMCTBO O HAUTMYMUN HOBbIX 0/10COBbLIX co06LeHusAxX nocpeactsom NOTIFY-3anpocos;

Cepsep noonucok — CEeTEBOI aapec yCTPONCTBA, Ha KOTOpbI ByayT oTnpaBnsaTbes 3anpockl SUBSCRIBE
ANS NoAnuckn Ha cobbiTns "message-summary” n "dialog". MoxHo ykasatb kak IP-agpec, Tak n
[OMeHHOe UM (Yepes ABoeToure MOXHO 3agdatb UDP-nopt SIP-cepBepa, no ymonyaxuto 5060).

© pu ucnonb3osaHuu pasHbix 3HadeHul maliMepos Ha akkayHmax, SIP-nopmel akkayHmos
makxe A0/MKHbI OM/IUYaMbCS.
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3.2.2.2.1.3 Pe3epsHble SIP-npokcu

PezepeHble SIP-npokcu

SIP-npokck cepeep Cepeep pervcrpaummn

[nsa po6asneHns pesepBHOro SIP-npokcyn HaxXmmnTe KHOMKy «106aBnUTb» U BbINOHWUTE CrieAyowme HacTPOKN:

+ SIP-npokcu cepsep — ceTeBo agpec pesepBHoro SIP-cepeepa. MOXHO yka3aTb kak |IP-agpec, Tak n
[IOMeHHOEe UM (Yepes ABoeToure MOXHO 3agatb UDP-nopt SIP-cepBepa, no ymonuyaxuo 5060).

+ Cepsep peasucmpayuu — CETEBOW aipec pPe3epPBHOI0 cepBepa perncTpaumm (Yepes ABOETOUME MOXHO
ykasaTb UDP-nopT, no ymonuanumio 5060). MoxHo yka3aTb kak IP-agpec, Tak u JoMeHHoe nms. Ecnu
ycTaHoBneH doniar nepeg nonem Cepsepa perncrpauny, To BK/IOUEHA perncrpaums Ha pesepsBHOM
cepsepe.

[na ynaneHns pesepsHoro SIP-npokcK yctaHoBUTe donar HanpoTyB 3aZaHHoro agpeca v HaXKMUTe KHOMKY
«Y[anuTb».
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PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

HdononxsuTensHble napametpel SIP

SIP-pomeH

MpumenuTe SIP Domain gna percTpagum
Pextoan Outbound

MMepuon BpemeHn NepepericTpaLmK, ¢

WHTEpEan NOETOPE PEMVCTRALMM, ©

eltextest loc

BriknkdeH

1600

(]
=

Vicnoneaoeate STUN
[MyBnuyHeIlR aopec

HMenonebaoeats SIP Display Name npu
PEMCTRALMH

Beigaua KINB npw nonyyeruym 183 Progress

Hapexnan gocTaeka NpedeapyUTensHLX
oTeeToB (1xx)

Supported v

Pazpewmte Timer &
MUHMMANEHOE BREMA CECCHM, C 120
Bpema ceccuu, ¢ 1800

Mepuoguueckwn onpoc SIP-cepeepa OTenioyeH v

SIP-oTEET NpW OTKNOHEHWW BLIZ0EA 480 Temporarily Unavailable

Obpabateieate 2aronosok Alert-Info
MpoeepATs ToneKo WMA NnonszceaTens B RURI

MNepenaeate IP-agpec B 2aroneexe Call-1D

<ones

* SIP -OOMeH — [JOMEH, B KOTOPOM HaxofmMTCsa YCTPOCTBO (3ano/HATL NPU HEOGXOAMMOCTHN).

* MNpumeHumsb SIP Domain 0715 peaucmpayuu — npu yctaHoB/IeHHOM hnare npumeHnTb SIP-goMeH ans
perucTpaumm (SIP-gomeH 6yaet noactaBnsaTbesi B Request-Line 3anpocos REGISTER);

* MpumeHums SIP Domain 07151 nodnucok — npu yctaHoBNeHHOM dhnare npumeHuTs SIP-gomeH ans
noanucok (SIP-gomeH 6yaeT noactaBnaTbes B Request-Line 3anpocos SUBSCRIBE);

* Pexxum Outbound — pexum Outbound:

* BbIk/1t04EH — MapLUPYTU3MPOBaTb BbI30BbI COM/IACHO MiaHa HymMepauuy;

+ Outbound — gnsA paboTbl NCXOAALLEN CBA3M HEOOXOAUM M1aH HyMmepauun, 04HaKo BCe BbI30BbI
6yayT MapLipyTusmMpoBatbcs Yepes SIP-cepBep; B C/lyyae OTCYTCTBUA perncTpanmmn aboHeHTy
Bbl4aeTCsA OTBET CTaHLMK, YUTOObI MOXHO ObISI0 OCYLLECTBAATL YrpaBneHne aboOHEeHTCKUM
cepsucom (ynpasnexue [BO);

49



PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP
+ Outbound c sbidaveli «3aHsIMO» — ANs paboTbl UCXOAALEN CBA3M HEOOX0AMM NaH HyMepauumm,
0[HaKo BCe BbI30Bbl OyAyT MapLupyTusnpoBatbes Yepes SIP-cepBep; Npy OTCYTCTBUM perncrpauum
BOCNO/1b30BaTbCA TeniepoHnel yaet HEBO3MOXHO: B TPYOKY BblAaeTCs CUTHaUT OLLUNOKM.
[Nepuod spemeHu nepepeaucmpayuu — BpeMsl, B Te4eHre KOTOPOro AeincTBUTE/IbHA perncTpaums
akkayHTa Ha SIP-cepsepe. Nepeperucrpanmsa akkayHTa OCyLLEeCTB/IAETCH B cpeaHeM vepes 2/3
yKa3aHHOro nepvoga;
VIHmepsas nosmopa peaucmpayuu — NPOMEXYTOK BpeMEHN MeXAy NoMbITKamy 3aperncTpnpoBaTbea
Ha SIP-cepBepe B crlyyae HeyCcneLwHow pernctpauum,
lNepuod 06HOB/MEHUS MOGMUCOK — BPEMS, B TEYEHME KOTOPOro AencTBUTEbHA NOANNCKA Ha COObITUS.
O6HOBNEHVE NOAMWCKM OCYLLECTBSAETCA B CpefHeM yepes 2/3 ykazaHHOro nepuoaa;
ViHmepsas1 nosmopa rnoonucok — NPOMEXYTOK BpeMEHN MeXy MonbITKaMu NoANncaTbCs Ha cobbiTUe B
c/ly4yae HeycneLlHON NoANUCKN;
Vcnonbsosams STUN — npw ycTaHoBieHHOM dpniare ncnonb3yetcs npotokon STUN (Session Traversal
Utilities for NAT) gnst onpeaenenus ny6/muHoro agpeca yctpoiictea (BHewHero agpeca NAT).
PekomeHayeTcs NCnonb3oBaTh AaHHbI NPOTOKON Npu paboTte ycTpoiicTBa Yepes NAT.

Mpun ncnonb3oBaHUM pasnnyHbix HacTpoek STUN Ha akkayHTax, SIP nopTbl akkayHTOB A0/KHbI
pasnuyartbCes.

IMy61u4HbIl adpec — faHHbI NapaMeTp UCNO/b3YETCS B KaUeCTBE BHELUHEro agpeca yCTponcTea npu
pa6oTte 3a NAT (3a wnto3om). B kauecTBe ny6anyHoro agpeca nponucbiBaetcsa agpec BHelwHero (WAN)
nHTepgoeiica witosa (NAT), 3a KOTopbIM ycTaHoB/eH IP-TenedoH cepumn VP. Mpy 3TOM Ha caMOM LL/H03€e
(NAT) Heobxoaumo caenatb Npo6poc cooTBeTcTBYOLWMX SIP- 1 RTP-nopToB, NCnosib3yeMblx
YCTPOWCTBOM.
Wcnonb3osames SIP Display Name nipu peaucmpayuu — npv ycTaHOBNEHHOM chiare nepegasaTb MMS
nonb3oBatens B nosne SIP Display Info coo6uwieHuns Register.
Bkidaya «KTl1B» ripu nosyyeHuu 183 Progress — npu yCTaHOB/EHHOM dhiare BblgasaTb CUrHa
«KOHTPO/b MOCBISIKX BbI30Bax» Npu nNpuemMe coobuieHns «183 Progress» (6e3 BnoxeHHoro SDP).
100rel — ncnonb3oBaHne HagEeXHbIX NpeaBapuTenbHbIX oTBeToB (RFC3262):

+ Supported — nogaepxka Ucnosib30BaHNA HaAEeXHbIX NpeaBapuTeNibHbIX OTBETOB;

* Required — TpeboBaHVe UCNOMb30BaTh HAaEXHbIe NpeaBapuTesibHble OTBETHI;

* BbIK/Il04EH — HE UCNOMb30BaTb HAZEXHble NpefBapuTesibHble OTBEThI.

Mpotokonom SIP onpeaeneHo aga Tuna 0TBETOB Ha 3anpoc, MHULMnpytowmii coeamHerne (INVITE) —
npeABapuTeNibHble Y OKOHYaTesbHble. OTBEThI Knacca 2XX, 3XX, 4XX, SXX 1 6XX ABMAKTCA
OKOHYaTe/IbHbIMN U NepefarnTCcsa HALAEeXHOo — C NoaTeepxaeHnem nx coobeHnem ACK. OTBeTbl
knacca 1xx, 3a ucknoyenvem otseta 100 Trying, ABNAOTCA NpeABapuUTe/IbHbIMU U NepefarTcs
HeHaaexHo — 6e3 noaTeepxaeHust (RFC3261). 3T 0TBETHI coepaTt MHhopMaLMio O TEKYLLE
cTagunm obpaboTku 3anpoca INVITE, BcrnefcTBme Yero noteps Takmx OTBETOB HeXesaTesibHa.
Vcnonb3oBaHve HafexHbIX npefsapuTesibHbIX OTBETOB TaKXe npeaycMoTpeHo npoTokosiom SIP
(RFC 3262) 1 onpegensietca Hanmumem Tera 100rel B MHALMMPYIOLLEM 3anpoCe, B 3TOM C/lyyae
npeABapuTeNibHble OTBETLI NOATBEPXKAAaTCA coobleHnem PRACK.

Paboma Hacmpolku 100rel npu ucxooswel cssa3u:

+ Supported — nepegasaTtb B 3anpoce INVITE ter supported: 100rel. B aTom cnyyae
B3aMMOLENCTBYIOLLMIA LW/K3 N0 CBOEMY YCMOTPEHUIO MOXET nepefaBarb
npegBapuTenibHble 0TBETbI JIM60 HaZEXHO, NGO HET;

* Required — nepepasartb B 3anpoce INVITE Tteru supported: 100rel vi required: 100rel. B
3TOM c/yYyae B3avMOLENCTBYIOLLMIA W03 OO/HKEH NepefaBatb npeasapuTesibHble
OTBETbI HAAEXHO. EC/in B3anmMoencTByoLWLniA W03 He NOAAEPXUBAET HAAEXHbIe
npeasapuTefibHble OTBETbI, TO OH AO/HKEH OTK/IOHUTL 3anpoc coobuweHnem 420 ¢
yKasaHveMm Henoggepxmsaemoro Tera unsupported : 100 rel, B aTom cnyyae 6yget
oTnpassieH NoBTOpHbIi 3anpoc INVITE 6e3 Tera required : 100 rel,
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* BbikstoyeH — He nepegasaTth B 3anpoce INVITE Hu ogunH 13 Teros supported : 100
rel virequired : 100 rel. B aTom cnyyae B3anmoAencTBYOLWMIA W03 ByaeT nepeaasatb
npenBapuTeNibHble OTBETbI HEHAAEXHO.

Paboma Hacmpolku 100rel npu Bxodsiwel cesa3u:

+ Supported, R equired — npn npueme B 3anpoce INVITE Tera supported: 100rel, nn60o
Tera required: 100rel, nepegaBatb npeaBapuTeNibHbIe OTBETLI HAAEXHO. Ecnn Tera
supported: 100rel B 3anpoce INVITE HeT, TO nepegasaTtb npeaBapuTesibHble OTBETI
HeHafexXHo;

* BobikstoueH — npu npyueme B 3anpoce INVITE Tera required: 100rel, oTKNOHUTL 3anpoc
coobuweHnem 420 c ykazaHMeM Henogaepxvmsaemoro Tera unsupported: 100rel. B
OCTa/IbHbIX C/lyYasx nepefasaTb NpeasapuTe/ibHble 0TBETbI HEHALEXHO.

Paspewums timer — Npu ycTaHOBNEHHOM dpniare BKtoUeHa noagepxka paclumperus timer (RFC 4028).
Mocne ycTaHOB/MEHNs COeANHEHNS, ecin 06e CTOPOHbI NOAAEPXKMBALOT timer, oaHa U3 HUX
nepuogunyeckn otnpasnseT 3anpockl re-INVITE gns KoHTpons coeguHeHusi (ecnm 06e CTOPOHBI
nogaepxmsatot metog UPDATE, ans yero oH gomkeH 6bITb yKa3aH B 3arosnioBke Allow — o6HOBNEHNe
CECCUM OCYLLECTBNIAETCA NOCPEACTBOM NEpUoAMYecKoin otnpaskm coobeHnii UPDATE).
MuHumasibHoe 8peMsi ceccuu, C — MUHUMaJIbHbIV UHTEPBa NPOBEPKM paboTOCNOCOBHOCTY COeaUHEHUS
(ot 90 go 1800 c, no ymonuaxuio 120 c.).
Bpewmsi ceccuu, ¢ — nepuog, BpeMeHn B ceKyHAax, No MCTeYEHUN KOTOPOro NPOon30MaAeT NPUHYAUTENbHOE
3aBepLLUeHNe ceccuu, B Caiyyae ecsim ceccus He byaet BoBpemsi o6HoeneHa (o1 90 go 80000 c.,
pekomeHayeMoe 3HadeHue - 1800 ¢, 0 — Bpemsi CECCUU He OrpaHUYEHO).
lMepuoduyeckuli onpoc SIP-cepsepa — BbIOOp cnocoba onpoca SIP-cepeepa:

+ OmknodeH — SIP-cepBep He onpawmBaeTcs;

+ Options — onpoc SIP-cepsepa npv nomoLy coobuieHnii OPTIONS;

+ Notify — onpoc SIP-cepepa npv nomowm coobueHuniit NOTIFY;

* CLRF — onpoc SIP-cepsepa nyctbiM UDP-naketom.
ViHmepsas1 orpoca — nepuopg BpeMeHN B CEKyHAAX, Yepes KOTOopbIl BbiNosiHAeTCcA onpoc SIP-cepsepa.
[ocTyneH npu BKAOYEHHON onuun "Mepunognyecknii onpoc SIP-cepeepa”.
SIP-omsem rnpu omk/IoOHeHUU Bbi308a — Bbl6op SIP-0TBETa NPY OTKIOHEHUU BXOAALLENO BbI30BA.
O6pabambisamb 3a20/1080K Alert - Info — ob6pabaTbiBaTh 3aronoBok Alert-Info B 3anpoce INVITE gns
Bbl4Aun MOCbISIKN BbI30BA OT/IMYHON OT CTaHAAPTHOIA.
lposepsimb Mo/ibKo uMs rnosib3osamesisi 8 RURI — ecnv donar ycTaHOB/IEH, TO aHaIM3NPYETCS TObKO
abOHEHTCKMIA HoMep (user), Npy CoBMaAeHN KOTOPOro BbI30B OYAET HA3HAYEH AAHHOMY akkayHTy. Ecnu
chnar cHAT, TO NPV NOCTYNEHNN BXOASALLETO Bbl30Ba NPOM3BOAMTCA aHann3 Bcex anemeHToB URI (user,
host n port — aboHeHTckuii Homep, IP-agpec n UDP/TCP-nopt). Mpu coBnageHun Bcex anemeHTos URI
BbI30B OyZleT Ha3HaYeH AaHHOMY akKayHTY.
lNepedasamb IP -adpec 8 3a2os108ke Call - ID — ecnn donar yctaHoBneH, To B 3arosnioske Call-1D npu
ncxopasiueli cBsa3n NCnonb3yeTcs co6CTBEHHbIN IP-agpec ycTpoiictea B hopmare localid@host.

.ﬂ,ﬂﬂ BCTYynJieHNnA B CUny HOBOA KOHqJI/IpraLl'I/IVI N 3aHECEHNA HaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOINKY «I'lpumeHumb». ﬂ,}'lfl OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OmmeHan».
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3.2.2.2.2 Kopgekn

CeTk Cucrema MOHMTOPMHHI
HacTpoiiku cetn Obiwpe HacTpoidkn SIP. - QoS Tenedonnand kwura  McTopus BsizoBoe
SIP akkayHTbI
AxrayHT Axrayur 1 v
OcHoBHble HacTpoitty | Kopekw | HacTpoisu cepeucoe  [omonHMTENBHBIE NapamMeTphs IMnaH HyMepaLmm
HpMOpMTET KoOeKroB
Kopek 1 G.711a A
Koper 2 G.729 A
Koper 3 G.711u A
Koper 4 G723 A
Kopek 5 G.726-24 A
Koper 6 G.726-32 A
Koper 7 BriknioueH v
Bpe MA NakeTn3aunn
Bpema naketuzaumm G711, mc 20 v
Bpema naketuzaumm G.729, mc 20 v
Bpema naketuzaumm G.723, mc 30 v
Bpema naketuzagum G.726-24, mc 20 v
Bpema naketuzagum G.726-32, mc 20 v
Tun Harpyaku
Tun warpysem G.726-24 103
Tun warpysem G.726-32 104
x OTmexa

* Koodek 1..7 — no3BO/ISIET BblOGpaThb KOAEKM M NOPALOK, B KOTOPOM OHM ByayT ncnosib3osatbes. Kogek ¢
HaVBbICLLUMM MPUOPUTETOM HYXXHO nponucaTb B nose «Kogek 1». Ans paboTbl HEOO6XOAMMO yKasaTb XOTS
6bl OANH KOAEK:

* BbIK/IlO4EH — KOLEK HE UCNOJb3YeTCs.
+ G.711a — ucnonb3oBatb Kogek G.711A;
* G.711u — ucnonb3oBarb Kogek G.711U;
+ G.723 — ucnonb3oBarb Kogek G.723.1;
* G.729 — ucnonb3oBartb Kogek G.729;
G.726-24 — ucnonb3oBatb Kogek G.726 co ckopocTbio 24 K6ut/c;
+ G.726-32 — ucnonb3oBaTb Kogek G.726 co ckopocTbio 32 Kéut/c.

* Bpewmsi nakemusayuu — YAC/I0 MUNUCEKYHA peun B ogHoM RTP-nakeTe (ansi kogekoB G.711A,, G.

729, G.723 n G.726).
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« Tun Hazpy3Ku - TUN AUHAMUYECKOl Harpy3ku ans kogeka G.726-24 nnun G.726-32 (paspeLleHHble as
1CNOMb30BaHMs 3Ha4YeHus — ot 96 o 127).

© [1ns BCTynNNEHWs B CUIY HOBOI KOHADMIypaLmmn 1 3aHECEHNS HACTPOEK B 3HEPrOHE3aBUCUMYIO NaMATb

HaXKMUTE KHOMKY «[TpuMeHUMb». JNsi OTMEHbI UBMEHEHUIA HXKMUTE KHOMKY «OmMeHar.

3.2.2.2.3 HacTtpoiikm cepB1coB

Cete QLECHEGLUTEE MonesoBaTenbckWid MHTepdenc Cuctema  MoHWTOPMHP

HacTpoKHKku CeTH SIP akkayHTHl OBLWKe HacTpokk SIP QoS TeneoHHaA kHura WcTopuA BblI30B0B

SIP akkayHTbI

AKKaYHT

OCHOBHBIE HACTPOWKK Koaeku

OngaH1e Bbl3oBa

He SecnokonTh

QcTadoeka Habopa npu #

CLIR

AKKaYHT 2 v

HBE.TDCMKL‘I CEPBUCOB JononHUTENbHBLIE NapamMeTphbl MnaH HyMepauun

O
O

Bhikn. v

lopAYas/Tennas nuHKA

PazpelnTs NPUeM WHTEPKOM BEIZOEA
TEHEPUPOBATE TOH

MpHOPUTET WHTEPKOM BbizoBa [

PaipelliTe ABTOOTEET Ha Bbl30BbI O

PTT (Push To Talk) [

OxudaHue 8bI308a — NPW YCTaHOBIEHHOM (hniare paspeLLeH NpruemM BXOoAsLMX BbI30BOB, BO BPEMS
aKTMBHOrO BbI30Ba, MHA4Ye Ha 3anpoc BXOAALEro Bbi30Ba OyaeT otnpasneH oTBeT 484 Busy here.
He 6ecriokoumbs — nNpv yCTaHOBNIEHHOM (p/iare ycTaHaB/MBaETCA BPEMEHHbIM 3anpeT BXOAALLEN CBA3N
(ycnyra DND — Don't Disturb).
OcmaHosKa Habopa rpu # — Npu yCTaHOB/IEHHOM dh/1are NCnonb3oBaTb KHOMKY ‘# Ha TennlehOHHOM
annapare 47151 OKOHYaHUs Habopa, nHave ‘#', HabpaHHas ¢ Tenledh)OHHOro annaparta, UCNONb3YEeTCs Kak
yacTb HOMeEpa;
CLIR — orpaHuyeHve ngeHTugurkaunum Homepa Bbi3blBaloLEro aboHeHTa:
* Bbiks1 — ycnyra CLIR oTkAO4eHa;
« SIP : From — B 3aronoBke From coobuieHnin npotokona SIP 6yaeTt nepeaasatbcs Anonymous Sip :
anonymous @ unknown . host;
+ SIP:From u SIP:Contact — B 3aronoBkax From n Contact coo6uieHunii npotokona SIP 6yaet
nepegasatbcsi Anonymous sip:anonymous@unknown.host.
lopsivasi/menas AUHUS — NPU YCTaHOBEHHOM chnare paspeLleHa ycnayra «ropsayas/Tennias MHUS».
Ycnyra no3BonsieT aBTOMaTMYeCckn yCTaHOBUTbL UCXoAsLLee coeqnuHeHne npy nogbeéme Tpyoku
TenecoHa 6e3 Habopa HoMepa C 3ajaHHO 3aepPXKoit (B cekyHaax). Mpu ycTaHoBNEHHOM dhnare
3anonHnTe criegyoLme nons:
* Homep ycnyeu "2opsivasi/menas UHUS" — HOMep TenedoHa, C KOTOpbIM ByAeT ycTaHaBNMBaTbLCA
coeaMHeHNe Yyepes BpeMs, paBHoe «TaliMayTy 3aAepXKKu», Mocsie NoAHATUS TPyOKMU TenedoHa (B
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nnaHe Hymepauuy ncnosnb3yemoro SIP-npocunsa fomkeH ObiTb Npedmke Ha AaHHoe
Hanpas/eHue);

+ Talimaym 3a0ep)kku, C — UHTEpPBaJ1 BDEMEHMU, Yepes3 KOTOPbIN OyAeT ycTaHaB/IMBaTbCSA
coeAuHeHne ¢ BCTPeYHbIM abOHEHTOM, B CEKYHAAX;

+ Paspewums rnpuem UHMepPKOM BbI30808 — NPU BbIK/TIIOYEHHON ONLUMN UHTEPKOM BbI30BbI OyayT
aBTOMATUYECKN OTK/IOHATLCS;

+ [eHepuposamb MOH — nepep aBToMaTyeCckMM OTBETOM Ha UHTEPKOM BbI30B OyAeT npourpaH KOpoTKuMi
3BYKOBOW CUTHaUT;

+ [Mpuopumem UHMEPKOM BbI308a — KOrAa OnuuMsa BKHOYEHA, MHTEPKOM BbI30B MMEET NPUOPUTET NO
OTHOLLEHMIO K aKTUBHOMY BbI30BY. [Nepes aBToMaTMyeckum OTBETOM Ha MHTEPKOM BbI30B, aKTUBHbII
BbI30B OyZleT NocTaB/eH Ha yaepxaHue. Korga onymsa oTkI4eHa, Npy akTUBHOM BbI30Be
aBTOMaTn4eckuii OTBET Ha MHTEPKOM BbI30B cpabarbiBaTb He OyJeT,;

+ Paspewumb ABMOOMBem Ha 8bI308bl - IPU BKIKOYEHHOW onuuy ByaeT NPOMCXOoANTbL aBTOMAaTUYECKUiA
OTBET Ha BCe BXOAsLUME BbI30BbI

* YBedomums reped asmoomsemomM — nepes aBToMaTuyeckum oTBEeTOM ByAeT NnpourpaH KOPOTKUiA
3BYKOBOW CUTHaUT;

* [Mpuopumem asmoomasema Ha 8bI308 — KOT4a ONuMsA BK/IHOYEHA, HOBbIV BXOAALLMI BbI30B UMeeT
NPUOPUTET MO OTHOLLEHUIO K aKTUBHOMY BbI30BY. [lepes aBToMaTnyeCckMM OTBETOM Ha BbI30B, aKTUBHbIi
BbI30B OyZleT NocTaB/eH Ha yaepxaHue. Korga onymsa oTk4eHa, Npy akTMBHOM BbI30Be
aBTOMaTn4ecknii OTBET Ha BbI30B cpabaTbiBaTb He ByaerT;

+ 3adepka rneped asmoomsemom, € - UHTEPBas1 BPEMEHN BPEMEHW B CEKYHAAX MeXAY NOCTyn/ieHneM
BXOASALLErO BbI30Ba Y aBTOMATUYECKMM OTBETOM Ha Hero.

3.2.2.2.3.1 Tepeagpecauns

MNepeagpecayus
Beaycnoexan nepeagpecaums ¥
Homep GezycnoeHOA Nepeagpecaliim
Mepeagpecauua No 3aHRTOCTH ¥
Homep nepeanpecali No 3aHATOCTH
MNepeagpecalva No HeoTeeTy &
Homep nepeanpecalyi no HeoTEETY

TammayTHeoTeeta, ¢ | 0

+ BesycnosHas nepeaopecayusi — Npu yCTaHOB/IEHHOM doare paspelleHa
ycnyra CFU (Call Forward Unconditional) — Bce BxogsLe BbI30Bbl NepeHanpaBnsioTcst Ha YKasaHHbIN
Homep 6e3yCcNoBHON Nepeagpecalmu.

+ Homep 6e3ycriosHol nepeadpecayuu — HOMEP, Ha KOTOPbIA NepeHanpaBisoTca BCe BXoAsLne
BbI30BbI, NPU BK/IOUYEHHOI yCnyru «be3ycrioBHas nepeaapecauysi» (B naaHe HyMepawmm
ncnonb3yemoro SIP-npochnna gomkeH 6bITb NPedUKC Ha aHHOe HanpaBieHue).

+ [Mepeadpecayusi No 3aHSIMoOCcmMu — Npu YCTaHOBIEHHOM (hiare paspeLueHa
ycnyra CFB (Call Forward at Busy) — nepeaapecauus Bbi3oBa Npv 3aHATOCTY ab6OHEHTa Ha yKa3aHHbIi
Homep.

* Homep nepeadpecayuu o 3aHIMocmu — HOMEP, Ha KOTOPbI NepeHanpasATCA BXoAsaLwme
BbI30BbI NPV 3aHATOCTY abOHEHTa, NpY BKOUEHHoI ycnyre «MNepeaapecaumsi no 3aHATocTh» (B
nnaHe Hymepauun ncnosnb3lyemoro SIP-npodnna AomkeH 6biTb NpediMke Ha AaHHoe
HanpasfeHue).
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* [Nepeadpecayus no Heomsemy — NP yCTaHOBNIEHHOM cp/iare paspelueHa
ycnyra CFNA (Call Forward at No Answer) — nepeagpecauusi Bbi3oBa Npu HEOTBETE abOHEHTA.

* Homep nepeadpecayuu rno Heomsemy — HOMep, Ha KOTOPbI NepeHanpaBNATCa BXoasawme
BbI30BbI NPV HEOTBETE abOHEHTA NPV BK/IKOUEHHOI ycnyre «Mepeaapecauusi no HEOTBETY» (B
nnaHe Hymepauuy ncnonbyemoro SIP-npocunsa fomkeH ObiTb Npedmke Ha AaHHoe
HanpaB/feHue).

+ Talimaym Heomsema, ¢ — UHTEPBaUT BPEMEHW, Yepes KOTopbIin ByaeT Npon3BOAUTLCA
nepeagpecauus Bbi30Ba B C/lyvae HeoTBeTa aboOHEHTa, B CeKyHAax.

MpwW BKIHOYEHUN OAHOBPEMEHHO HECKO/bKMX YCNYT NPUOPUTET crieaytoumnii (B NOPSAKE CHUKEHNS):

+ CFy;
* DND;
+ CFB, CFNA.

3.2.2.2.3.2 TpexcTOpOHHAA KOHepeHuus

TpEXCTOPOHHARA KoHdepeHUNS
Pexaam YoanenHan (RFC4579) v

Cepeep koHdepeHyn | conf

e

* Pexxum — pexvM paboTbl TPEXCTOPOHHEN KOHhepeHLMn. BO3MOXHO ABa pexunva:
+ JloKasibHasi — KOHPepPeHUMsi cobupaeTcs yCTPOMCTBOM SIOK&/TbHO MOC/Ie HaXKaTust KOMGuHauum
«CONF»,
* YoaneHHasi ( RFC 4579) — KoH(epeHUuMsa cobupaeTcs Ha yaaleHHOM cepBepe, NoCc/e HaxaTus
«CONF» Ha cepBep, yKa3aHHbIn B nosie «Cepeep KOHhepeHLMn», oTnpasBnseTcs
coobueHue Invite. B aTom cniyvae koHpepeHuma paboTaeT No asiropuTMy, ONMCaHHOMY
B RFC4579.
+ Cepsep KOHghepeHyuu — B 06LLEM Cyyae apec cepsepa, OCYLLECTBNALLEro ycTaHOB/IeHNe
KOHhepeHuun no anroputmy, onucaHHomy B RFC4579. Agpec 3agaetca B oopmare SIP-
URI: user@address:port. MoxHO yka3aTb TO/IbKO Nosib3oBaTesnbekyto yactb URI (user) — B 3TOM criyyae
coobleHue Invite oTnpaBuTca Ha agpec SIP-npokcu.

© [1ns BcTynneHns B CUy HOBOI KOHQDMIypaLymn U 3aHECEHNS HACTPOEK B 3HEPrOHE3aBUCUMMYHO NaMAThb
HaXKMUTE KHOMKY «[TpuMeHUMb». 1N OTMEHbl U3MEHEHWIN HAXXMUTE KHOMKY «OMmMeHa».
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3.2.2.2.4 [ononHuTtesibHbIE NapamMeTpbl

Cete QIECHEWVLETEN lMonb3oBaTenbckuid MHTepctherc  Cuctema  MoOHWTOPMHE

HacTpolku ceTu SIP akkayHTH OOwWKre HAcTpolkn SIP QoS TeneoHHaA kHura ICTOpKA Bbl30E0B

SIP akkayHThI

AKKaYHT AKKaYHT 2 A4

OCHOBHbBIE HACTPONKK Kopewku HacTpoHku CepEUCOB JononHWTENEHBIE NapaMeTpbl MnaH HymepaLMu

MNepenaya DTMF RFC 2833 v
Tun Harpy3tW 4nA nakeTos RFC 2833 96

OAMHaKOBLIA TMA Harpy3rM anA npuéman [
nepeaaqu

MCNonb30BaTh OOHaPYKEHNE THWNHE [
MCNonb308aTk 3X0N0AABNEHNHE

rRTCP O

PazpelunTe NepexsaTt BbI30Ba

PexiM nepexeara Bbl30Ba Replaces w

RTP

MuHKUMansHeR RTP-nopt 23000

MakcumankHeli RTP-nopt 26000

lMepedaya DTMF — cnocob nepegaun curHanos DTMF:

* Inband — BHyTpUnonocHas nepegava;

* RFC2833 — cornacHo pekomeHgaumm RFC2833 B kauecTBe BblAE/TIEHHON Harpy3kn B peyeBbIxX
naketax RTP;

+ SIP info — nepepaya coobuieHnii no npotokony SIP B 3anpocax INFO.

« Tun Hazpy3ku 0715 nakemos RFC2833 — tnn Harpy3ku ana nepegayn naketos no RFC2833
(paspelLeHHble Ansi UCNO/b30BaHMsA 3HaueHust — oT 96 o 127);

+ OOuHakosbIl mur Hagpy3ku 07151 Mpuéma u nepedadyu — Ornuusa UCNosb3yeTcs NP UCXOAALLEM Bbl30Be
[U1S1 COrnacoBaHust Tuna Harpysku cobbITuii, nepegaBaembix no RFC2833 (curHanos DTMF). Mpu
yCTaHOBMEHHOM chniare nepegada n npmem cobbiTnini no RFC2833 ocyLuecTBniseTcs ¢ Harpy3kom m3
NMPUHATOrO OT BCTPEYHOW CTOPOHbI coobLeHnsa 2000k. Mpwu cHAaTom dhnare nepegada cobbITUin NoO
RFC2833 ocywectBnserca ¢ Harpy3koi us npuHatoro 2000k, a npyém — ¢ TMNOM Harpysku u3
co6CTBEHHOI KOHGMrypaumm (ykasbiBaeTcsi B Uucxogsiiem Invite);

* Mcrnionib308ameb 06HapyxeHue muluHbl — NPW YCTaHOB/IEHHOM hiare UCMnosib30BaTh AETEKTOP TULLWHBI.

* Mlcnonib308ame 3xorodassieHue — npu ycTaHOB/IEHHOM doiare 1Cnosb30BaTb 3X0MNoAaB/eHNE;

* Vicnosnb3osame RTCP — npw ycTaHOBNEHHOM donare ncnosnb3oBaTb NpoTokon RTCP gns koHTpons 3a
pPasroBOPHbLIM KaHas10M:

* VIHmepsas nepedayu — nHTepsas nepegayun naketos RTCP, cek;

* [epuod npuema — nepunop npméma coobweHns RTCP nsmepsietcsa B eguHnLax nHtepsania
nepegayu; ecsiv no ucTeyeHun neproga npuéma oT BCTPEYHON CTOPOHbI He ByAET Nosly4eHOo HU
opHoro RTCP-nakeTa — yCTpOICTBO pa3pbiBaeT COeMHEHNE,;

* RTCP - XR — npwv ycTaHOBNeHHOM chnare 6yayT otnpaBnsatbesa naketbl RTCP Extended Reports B
cooTtseTcTBMM € RFC 3611.
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+ Paspewums nepexsam B8bI308a - Npy yCTaHOBNEHHOM dnare Haxkatune Ha BLF knsuwy 6yget
NHULMMPOBATL Nepexsar Bbi30Ba NOCTyNatoLLEro K aboHeHTY Ha KOTOporo HacTpoeHa BLF knasuwwa;
Pexxum nepexsama 8b1308a - CNoco6 KOTOPbIEM OCYLLECTB/ISAETCA Nepexsar BbIi30Ba:
* Replaces - nepexsart ¢ nomoLpbto 3aronoBka Replaces;
* Feature Code - nepexsar ¢ NoMoLbto nNpedinkca f06a19emMoro K Homepy aboHeHTa Ha KOTOPOro
HacTpoeHa BLF knasuwwa.
+ Koo nepexsama - npedomkKc KOTopbIin ByaeT fob6asneH K Homepy aboHeHTa Ha KOToporo HacTtpoeHa BLF
KnasuLua,
+ 3asepwumb HOMeEP CUMBO/IOM '#' - fobaBneHe cumBosia '# nNpu nepexsate Bbi30Ba Noc/sie HoMepa
aboHeHTa Ha KOoToporo HacTpoeHa BLF knasuwa.

3.22.2.41 RTP

* MuHumasibHbIl RTP -nopm — HWXHAA rpaHuua guanasoHa RTP-NopTos., ncnosb3yembix 418 nepegayum
pasroBOpHOro Tpagvka;

* Makcuma/ibHbIl RTP -nopm — BepxHAs rpaHvua gnanasoHa RTP-noptos, ncnonb3yembix AN nepegayn
pas3roBOpHOro Tpaduka.

3.2.2.2.42 SRTP

SRTP
Brnroumte
KpunTorpadpmueckni Habop 1 AES &0 v
KpunTtorpadpuueckui Habop 2 AES 32 v

* Brsmo4umb — nNpu ycTaHOBNEHHOM hriare 6yaeT ncnosb3oBatbes WwndposaHme RTP-notoka. Mpu atom
B SDP ncxogsawmx INVITE-3anpocos 6yaet ykasaH RTP/SAVP-npogunb. Takke B SDP Bxogswmx
3anpocos 6yaet npounssoguTecs nonck RTP/SAVP-npodmns. Ecnv RTP/SAVP-npocunb He 6yaet
HalfeH, TO BbI30B ByAEeT OTK/IOHEH;

* Kpunmoepagpuuyeckuli Habop 1-2 — N0O3BO/IAET BblbpaTb a/ITOPUTMbI LUIMPPOBAHKSA U XeLUMPOBaHMS,
KoTopble ByayT Mcnonb3oBarbcsA. KpuntoHabop ¢ HaMBbICLLUMM MPUOPUTETOM HYXXHO Nponucatb B nosie
«KpunTtorpadguuecknin Ha6op 1». Ansa paboTbl HEOGXOAMMO yKa3aTb XOTS 6bl OANH KpUMNTOrpadnyecKnia
Ha6op:

+ AES_80 — cootBetcTtByeT AES_CM_128_HMAC_SHA1_80;
* AES_32 — cootBetctByeT AES_CM_128_HMAC_SHA1_32.

3.2.2.2.4.3 [OxntTep-bydep

HxntTep-bydep
MWHMMANEHAR 330SpHEE, MC 40 ¥
MAaKCHMANEHSA 2A080HES, MC 130 v
lNopor HemeaneHHoro YAANEHUA NaKETOR, MC 500 v
DakTop onTuMuaalmn Bydepa 7 ¥

DoxutTep (jitter) — 3T0 HEpaBHOMEPHOCTL NEPUOAOB BPEMEHU, OTBELEHHbIX HA AOCTaBKy nakeTa. 3agepxka B
[0CTaBKe MakeTa u HKUTTEP UCUNCNSETCS B MUSIMCEKYHAAX. BennumHa mjkuttepa MMeeT 60/bLU0e 3HaYeHNe
npv nepegaye MHopMaumn B peXnuMe peasibHoro BpeMeHu (Hanpumep, ronoc unv Bugeo).
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B npotokosie RTP ecTb none gna MeTku TOUHOIo BPpeEMEHW nepefayn oTHoCuTeNbLHO Bcero RTP-noToka.
MpuHUMatoLLLee YCTPOICTBO NCMNO/b3YET 3TN BPEMEHHbIE METKWN A1 BbIACHEHWS TOrO, KOrga criegyer oxuaaTb
naket, Cob/tAeH N NopsAoK NakeToB. Vicxoasa 13 aToi nHopmalmmn, npueMHas CTOpoHa BbISICHSET, Kak
cnefyeT HaCTPOUTbL CBOW NapameTpsl, YTOObI 3aMacKknpoBaTb NOTEHUMasIbHbIE CETEBLIE NPOGEMbI, TAKME Kak
3a4epPXK N pxUTTep. Ecnn oxmnaaemoe BpeMs Ha SOCTaBKYy Nnaketa OT OTrpaBuTeNs K NPUEMHUKY Ha
NPOTSHXEHUM BCEro Nepuoga pasroBopa CTporo paBHO onpegeneHHoMy 3HadeHunto, Hanprumep S0 Mc, MOXHO
yTBEpXAaTb, YTO B TAKOW CETU KMTTepa HeT. Ho 3a4acTylo NakeTbl 3a[4epXNBatOTCA B CETU, U BPEMEHHOIA
NHTEpBa AOCTaBKM MOXET KosiebaTbCsl B 10BO/IbHO 6O/IbLIOM (C TOUKU 3pEHUst Tpadomka, KPUTUYHOIO KO
BPEMEHM) BPEMEHHOM AnanasoHe. B criyyae ecnv npunoXxeHne-npueMHUK Takoro 3Byka unv Buaeo byaet
BOCIMPON3BOANTL €r0 B TOM BPEMEHHOM MOPALKE, B KOTOPOM MPUXOAAT NaKeTbl, Mbl MOIyYMM 3aMETHOE
yXyALEHUst KayecTBa ronioca (Mnm BUAEO). Hanpumep, ecnm 3To KacaeTcs ros10ca, TO Mbl YC/bILLNM
npepbIiBaHne B rosioce 1 gpyrve nomMexu.

YCTPOICTBO UMEET CrieaytolMe HacTPOKN SKUTTep-6ydepa:

* MuHumasibHasi 3adep)ka, MC — MMHUMa/IbHOE OXugaemoe Bpems 3a4epXkn pacnpocTpaHeHus |P-
naketa rno cetu;

* MakcumasibHasi 3a0epxKa, MC — MakKCUMaJslbHOE OXugaemMoe BpeMs 3a4epXku pacnpoctpaHeHus IP-
nakeTa rno cetu;

* [Mopoza Hemeds1eHHO20 yoasieHusl nakemos, MC — MakCUMaJslbHbI NPOMEXYTOK BpeMeHW, Yepes KOTOpbIii
NPOUCXOANT yaasieHve peveBbix NakeToB U3 bydhepa. 3HayeHne gaHHOro napametpa 60/bLue UM paBHO
MaKCUMaJsIbHOMN 3aJepXKe;

« Pakmop onmumu3ayuu byghepa — napameTp, UCNOb3yEMbIV ANS ONTUMU3ALUN pasmepa SKUTTep-
6yhepa. PekomeHAyeTcA BbICTaB/MATb ero 3HavyeHne B 0.

3.2.2.2.4.4 YcuneHune cUrHasoB

YecuneHve curHana ¢ MukpodoHa

Mpomkoid CEAZM 0 ab
[apHHUTYpb 0ab
ThyBru 0 a6

* Ycu/sieHue cuz2Hasia ¢ MUKPOGOHa epOMKOU CB5I3U — ONPeenseT 3HaYeHne Ha KoTopoe ByaeT ycuneH
CUrHan ¢ MrKpodhoHa rPOMKOIA CBA3M (fonycTUMblE 3HaYeHUs -9, ... 9 ab, ¢ warom 1,5 aB);

* YcuneHue cuesHasia C MUKPOGhOHa 2apHUMYypPbl — ONpeaensaeT 3Ha4YeHe Ha KOTopoe ByaeT ycusieH
CUrHas1 ¢ MUKpohoHa rapHUTYpbl (BoNycTUMble 3HaueHus -9, ... 9 ab, ¢ warom 1,5 ab);

* YcuneHue cuesHasia c MUKpoghoHa mpybku — onpefensier 3Ha4yeHre Ha KoTopoe ByAeT yCuneH curHasn ¢
MUKpOhoHa TeNEOHHO TPY6KM (AonycTUMble 3HauYeHns -9, ... 9 ab, ¢ warom 1,5 aB).

© [na BCTynneHus B cusly HOBOW KOH(DUIYpaLIMK 1 3aHECEHNS HACTPOEK B SHEPTOHE3ABUCHMYHO NamAThb
HaXKMUTE KHOMKY «[IpuMeHUMb». JNsi OTMEHbI UBMEHEHUIA HXKMUTE KHOMKY «OmMeHar.
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3.2.2.2.5 TlnaH Hymepauuu

CeTk CucTema MOHUTOPUHT

Hactporm cetn  RSIEETETTIN  Obwwe HacTpolikn SIP QoS TenedorHas kHura CTOPWA EBIZOBOE

SIP akkayHTbI

ArrayHT AprayHt 1 v
OcHoeHele HacTpoiikn  Kogesm  HacTpoiwm cepemcoe  [ononHMTENEHEIE NapaMeTPE lMnax Hymepaumm
HacTpoiika nnada Hymepauun | S4L8([%])

<o

MnaH Hymepauuy 3agaeTcs Npy NOMOLLM PerynsipHbIX BblpaXeHuii B none «HacTporika nnaHa Hymepauumy.
Hwxe npuBoanTca CTpyKTypa 1 chopmMaT 3anucy npasui mapLupyTmsaumm, obecneyrBatowmnx pasnnyHbole
BO3MOXHOCTU Habopa Homepa.

CTpyKTypa 3anucu niaHa MapLipyTm3aumm:
S xx, L xx (MpaBuno1 | NpaBuno? | ... | MpaBuioN)
roe:
* XX — MPOW3BO/IbHbIE 3HAYEHNA TaliMepoB S u L;
* () — rpaHuLbI N1aHa HymMepaumuy;
* | — pasgenuTens NpaBu NaaHa Hymepauuy;
* Mpasunol,Mpasuno2,NMpasunoN — wWabn0HbI HOMEPOB, HA KOTOPbLIE pa3peLleH Uan 3anpeLLeH BbI30B.
CTpyKTypa 3anucu npaBui MapLipyTusauum:
Sxx Lxx prefix@optional(parameters)
roe:

* XX — MPOW3BO/IbHbIE 3HAYEHNA TaliMepoB S 1 L. TaliMepbl BHYTPU NpaBua MOTryT ObITb OMYLLEHbI, B 3TOM
cnyyae Ucnosb3ytoTcs robasibHble 3HaUYEeHWs! TaliMepoB, yka3aHHble nepes Kpyr/ibIM1M CKobKamu;

+ prefix — npechmkcHas yactb NpaBuna;

+ @optional — onuuoHanbHasn YacTb npaswia (MOXeT GbiTb ONyLLEHA);

+ (parameters) — fONONHUTENBLHBbIE NAapaMeTpbl (MOryT ObITb OMYLLEHbI).

3.2.2.2.5.1 Talimepsl

* Interdigit Long Timer (6yksa « L » 8 3anucu rn/iaHa Hymepayuu) — BpeMsi OXuaaHus BBoda cneaytollei
Undpbl B cnyyae, ec/iv HeT Wab/ioHOoB, NOAX0AALMX No4 HabpaHHYI0 KOMOMHALMIO.

« Interdigit Short Timer (6ykBa « S » 8 3anucu rniaHa Hymepayuu) — BpeMsi OXnaaHusl BBoAa creayoLuei
undopbl, €CNn ¢ HabpaHHON KOMOGUHAaLMeR NOMHOCTLIO COBNaZaeT XOTH 6bl OANH LWABMNOH U NPU 3TOM
nmeeTcs elle XoTs 6bl OANH LWabNoH, 40 NOMHOro COBNaAeHUs ¢ KOTOPbIM HE0BX0AMMO OCYLLECTBUTL
[oHabop Homepa.
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3HayeHuns Taﬁmepos MoryT ObITb HA3HAYEHbI KakK ONA BCEero njiaHa Mmapupytmsagnn, Tak n gnsa onpe,qenéHHoro
npasuna. 3HaueHuns TaﬁMepOB, YKa3aHHble nepes prrn0|7| CK06K0|7I, NPUMEHAKTCA KO BCEMY MJ1aHy
MapLupyTusaLmnin.

Opumep: S4 (8XXX.) nnu S4, L8 (XXX)

Ecnn 3HayeHnsa TaiilmepoB yKasbIiBaloTCA B NpasBu/ie, TO OHW NPUMEHUMbI TO/TbKO K 3TOMY npasuiy. 3HavyeHve
MOXET ObITb PacnosioXeHo B N060M MecTe LabroHa.

Opumep: (S4 8XXX. | XXX) nnm ([1-5] XX SO) — 3anuch BbI30OBET MTHOBEHHYIO Nepeaadvy Bbi3oBa Npu HaGope
Tpex3Ha4yHoOro Homepa, HaunHatowerocs Ha 1,2, ..., 5.

3.2.2.2.5.2 TpedhnkcHasa yacTb Npasw/ MiaHa Hymepauun

MpediKcHan YacTb NpaBuia MOXET CoAepPXaTb CNeaytoLMe 3IeMEHTbI:

anemeHT OnuvcaHune

npeduKCHO

n yacTtu

X vnm x Nio6as undppa ot 0 A0 9, paBHO3HAUHO AnanasoHy [0-9]
0-9 Lndopbl ot 0 go 9

* CumBon * (3Be3404Ka)

# CumBon # (pelueTka)

© Vicnonb3osaHue cuMBONA # B NiaHe HyMepaLyn MOXET 6/10K1POBaTh 3aBeplueHne Habopa ¢
MOMOLLbH0 3TOW Knasuww!

[] YkazaHue avanasoHa (depes Tupe), nepeuncrieHune (6e3 Npo6esnos, 3anaTbiX U NPOYMX CUMBOJIOB MEXY
umdppammn) unm kKomeMHaLMs U3 guanasoHa v nepeyncieHns.

MNpumep avanasoHa: ([1-5]) — no6as undpa ot 1 Ao 5.

Npumep nepeuncnenus: ([1239]) — cooTBeTcTBYET M0G0 U3 LMdp 1,2, 3 MK 9.

MNpumep Kom6UHALMM AvanasoHa u nepeuncnedus: ([1-39]) — npumMep 13 npeablayLero nyHkTa ¢ UHo
doopmoii 3anucu, T.e. COOTBeTCTBYET Undpam oT 1 go 3 n 9.
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ANemMeHT
npeduKCHO
1 yacTtu

{ab}

<argl.arg2>

PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

OnucaHune

YKazaHve konnyecTsa NOBTOPEHW CUMBO/IA, CTOSILLETO Nepes CKkobkamu, AnanasoHa UM CMMBOSIOB *#.
rpe:

* Min — MUHYMa/IbHOE KOMIMYECTBO NOBTOPEHMWIA,
* Max — MakcuMasibHoe.
B0o3MOXHbI creaytoLye oopMbl 3anmucu:

+ {{max} — paBHo3HauHo {0,max},

+ {min,} — paBHO3Ha4HO {Min,co}.
Npumep 1: 6{2,5} — uncpy 6 MOXHO HabpaTb OT ABYX A0 NATW pa3. PaBHO3HA4YHO 3anuncu 66 | 666 | 6666
166666

Npumep 2: 8{2,} — undppy 8 MoxHO HabpaTb OT ABYX pa3. PaBHo3Ha4HO 3anvcu 88 | 888 | 8888 | 88888 |
888888 | ...

Npumep 3: 2{,4} — undppy 2 MOXHO HabpaTb [0 YeTblpex pa3. PaBHO3HaAYHO 3anucu 2| 22 | 222 | 2222.

CneucrMBOS «TOUYKa» YKa3blBaeT HA BOSMOXHOCTb NMOBTOPEHWS NpeALlecTBytoLLei nepes, AaHHbIM
CMMBOJIOM LcdpbI, AnanasoHa Ui CUMBOJIOB *# OT Hy/lst 40 6eCKOHeYHOCTH pa3. PABHO3HAUYHO 3anncu

{0'}'

Mpumep: 5x.* - X B AaHHOM MpaBu/ie MOXET NIM60 OTCyTCTBOBaTL BOO6LLE, NMMG0 NPUCYTCTBOBATL CKOJIbKO
YrogHo pas. PaBHO3Ha4HO 3anmch 5* | Sx* | 5xx* |Sxxx* |...

CneucrmBos «MNJItoc» NOBTOPEHWE NMPe/LIecTBYIOLLEN Nepes CUMBOIOM «+» LGIPbI, AvnanasoHa um
CUMBO/IOB *# OT 0|HOrO A0 6€CKOHEYHOCTH pa3. PaBHo3HauYHO 3anuck {1,}.

[Mpumep: 7x+ - X B faHHOM npasuie AO/HKEH NPUCYTCTBOBATL Kak MUHUMYM OAWH pas. PaBHO3Ha4YHO
3anucK 7x | 7Xx |7xxx | 7xxxx |...

3ameHa HabpaHHo nocnegoBaTesibHOCTU. [aHHasi BO3MOXHOCTb MO3BOJISIET 3aMEHNTb HAbPaHHYH0
nocnepgoBaresibHOCTb (arg1) B 3anpoce Ha SIP-cepBep, Ha Apyryto noc/iefo0BaTe/IbHOCTb CUMBO/OB

(arg2). Mogudmkaumsi No3BONSET yAaNsTb — <XX:>, A06ABMATb — <:XX>, IM60 3aMeLLaTb — <XXXX>

undopbl M CUMBOSTbI.

MNpumep 1: (<9:8383>XXXXXXX) — gaHHas 3anuncb GyaeT COOTBETCTBOBATL HAGPaHHbIM Lidpam
IXXXXXXX, HO B nepegaHHOM 3anpoce nepegaHa Ha SIP-cepsep, BMecTo 9 6yaet noactaBneHa
nocnegosaresibHocTbL 8383

MNpumep 2: (<83812:>XXXXXX) — gaHHas 3anucb GyAeT COOTBETCTBOBATb HAbpaHHbIM Lmdpam
83812XXXXXX, Ho aTa nocnegosartenbHOCTbL 83812 6yaeT onyuieHa 1 He byaeT nepegaHa Ha SIP-
cepsep.

BcTaBka ToHa B Ha6op. Mpu CoBEPLUEHNN MEXAYTOPOAHUX 3BOHKOB (B OCOUCHBIX CTAHLUSAX - 3BOHKOB Ha
ropofckme Homepa BHe ouca) NPUBLIYHO C/bIWATL OTBET CTaHUmn. OTBET MOXHO peasin3oBathb
BCTaBKOI 3anATOli B HY)KHYIO NMO3ULMIO MOC/IEA0BATENTLHOCTM LMIp.

Npumep: (8, 770) - npu Ha6ope Homepa 8770 nocne undgpbl 8 6yAET BbliAaH HeNpepbIBHbIA ToH ("OTBET
cTaHuun").
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ANemMeHT OnucaHne
npeduKCHO
i yactu

! 3anpeT Habopa HoMepa. Ecnin B KoHLe WabnoHa HoMepa A06aBUTb BOCKNULLATENbHbIN 3HaK ‘I', To Habop
HOMEepOB, COOTBETCTBYIOLLMX LIAGM0HY, ByaeT 3a6/10KMpOBaH.

MNpumep: (8 TOX XXXXXXX ! | 8 XXX XXXXXXX ) — Bblpa)XXEHUE pa3peLllaeT HaGop TONbKO MEXAYrOPOAHUX
HOMEPOB ¥ UCK/IIOYAET MEXAYHAPOAHbIE BbI30BbI.

© 3anpewatouime npasma AO/MHKHLI GbITb MPOMUCAHBI NEPBLIMM.

3.2.2.2.5.3 OnunoHanbHas YacTb npaswu/ nnaHa Hymepauum

OnuuoHanbHada 4YacTb Npaswu/ia MOXET OMyLLEeHa, HO eC/in OHa BCE Takun MCMNOb3yeTCH TO MOXET CoAepXaTtb
cnepywuine 3/IeMeHThI:

anemeHT OnuncaHune

OnuMoHaNbHOWN

yacTm

@host:[port] Ha6op no npsimomy agpecy (IP Dialing). CumBon «@», NOCTaB/EHHbI NOC/1e HOMepPa, 03HaYaeT,

uTO Aanee GyAeT ykazaH aapec cepBepa, Ha KOTopblii 6yaeT OTNpaB/eH BbI30B HA HAGPaHHbI
Homep. Kpome Toro, dpopmart agpeca c IP Dialing MOXeT 6bITb 1CMONb30BaH B HOMEpaXx,
npefiHasHa4YeHHbIX A8 Nepeaapecalmm 3B0HKOB. B cnyuae ecim @host:port He ykasaH, BbI30Bbl
MapLLpyTM3npytoTcs Yepes SIP-proxy.

Opumep: ( 1xxxx@192.168.16.13:5062) - Bce NATU3HAYHbIE HABOPbI, HAUMHatoLMecs ¢ 1,
MapLpyTusmpytotcs no IP-agpecy 192.168.16.13 Ha nopT 5062

3.2.2.2.5.4 [ononHvTenbHble NapaMeTpbl Npasus NniaHa Hymepauum
®opwmar: (param1: value1, .., valueN; .. ;paramN: value1, .., valueN)

« param — ¥Ms napamMeTpa, HECKO/IbKO NapaMeTpoB YKa3biBAKTCS Yepes TOUKy C 3ansiTol, Bce napameTp

3aK/ouatoTcs B 06LLMe Kpyr/ible CKOGKY;
* value — 3HaueHVe NapamMeTpa, HECKO/IbKO 3HaUYeHUIi OAHOTO NapaMeTpa yKasblBalTCs Yepes 3ansTyHo.

bl
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,D,OﬂyCTVIMbIe napamMeTpbl U X 3HaYEeHUA:

MapameTp OnncaHve

line AkkayHT. CoBepLLeHMe Bbl30Ba Yepes AaHHbI akkayHT, BO3MOXHbIE 3HauYeHns 0 m 1.
3HaueHue 0 cooTBeTCTBYET 1 akKkayHTy, 3HayeHne T — BTOPOMY akKayHTY.
Npumep: 12x(line:1) — BbI3OB Ha TPEX3HAYHbIE HOMEP], HaUMHatLwWwMecs Ha 12, GyayT
COBepLUEHbI Yepe3 BTOPOW akKayHT.

3.2.2.2.5.5 Tpumepsl
Opumep 1: (8 xxx XxxxxxX ) — 11-3HauHbIi HOMep, HauMHatoLLMiAca Ha 8.

Opumep 2: (8 xxx XxxxxxX | <:8495> xxxxxxx ) — 11-3HauHbIii HOMep, HaUMHarLWNiics Ha 8, ecnin BBEAEH 7-
3HauHbIli, TO 4O6aBUTL K NnepegaBaemMomMy Homepy 8495,

Opumep 3: (0[123] | 8 [2-9]xx [2-9]xxxxxX) — HAGOP HOMEPOB 3KCTPEHHBIX CMYX6, a TaK e HEKOTOPOro
CTPaHHOro Habopa MeXJyropoAHNX HOMEPOB.

Npumep 4: (SO <:82125551234>) — 6bICTPbI HAGOP YKAa3aHHOTO HOMEPA, aHasor pexuma «Hotline».

MNpumep 5: (S5 <:1000> | xxxx) — AaHHbI NaH HyMepawyn No3BoNseT HabpaTb 1060 HoMep, COCTOSILLMIA 13
UMdp, a eC/IN HUYETO He BBeEHO B TeueHne 5 cekyH, BbiaBaTb Homep 1000 (monycTum, 3To cekpeTapsb).

MNpumep 6: (8, 10x.|1xx@10.110.60.51:5060) — AaHHbI NNaH Hymepawum No3BoseT HabupaTb Homepa
HaunHarouwmecs Ha 810 n coaepxalme Kak MUHUMYM oaHy undpy nocne "810". Mocne BBoaa 8 6yaeT BblgaH
curHan "oTBeT cTaHuuKn". A Takke Habop TpexaHauHbIX HOMEPOB, HaYMHatoLLMXCA Ha "1", BbI30B Ha KOTOpble
6ynet otnpasneH Ha IP - agpec 10.110.60.51 n nopt 5060.

Opumep 7: (S3 *xx#|#xx#|#xx#[*xx*x+#) — ynpaBneHue n ncnonb3osaxue ABO.

© [1ns BcTynneHns B CUy HOBO KOHJDMIypaLmn U 3aHECEHNS HACTPOEK B 3HEPrOHe3aBUCUMYIO NaMAThb
HaXKMUTE KHOMKY «MPpUMEHNTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».

3.2.2.3 NMoagmeHto «O6wme HacTporiku SIP»

Cete RLEECHELLUTEE Cuctema  MOHMTOPMHC
Hactpoikn cetn SIP akkaynTel QREANERE b C RISl QoS Tenedondans kHura  MoTopua BxizoB0E

OBLWMe HacTPOMKK

Agpec STUN-cepsepa
Whtepean onpoca STUN-cepeepa, ¢ 30

CneurduraLma TOHOR Poccua v
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+ Adpec STUN-cepsepa — IP-agpec nnn gomeHHoe nms cepeepa STUN, yepes gBoeToumMe MOXHO BBECTU
asibTepHaTUBHbI NopT cepBepa (no ymonyaxuto 3478).

* WiHnmepsasn onpoca STUN-cepsepa, cek — UHTepBaJl, Mo NCTEYEHNN KOTOPOro OTMPAB/ISETCS 3anpoc Ha
cepsep STUN. Yem MeHbLLe UHTepBasl Onpoca, TeM Bblllie CKOPOCTb peakuuy Ha u3MeHeHne ny6anyYHoro
agpeca

+ Crieyuchbukayusi moHOB8 — BbIGOP CTpaHbl, 4151 ONpefeseHns NCMo/b3yemMoro Habopa TOHOB.

© [1ns BCTYyNNIEHWS B CUIY HOBOW KOHADMIypaLmmn 1 3aHECEHNS HACTPOEK B 3HEPrOHE3aBUCUMYIO NaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». NS OTMEHbI U3MEHEHWIA HXKMUTE KHOMNKY «OmmeHan.

3.2.2.4 TlogmeHio «QoS»

B noameHto «QoS» HacTpanBaloTcs hyHKLMM o6GecneueHmnst kauectTBa ob6enyxmBanHus (Quality of Service).

Cete MLEEINELLETEE Cuctema  MOHWTOPMHT

Hactpoiku cetm SIP arkayHte OBwme HacTpoiikm SIP m TenedonHar kHura  McTopua BeIzoBOE

HacTpoiika DSCP gns SIP
ArrayHt 1 0

Arrayntr 2 0

HacTpoiika DSCP gns RTP
AwrayHt 1 0

Arraynt 2 |0

o

3.2.2.4.1 Hactpoiika DSCP ans SIP:

+ AkkayHm 1 — 3HadeHne nonst DSCP 3aronoBka IP-nakeTa gnsi curHanbHoro Tpadynka npotokona SIP ans
NnepBoi NMNHUN.

+ AkkayHm 2 — 3HadeHune nonst DSCP 3aronoska IP-nakeTa gns curHanbHoro Tpadynka npotokona SIP ans
BTOPOW NHWMN.

3.2.2.4.2 Hactpoiika DSCP ans RTP:

+ AkkayHm 1 — 3HaueHue nonst DSCP 3aronoeka IP-nakeTa [i71s rofiocoBoro Tpaduka Ansi nepsoii IMHWN.
* AkkayHm 2 — 3HaueHue nonst DSCP 3aronoeka IP-nakeTa 515 rofiocoBoro Tpadouka A1si BTOpoii NIMHWN.

© [1ns BcTynneHns B CUy HOBOI KOHJDMIypaLyn U 3aHECEHNS HACTPOEK B 3HEPrOHE3aBUCUMYHO NaMAThb
HaXKMUTE KHOMKY «[TpuMeHUMb». 1N OTMEHbl U3MEHEHWIN HAXXMUTE KHOMKY «OMmMeHa».
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3.2.2.5 MoameHto «TenedoHHas KHUra»

3.2.2.5.1 YnpaBneHvie nokasibHOW Tesled)OHHOW KHUToW

CeTk Cuctema MOHWTOPHHT

Hactpoisu cetn SIP akkayHT OBwwe HacTpolen SIP QoS EEEENENGERERET =N VcTopKA BsIZ0E0E

NokansHanA LDAP

MonyunTe TenedgoHHYK KHUTY © YyCTpoWCcTBa

Qopmat daina csv

= xml

* Crauats

3arpy3nTb TenedOHHYK KHUTY Ha YCTPOMCTBO

Oain TenethoHHOA KHMM Beibepute draiin | ©39n He Beibpan

Qopmat haina csv

& xml

Pesam qobaeneHus

QuncTuTe TEenegoHHYO KHWUIY

3.2.2.5.1.1 Bbnok napameTpoB "Tony4nTb TenetoHHy KHUrYy C ycTpoicTea"
B gaHHOM 6510ke MOXHO ckauaTtb haiin TenetoHHON KHUIn.

« Popmam ¢halina — BblbepuTe hopmar caiina ans ckaunBaHus. JoCTynHbI cnegyrowme dopmathbil:
* CSV — TEKCTOBbIV dpopmarT paina, B KOTOPOM KOHTaKTbl 3anncaHbl B BUAe Tabnvupbl. 3Ha4eHns B
Tabnmue oTAeNATCca Apyr OT Apyra BblopaHHbIM pasgenvTenem.
« xml — eXtensible Markup Language — paclumpsiemblii A3bik pa3MeTKu.
+ Pasdesniume/ib — CUMBON Pa3feneHnst 3Ha4eHUn B CTPOKeE. VICNonb3yeTca 1 MMeeT 3Ha4YeHns npu
Bbl6oOpe chopmara csv.
+ [Jobasums 3a20/1080Kk — NpuW BbIOBOpE AAaHHON ONuUN B BbIrPy)XaeMoM csv-palinie nepeasi CTpoka byaer
cogepXaTb 3aronoBOK.

3.2.2.5.1.2 Bnok napameTpoB "3arpy3unTb TeneOoHHYH KHUTY Ha YCTPOICTBO"
B naHHOM 6110ke HacTpanBatoTCs NapameTpbl BOCCTAHOB/IEHMS TeNeOHHON KHUTN 13 pe3epBHOI KOMUW.

« ®opmam ¢halina — BbI6Op hopmaTa 3arpyxaemoro gaina. [JocTynHbl cneayoume opmarbl:
* CSV — TEKCTOBbIV dpopmMarT paiina, B KOTOPOM KOHTaKTbl 3anncaHbl B BUAe Tabnvupbl. 3Ha4eHns B
Tabnmue oTAensaAwTCca Apyr OT Apyra BblopaHHbIM pasgenvTenem.
« xml — eXtensible Markup Language — paclumpsiemblii 3bik pa3MeTKu.
* [Mpucymcmsyem 3a20/1080K — ONUMA AOCTYNHA Npu BbIbope dhopmMarta Csv U 03Ha4aeT, 4To nepsas
CTPOKa COAEPXMT 3aro/I0BOK — Npy MMMNOpPTe nepeas CTpoka ByAeT UTHOPUPOBATLCS.
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* Pexxum 0obassieHusi — Npu YCTaHOBMIEHHOM ch/iare KOHTaKTbl U3 3arpyaemMoro cpaiina 6yayTt
[06aB/EHbI K CYLLECTBYHOLLM.

© Ecnu donar "Pexxum go6asieHns” He yCTaHOB/IEH, KOHTAKTbI U3 3arpy>aemMoro gaiina 3ameHsT
CyLLeCTBYIOLLME.

3.2.2.5.2 ¥YnpaBnexuve TenegoHHol kHuroii LDAP

B nogmeHto «TenedoHHas kHUra» HacTpaneaetcs noakntodeHne kK LDAP-cepBepy 1 napaMeTpbl noucka.

CeTk CucTema MOHHUTOPHHT

Hactpoiku cetn SIP axkayHThl OBuwe HacTpoiikm SIP - QoS EEEENETERR TN VcTopus BRiz0B0BE

NokansHan LDAP

Brriounts LDAP &
Appec LDAP-cepeepa
Mopt LDAP-cepeepa | 389
HauaneHas eeTra nowcka
MoruH
Mapone
BepcuAa npoTokona 2 3

MakcMMansHoe KONWYELTED 3anNMCel B
OTE&TE OT Cepeepa

ATpUEYT MMEHN KOHTAKTA
ATpWOYT HOMEDA KOHTAKTA
ATPHEYT MMEHW BEIECAMMOID
@UNLTR NeHECKa UMeH

CUNLP NOMCKEA HOMEPA

[NoKCK MK EXCAAWENM BLIZ0EE &

<o

* Bksrodums LDAP — npu yCcTaHOBMEHHOM dhiare CTaHeT BO3MOXEH A0CTYN K aAPeCHON KHure yepes
3KpaHHOE MEeHHO.

+ Adpec LDAP-cepsepa — pomeHHoe ums nnu IP-agpec LDAP-cepBepa;

* [Mopm LDAP-cepsepa — nopT TpaHcnopTHoro npotokosia LDAP-cepBepa;

* HayasibHasi Bemka rnoucka — ykasblBaeT MecTononoxeHve B katasiore LDAP 6a3oBoro
Katasiora, cogepxaLiero TenietpOHHYI0 KHUTY, U N3 KOTOPOro HaunMHaeTcs Nouck. YkasaHne 6a30B0ro
Katasiora cyxaet 06/1acTb Momcka 1 TeM CaMblM YMEHbLLAET BPEMS MOMCKA KOHTaKTa.

* Jlo2uH — NOTVH, KOTOpPbI ByaeT UCNonbL30BaTbCA Npu aBTopusaummn Ha LDAP-cepsepe.

* [Maposib — Naposb, KOTOPbIA ByAeT ncnonb3oBarbcs Npy asTopusauun Ha LDAP-cepepe.

+ Bepcusi npomokosia — Bepcus npoTtokona LDAP hopmupyeMbix 3anpocoB.

* Makcuma/ibHoe Ko/iudecmso 3anucel 8 omseme om cepsepa —
napameTp, ykasbIBaloLmii MakCUMasibHOE KO/IMYECTBO pe3y/ibTaToB NoucKa, KOTopble byayT
BO3BpaLlLeHbl cepsepom LDAP.
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© OueHb 601bLIOE 3HaYeHne «Makc. Hits » 3amegnsieT ckopocTb noucka LDAP, noatomy napametp
[JO/MKEH OblTb HACTPOEH B COOTBETCTBUMN C AOCTYMHOM NPONYCKHOM CNOCOGHOCTLIO.

Ampubym uUMeHU KOHMakma — napameTp, yKasblBaloLmii aTpuoyT UMEHN KaxKA0ii 3anucuy,
BO3BpallaemMoli cepsepom LDAP.

Ampubym HoMepa KoHmakma — napameTp, yKkasblBatoLlmii aTpubyT HOMepa Kaxkaoi 3anucu,
BO3BpallaemMoli cepsepom LDAP.

Ampubym umeHuU B8bIBOOUMO20 — NapamMeTp, yKka3sblBaloLnii aTpnubyT MMeHU AN15 BbIBOAA Ha 3KpaH.
®du/ibmp noucka UMeH — PUNLTP, UCNOb3yeMbIn 418 Noncka MMeH. CUMBOA «*» B

dunnsTpe o603HavaeT N60oIN cumeon. Cumeon «%» B ouNbTPe 0603HAYaeT CTPOKY BBOAQ,
NCNoNb3yeMylto B KayecTBe npedukca ycnosus omasrpa.

®du/ibmp rnoucka Homepa — PUNLTP, UCNOMb3yeMbIA A1 noucka Homepa. CUMBOS «*» B oUbTpe
0603HavaeT noboi cumaon. CuMBon «%» B hnbTpe 0603HaYaeT CTPOKY BBOAA, UCNOMb3yEMYIO B
KadecTBe npedmkca ycrosus hunsrpa.

lMouck npu 8xoosiWjemM 8bI308e — NOVUCK UMEHU MO HOMEpPY NP BXOAALLMX BbI30BaX.

© [1ns BcTynneHns B CUy HOBOI KOHQMIypaLmn U 3aHECEHNS HACTPOEK B 3HEPrOHEe3aBUCUMYIO
namsiTb HaXXMUTE KHOMKY «[TpuMeHUmMb». Ns OTMEHbI U3MEHEHWUI HAXKMUTE KHOMKY «OmmMeHa.
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3.2.2.5.3 YnpasneHue ygasieHHOW TenedgOHHON KHMUIoi

Cete MEECHEVLLTUEE lMonesoBaTtenbckui MHTepdec  Cuctema  MOHWUTOPMHI
HacTpoik1 ceT SIP aKKayHTb O6LWmne HacTpolk SIP QoS MCTOpPUA BbI3OBOB

NokaneHas  LDAP  YaanewHas

BEMIOYMTE YAANEHHYIO TENSMOHHYI KHUTY ¥
URL TeneOoHHOR KHHIM http:/fupdate.local/phonebook.xm | (hitp: / ftp: / hitps://download.server.loc/phonebook file)
MmA nonesoearens
raponk sasssasass
PEMM 3arpy sk Mepuoanyeckn v

MHTEpBan ofHOBNEHUA TENEMOHHOM KHUMM, ¢ 300

* Bk/1o4umsb yoasieHHyt0 mesieghOHHYH KHU2Y — NPpKU yCTaHOBNEHHOM doiare BK/IHYaeTcs
aBToMaTnyeckas 3arpyska TesieQOHHON KHUIK;

* URL menechoHHoU KHU2u — NOJHBIN NyTb K gpaiiny TenedoHHoi kHurn — 3aaaetcs B popmate URL (Ha
[laHHbIA MOMEHT BO3MOXHa 3arpyska cpaiina koHdpurypauum no npotokonam TFTP, FTP, HTTP n HTTPS);

* Vlms1 nosib3oBameysisi — NCNONb3yeTcs ans aBtopusauum Ha FTP/HTTP/HTTPS-cepBepe npu 3arpyske
TeNneqgIOHHON KHUTW;

* Maposib — ucnonb3yetcs Ans astopusaumm Ha FTP/HTTP/HTTPS-cepsepe npu 3arpy3ke Tesied)OHHOM
KHUTK;

* Pexxum 3a2py3ku — BbIOOp pexmnma 06HOBNEHUS TeNEOHHOM KHUIK, MO PacnuncaHuo nam
aBTOMaTU4eCcKy;

* VIHmepsas 06HOB/IEHUST Mesie(hOHHOU KHU2U — NPOMEXYTOK BPEMEHU B CEKYHAX, YEPE3 KOTOPbIN
ocyLecTBNseTCcA nepuognyeckoe o6HoOBMNEHNe TenedoHHon kHurn. Ecnv napametp paseH 0,
TeneoHHasa kHUra 06HOBUTCS TO/IbKO OAMH pa3 — cpasy nocsie 3arpy3ku yCTPoncTea,;

+ [JHU 06HOB/IEHUSI MeePOHHOU KHU2U — OHW Heaenu, B KOTOopble B 3ajlaHHOe BpeMsi byaeT
NpOV3BOANTLCA aBTOMaTn4yeckoe 06HOBIEHNE TeNeOHHON KHUY;

* Bpemsi 06HoB/1eHUs1 meneghoHHOU KHU2u — BpeMsi B 24-4acoBoM hopmare, B KoTopoe byaet
NpoV3BOANTLCA aBTOMaTn4yeckoe O06HOB/IEHNE TeNe(OHHON KHUTN.

© HaxmuTe KHOMKY «MPUMEHUTL» A5 [J06aB/IEHNS HOBOTO Npasua. /1 OTMEHbI U3MEHEHUN HaXMUTE
KHOMKY «OTMeHa». 1N yaaneHus 3anucu u3 cnucka Heo6xoanmMo yCTaHOBUTb doslar HanpoTuB
COOTBETCTBYHOLLEW 3aMnCU N HAXaTb Ha KHOMKY «YAaNnTb».
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3.2.2.6 TlogmeHto «/cTopusa BbI3OBOB»

B nogmeHto «/icTopus BbI30BOB» NPOU3BOAWNTCS HACTPOViKa BefeHNS XPOHO/IOTMN BbI30BOB.

CeTk CucTema MOHWUTOPHHT

Hactpoikm cet SIP akkayHTh Obwpe HacTporie SIP QoS TenadwHan kHvra IR G TEREEENTENTS

MCTOPMH EbI3CBOB

Pazmep weTopuw Boizoece | 0

MonyurTe daiin WCTOpHK BEIZOEOE * Crauats

CUMCTWTE MCTOPMEC BLIZCEOE W OuMcTHTE

MocMeTpeTs "Ucmoputo exizoeos”

<o

* Pa3mep ucmopuu 8b130808 — MakCMaslbHOE KO/IMYECTBO 3anvcer B XXypHase, MPUHUMAET 3Ha4YeHNs OT
0 no 10000 cTpok. 3HauveHne «0» OTKNIOYAET BeAeHne NCTOPUKN BbI30BOB. [py AOCTMKEHWUN
YCTaHOB/IEHHOIO OrpaHUYeHns B XXypHaUle Kaxaasa nocnegyoulas sanicb yaasimT caMyo CTPYHo 3arnmcb
B Havasie XypHasa.

* Mony4ums ¢halin ucmopuu 86130808 — QNS COXpaHeHus thaina «voip_history» Ha nokansHom MK
HaXXKMUTE Ha KHONKy «CkayaTb».

* O4yucmume UCMOPUIO BbI30B0O8 — AJ13 OYNCTKN NCTOPUN BbI30OBOB HAXKMUTE Ha KHOMKY «OUNCTUTbY.

[Nsi npocMoTpa MCTOPUM BbI3OBOB NepeiauTte no cebifike «[TocMompems “Ucmopuro Bbi30808"». OnucaHme
MOHMTOPUHIa NapaMeTpoB NpUBeAEHO B pasaene [oanveHo «/ICTOpYs BbI30BOB» .

[Nsi BCTYN/IeHUSI B CU/TY HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI M3MEHEHWIA HAXMUTE KHOMKY «OMmMeHa».
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3.2.3 MeHto «[Nonb3oBaresnibCknili nHTepdenc»

3.2.3.1 TlogmeHto «Knasuium»

Cete  IP-tenedronma QIGHIEGESIED IR CERTN G U Cuctema  MoHuTOpHHT

HacTtpolika knaeuil

ZK¥paH v WecTopus v i ™\
ZK¥paH v ¥YoaneHHaAa Ten ¥ [a:n) oD
&
JKpaH v NMokaneHele Kot ¥
v [azan] liED)
2¥paH v IeHio v
fencTene He BuiSp: ¥

fencTene He BuiSp: ¥

fencTene He BuiSp: ¥

ARESYHT v ArEayHT 1 v

ARESYHT v AkEayHT 2 v

OedcTene He BoISp: ¥

OedcTene He BoISp: ¥

OedcTene He BoISp: ¥

OedcTene He BoISp: ¥

MeperniounT axka ¥

MepekniunTs aka ¥

OedcTEME He BLISP: ¥

o000 B eBe R f

Ha paHHO BKnaake BblbMpatoTcsi AeiCTBMS KOTOPbIE NMPOUCXOANAT NPU HaxaTun knaeui. HacTpoiku
BbIMO/IHEHBI B BUAE TabnuLbl, CO CNEAYOLLMMMN CTONBLAMM:

1. KnaBuwa
2. [eicTtBre — BbIGOP AENCTBUSA, KOTOPOE OyAeT BbINMO/IHEHO NPY HaXKaTUX Ha Knasuwly. [OCTYMNHbI
cnepytouime BapnaHTbl:

a.
b.

[OENCTBME HEe BbIOPAHO — HaxXkaTue Ha KnaBully He ByaeT obpabaTtbiBaTbCs,

9KpaH — Npu HaxXXaTumn Ha KnaBuLly 6yaeT OTKPbLIT 3KpaH, BbIOpaHHbIA B ONOHUTENbHbIX
napameTpax;

BbI30B — MPW HaXXaTuu Ha KnasuLly 6yAeT NPOM3BEAEH BbI30B HAa HOMEP, BbIOPaHHbIN B
[OOMOMTHUTENbHbIX NapamMeTpax;

NepPeKIYNTb akkayHT — CMEeHa akkayHTa no yMOYaHuIo;

BLF — Ha3Ha4aeTcsa Ha KnaBULLIM C BCTPOEHHbIM CBETOANOAHBIM MHAMKATOPOM. CBETOANOAHbIN
NHAMKATOP OTOOpaKaeTcs COCTOAHME ab0OHEHTA, yKa3aHHOIO B AOMNOHUTENIbHbIX HACTPOWKaX.
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Haxkatne knaBuuun NHNLUWNPYET BbI30B B pPeXNMeE OXUgaHnA. AB PeXnm pasroBopa nepesognT
BbI30B Ha yKa3aHHOro aboHeHTa.
MeTKka — MeTKa KiaBuLLW, KoTopas OTOﬁpa)KaeTCFI pAOooOM Ha 3KpaHe.
,U,OI'IOJ‘IHI/ITel'IbeIe napameTpbl — Bbl60p AO0NO/THUTENTIbHOIo NapameTpa Ansa ,qeﬁCTBMﬂ KnaBuLiun (0I‘ILI,I/IF|
3aBUCUT OT Bbl6paHHOr0 ,qeﬁCTBMFI).

pw

[ © [ns pabotbl oyHKUMK BLF HE06X0AMMO yKas3aTh cepBep NOAMICOK B HACTPOKaxX Sip-akkayHTa. ’

[ © TMogmeHo «<Knasuwmn» JOCTYNHO TOMLKO An1s ycTpoiicTs VP-15 n VP-15P. ’

© A BcTynneHus B cuiy HOBOW KOH(DUIypaLmn 1 3aHECEHNS HACTPOEK B SHEPTOHE3aBUCHMYIO NamATh
HaXKMUTE KHOMNKY «[TpuMeHUMb». [N OTMEHbI UIBMEHEHUIA HXKMUTE KHOMNKY «OmmeHax.
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3.2.3.2 TogmeHto «<Menogmm»

B nogmeHto «<Menogum» MOXHO 3arpy3uTb ayanodaiin n ycTaHOBUTb €ro Kak MesioAuto BbizoBa. MOXHO
3a/aBaTb pasHble MefoAnM Bbl30Ba A/151 Pa3HbIX akKayHTOB.

Cetb IP-tenecoHms RILLEELEENCH NSO ER LISl Cuctema  MoOHMTOPMHT

ynpasneHMe MenocgnAamMK Bbl30Ba

3arpysuTe dann Menocguu BriGepuTe thain ®ain He BrIGpaH

WcnonbsyeTca 0% M3 AOCTYNHOMO NpocTpaHcTea ana menoauid (0 KoainT of 384 KGanT)

Menoauun

HazBaHue AKKaYHT 1 AKKayHT 2 Pazmep OencTenA
default_ringtone.wav @ @ 20.0 KGanT (20 513 GaiT) [

¥OanuTh

[aHHyI0 BKNAaAKy YC/IOBHO MOXHO Pa3fennTb Ha TPU YacTu:

* B10K 3arpy3Kku Menoaum;

* VHAMKaTOp 3aHSATOro MPOCTPAHCTBA HA HAKOMMUTENN 1 06LLIMIA pasMep NPOCTPaHCTBA Ha HaKonuTerne,
npeaHasHaYeHHOro AN XpaHeHusl Menoauii Bol3oBa;

* CMUCOK 3arpy>eHHbIX Menoauii.

® Mepep 3aN1Cbi0 HA HAKOMUTESTb MENOANM CXUMAIOTCS U B UHAMKATOPE 3aHATOr0 NPOCTPaHCTBa
oToGpaxaeTcs pasMep CXKaToro apxusa BCex Mesiofuii.

Cn1COK 3arpyXeHHbIX MefioAuii BbINONHEH B BUAEe Tab/uLbl, CO CeayoWyMn CToN6Lamu:

+ HaseaHue — nms dpainna menoguu;

+ AKKayHT 1 — Ha3HayeHne Menoaun Ha NepBbIi akKayHT,;

+ AKKayHT 2 — Ha3Ha4yeHne Menoann Ha BTOPOW akKayHT,;

+ Pasmep — pasmep Hecxaroro gainna;

+ [eicTBuA — KNasuLLa BOCNpon3BegeHe Meogun / ocTaHoBKa BOCnpou3seneHus. MNMpu HaxaTnm Ha
Knaeuwy menoamsa 6yaet npovrpaHa ycTpOCTBOM.

® Ecnm HeobxoaMMO yaauTb OAHY UM HECKOTLKO MeNoAUii, TO HE0BXOAMMO OTMETUTL UX (RNTAKKOM B
NnepBoM CTON6LE TabNuubl U HaXKaTb Knasully «YaanuTb» Nog Tabnuuen.
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& [1ns Toro uTo6bl Menoas Bbi30oBa KOPPEKTHO BOCMPOM3BOAN/IACHE HA YCTPOICTBE, ee (paitn Jo/mxeH
YAOBNETBOPSATL CNeAyHLWNM YC/T0BUAM:
* YactoTta guckpetmnsauymm — 8000 Iy
+ Konuuectso kaHanoB — 1 (MoHo);
+ PaspsagHocTb — 8 bur;
+ Kogek — A-Law.

NHCTpyKuMs No noaroToBke chaiina menoamv npuBeaeHa B NpUIoXKeHun MNoarotoska chaiina Menogmnm
BbI30Ba.

3.2.3.3 TlogmeHto «YBegOMAEHUS»

B noMeHI0 «YBEAOM/EHNS» MOXHO BbIK/TOUNTb UM BK/THOUMTL ONpPe/ie/ieHHbIe BCM/bIBalOLLE YBEAOM/IEHMS
Ha aKpaHe yCTpoiicTBa.

Cetb  IP-tenedonna QGLERLEEVCHINSOURT GG S Cuctema MoHUTOpUMHE

KnasuLum Menoguu YBeaoMneHun IPOMKOCTB

YnpaeneHue yBeaoMIeHNUAMN

YBEAOMNATL O NPONYLLEHHBIX BbI30BAX
YBEAOMMAATL 0 NEpeagpecoBaHHbIX Bbl30BaxX

YBEAOMMATE O HENPOYWUTAHHBIX TEKCTOBLIX
CO0OLLEHHAX

VBENOMNATE 0 HEeNPOCTYLWAHHLX ronocossx [
CO0DLLEHHAX

* YBedoM/isimb O MPOnyWeHHbIX BbI308ax — NPW YCTAHOB/IEHHOW ONUMK Ha 3KpaHe ByaeT 0To6paxaTbCs
yBE[IOM/IEHUS O NPOMNYLLEHHbIX BbI30BaX;

* YBedomsisimb 0 repeadpecosaHHbIX BbI308axX — NPW YCTAHOBMEHHO ONUMM Ha aKpaHe GyaeT
0TOGpaXaTbCs YBEOM/IEHNS O NepeapecoBaHHbIX BbI30BaX;

* YBeAoM/isimb O HEMPOYUMAHHbIX MEKCMOBbIX COOOWEHUSIX — NPW YCTAHOBMEHHO oMLK Ha 3KpaHe
OyAeT oToGpaxaTbCs YBEAOM/IEHNS O HEMPOYMTAHHBLIX TEKCTOBbIX COOOLLEHMSIX;

* YBeAoM/isimb O HEMPOC/IyWaHHbIX 20/10COBbIX COOOWEHUSIX — NPW YCTAaHOB/IEHHO OMNUUM Ha 3KpaHe
6yAeT oTo6paxXaTbCs YBEAOM/IEHNS O HEMPOCYLIAHHbIX FO/T0COBbIX COOBLLEHUSIX.

3.2.3.4 TMogmeHto «POMKOCTb»

B nogMeHo «FPOMKOCTb» MOXHO HAaCTPOUTb FPOMKOCTb B pPa3/inyHbIX pexnmMax paboTbl YCTPOACTBA.
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Cete IP-tenechoHun ILLEELEEVED NG UTRIG Gl W CucTeMa MoHUTOpPUMHE
Knaeuwm Menoguu YBEeqoMINEeHWA

HacTpoikn rpoMKkocTur

IPOMKaR CBA3L MUHUMYM

TPOMKOCTH 3BOHKA 5

TapHUTYpa 5

|

TenedoHHan Tpyoka a

* pomKasi cB85i3b — FPOMKOCTb MPW Pa3roBope no rpoOMKOi CBA3Y;

+ [poMKOCMb 380HKa — TPOMKOCTb MENOoANN BbI30Ba;

+ [apHUMypa — rpOMKOCTb NpW PasroBope Nno rapHUTYpE;

+ TeneghoHHasi mpy6ka — rpOMKOCTb MpY pa3roBope no Tened)oHHoN Tpyoke.

3.2.4 MeHto «Cnuctema»

B MeHIo «CucteMa» BbIMO/THATCSA HACTPOKN CUCTEMbI, BPEMEHW, OCTYNa K YCTPOACTBY MO pa3/nuHbIM
NPOTOKO/1aM, NPOU3BOAUTCS CMeHa Napossi 1 06HOBNEHVE NPOrPaMMHOI0 06ecneYeHns yCTpoiicTBa.

3.2.4.1 MNogmeHto «Bpemsa»

B nogMeHto «HacTpoiiku BpeMeHM» BbINOMHAETCSA HACTPOIika NPOTOKoNa cHXpoHusauum spemenn (NTP).

CeTk IP-TenedgoHHA m MOHWTOPHHT

SR [octyn OKypnan  Taporm  Ynpasnewuwe kondurypaupert  Obroenenwe MO TMepesarpyzka  AsTokoHdwrypupoeadue  MHTepdbeiic ynpaeneHus

CeptudukaTs JononHUTensHbIE HACTROWEK

HacTpoiku BpemeHu

Yacoeon noAc Moscow v

ABTOMATHYECKWA nepexod Ha netHes/
3WMHEeE BpeMA

Brniouute NTP &
Cepeep cuHXpoHM3aumy | pool.ntp.org -

WHTepdyeic Internet v

«on

+ Yacosoli nosic — No3BO/ISIET YCTAHOBWTb YacOBOIA NMOSIC B COOTBETCTBUM C GVKANLLIMM FTOpoAoM B
Ballem pernoHe 13 3ajaHHOro CrMCKa;
« ABmomamuyeckuli nepexod Ha 1emHee/3uMHee BpeMsi — Npu yCTaHOBIeHHOM dinare 6yaeT nepexopq,
Ha NeTHee/3VMHee BpeMsi BYAET BbINOMHATLCS aBTOMATUYECKU B 3ajaHHbIii NEPVO, BPEMEHN:
« [Mepexod Ha 1emHee BpeMsi — [ieHb, KOT[la BbIMO/HATL Nepexo/ Ha NIeTHee BpeMs;
« [Mepexod Ha 3uMHee BPeMsi — AeHb, KOTAa BbINOMHATL NEPEXOA, HA 3IMHEE BPeEMSI.
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CoBue spemeHu (MUH.) — NEPUO BPEMEHM B MUHYTAX, Ha KOTOPLINA BbINOHAETCS CABUT BPEMEHN;
Bkrroyums NTP — yctaHoBuUTE donar, ec/iv Heo6XxoANMO BK/THOUUTb CUHXPOHM3ALMI0 CUCTEMHOTO
BPEMEHM YCTpoiicTBa ¢ onpegeneHHoro cepeepa NTP;
Cepsep cuHxpoHu3ayuu — IP-agpec/aoOMeEHHOE UMS cepBepa CUMHXPOHU3aLMM BpEMEHN. Bo3MOXeH
py4YHOI1 BBOA, agpeca cepBepa Unm Bbloop 13 CNNCKa;
ViHmepgbelic — BbIGOP CeETEBOrO MHTEPAElica, MCNONb3YEMOro A/151 OTNPaBKX 3anpOCOB CUMHXPOHU3aLNN
NTP.

.ﬂ,ﬂﬂ BCTYynJieHNA B CUny HOBOA KOHqJI/IpraLl'I/IVI N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCUMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». ﬂ.ﬂﬂ OTMEHbI U3MEHEHUIA HaXXMUTE KHOMKY «OmmeHan».
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3.2.4.2 TlogmeHto «[ocTyn»

B noameHto «[locTyn» HacTpaMBaeTcs AOCTynN K YCTPOMCTBY nocpeacTBoM web-nHtepdoeiica n no
npotokonam Telnet n SSH.

Cete IP-Tenedponun [T MOHHTOPHHT

Bpems WGAVUM Kyprkan  Maporw Ynpaensdve kosdwrypsumen  OSvoenstme MO Mepessrpyska  Astosokdwrypuposarwe  Wemepdeiic ynpseneqma  Ceprwdmkamsl  [IONOMHMTENEHLIE HACTDORA

[opTwl focTyna
Mopr HTTP | &0
MopT HTTPS | 443
Mopr Telnet | 23

MopT55H | 22

Hoctyn Kycnyre "MHTepHeT"
Web # HTTP & HTTPS
Telnet

55H #

Hoctyn kycnyre "VolP"
Web HTTP HTTPS
Telnet

S5H

Hoctyn K ycnyre "MHTepdedc ynpaeneHma"
Web HTTP HTTPS
Telnet

35H

[ocTyn K 3anemeHTam MeHo

Vipaanerwe yeryram
Besponommon epcrpecau ¥

HacTpoiiin yeTpoficTes €D €D €D
YnpaEnEHHE YETpOE TEOM

o [IPHMEHHTE X OTmesa

3.2.4.2.1 TlopTkl gocTtyna

B gaHHOM pasgene BbInonHAeTca HacTporika TCP-nopToB 419 focTyna K yCTPOUCTBY No
npotokonam HTTP, HTTPS, Telnet, SSH.
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* lMopm HTTP — Homep nopTa gnsa goctyna kK WEB-uHTepdelicy yctpoictea no npotokony HTTP, no
ymonyaHuio — 80;
* Mopm HTTPS — Homep nopTa ansa goctyna Kk WEB-uHTepdoeiicy yctporictea no npotokony HTTPS
(HTTP Secure — 6e3onacHoe NoAKMtoYeHne), No ymonyaHuo — 443;
* [Mopm Telnet — HoMep NopTa A1a AocTyna K yCTPOMCTBY No npoTokony Telnet, no ymonyaxuio — 23;
* Mopm SSH — HOMep nopTa 418 A0CTyna K yCTPOMCTBY No NpoTokosy SSH, no ymonyaHuio — 22.

Mo npotokonam Telnet n SSH ocyLlecTBASETCS AOCTYN K KOMaHAHOK cTpoke (KoHcosb linux). Mms
nonb3oBaTtensa/naponb Asa NoAKAYeHns K koHconu: admin/password.

3.2.4.2.2 [ocTyn K ynpaBneHuto Yepes nHrepdeiic ycnyrm NHTepHet

[N nonyyeHust 4oCTyna K yCTpoiicTBy € MHTepdeiicoB ycnyrn VHTEPHET yCTaHOBMTE COOTBETCTBYHOLLME
paspeLLeHus:

Web

* HTTP — npw ycTaHOB/NIEHHOM (hriare paspeLueHo nogkaveHne Kk web-koHdurypaTopy ycTpoicTea no
npotokony HTTP (HeGe3onacHoe NoAKIUYEHNE);

* HTTPS — npu ycTaHOB/IEHHOM chfiare paspeLleHo noaxntoyeHne K web-koHdurypartopy ycrtpoictea no
npoTtokony HTTPS (6e3onacHoe NoaKtoueHmne).

Telnet — npoTokon, npeaHasHa4YeHHbI 415 opraHm3aunm ynpasneHnsi no cetu. NMo3BonseT yaasieHHo
MOAK/THUNTLCA K YCTPOMCTBY C KOMMNbOTEPA A1 HACTPONKM 1 ynpaBneHus. [Ans paspeleHns goctyna K
YCTPOWCTBY NO NpOTOKO/y Telnet ycTaHOBMTE COOTBETCTBYHOLLMIA dhniar.

SSH — 6e30nacHblii TPOTOKON yAaNeHHOro ynpasieHus ycTpoicteamu. B otnnune
ot Telnet npotokon SSH wudpyeT Becb Tpaduik, BKoYas nepegasaemMble naponu. [Ans paspeLleHus gocrtyna
K YCTPOWMCTBY No npoTokosly SSH ycTaHOBMTE COOTBETCTBYHOLWMIA donar.

3.2.4.2.3 [ocTyn K ynpasneHuto Yepes nHtepdeiic ycnyru VolP

B gaHHOM pasgene ocyLecTB/SIETCS HAcTpoiika AocTyna k uHtepdeiicy ycnyru VolP (nHTepdeiic

ycnyrv VolP HacTpamBaeTtcs Ha cTpaHuue IP-TenedpoHna — HacTpoiika ceTun) uepes web

(npotokonbl HTTP nnn HTTPS), a Takke no npotokonam Telnet n SSH. [ns paspelleHns goctyna no Kakomy-
60 13 yKasaHHbIX NPOTOKO/I0B YCTAHOBUTE COOTBETCTBYIOLLME hraru.

3.2.4.2.4 [octyn K ycnyre «/HTepdeiic ynpaBieHns»

Pasfnen no3BonsieT HaCTPOUTb AOCTYN A1 YpaB/ieHNs yCTPOCTBOM, UCMNO/b3YA

npotokonbl HTTP, HTTPS, Telnet n SSH. HacTpoiika uHtepcpeiica nponssoamTcs Ha cTpaHuue Cuctema

— VLAN ynpaBneHus. [1na paspeLleHnsa 4ocTyna no KakoMy-1Mb0 13 ykasaHHbIX NPOTOKO/I0B YCTAaHOBUTE
COOTBETCTBYHOLLME donaru.

© [na aBTOpM3aumm no npotokonam Telnet n SSH no ymonuaHuio 1CMNosb3yoTcs UMS No/b30BaTess
admin, naponb — password. [Tocne aBTopu3auumn cTaHeT AOCTYMHA KOHCO/b OnepaLMoHHO
cucTeMbl Linux ¢ BO3MOXXHOCTbIO MCMOMb30BaHUSI OCHOBHbIX KOMaH4, KOMaHAHOro
nHtepnpetaropa shell.

3.2.4.2.5 [ocTyn K a/1eMeHTaM MeHHo

B gaHHOM 6/10ke HaxoAaTCst TPU rPynMbl 3/IEMEHTOB, AOCTYN K KOTOPbIM MOXHO 3anpeTuTb A5 Nonb3oBaTessi.
Ecnun TOT UK MHOV 3NEMEHT yKasaH B CMMCKE, TO A0CTYN K HEMY pa3peLLeH.
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3anpeTuTb A0CTYN MOXHO, HaXKaB Ha KPECTUK CnpaBa OT Ha3BaHUS 3/IeMeHTa MeHH0 | cere X J . Ans Toro,

+
UTOGbI pa3peLlnTb A0CTYM A0 paHee 3anpeLLeHHOro 3/1IeMeHTa MeHH, HE06X0MMO HaXKaTb Ha KHOMKY n3
BbINaAaloLLEero Cnmcka BbiopaTb HEOOXOAUMbIN S/TIEMEHT.

[nsi TOro, 4To6bI AAMUHUCTPATOPY NOMYUYUTL AOCTYN KO BCEM 3/IEMEHTAM MEHI0, B TOM UMC/E U CKPbITbIM /151
no/ib30Batessi, He06XoANMO NEePEKTIUNTLCA B PEXUM aaMUHMUCTpaTopa. [ 3Toro B pasaerne MeHo «Bbibop
no/sib3oBatens» Bbl6epuTe NyHKT «AAMUHUCTPATOP» U BBEAWTE Naposib.

© [1ns gocTyna K CKPbITbIM 3/1EMEHTaM MEHIO UCMO/b3YETCS TOT Xe Naposib, YTo U 418 AocTyna K web-
NHTepdeicy.

© [na BCTynneHus B cuily HOBOW KOH(DUIYpaLIMK 1 3aHECEHNS HACTPOEK B SHEPTOHE3ABKCHMYHO NamAThb
HaXKMUTE KHOMNKY «[TpuMeHUMb». [Nsi OTMEHbI UIBMEHEHUIA HXKMUTE KHOMNKY «OmmeHax.
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3.2.4.3 TMoameHto «KypHasn»

MoameHo «KypHas» npegHasHayeHo A1 HACTPOVKM BbIBOAA PAa3HOro poja OT/1af04HbIX CO0OLLEeHNI
CUCTEMbI B LieNsiX 06HapyXeHus npuynH npobnem B paboTe ycTpoincTea. OTnafouHyo MHhopmaumo
BO3MOXHO MOMYyYUTb OT CNeayoLwmnx nporpaMMHbIX MOAy/eil yCTporcTBa:

* MeHeoxep menieghoHUU — oTBeYaeT 3a paboTty yHkuumi IP-TenedoHuy;

+ CucmeMHbIl MeHedxep — 0TBEYaeT 3a HAaCTPOIKY YCTPOMCTBA COr/lacHo hainy KoHdurypauuu;

* MeHedxep KoHthu2ypayuu — 0TBeYaeT 3a paboTy ¢ (haiiyioM KoH(Urypauum (4TeHre 1 3anuck B
KOHGUr-haiin n3 pasnmnyHbIX MICTOYHMKOB) U CO0P MHCYOPMAaLM MOHUTOPMHIA YCTPOICTBA;

* MeHeoxep uHmepgpelicos — oTBeYaeT 3a paboTy nHTepdeiicoB B3anMoAeNCcTBMA yCTPOICTBa C
nonb3oBatenem (Takux Kak KiaBuatypa, Ancnnei, cnnkepdoH, TenedoHHas Tpy6ka v T.4,).

Cete  IP-TtenechoHmn m MOHWTOPUHI

BpeMma Hoctyn HypHan Maponu YnpaBneHue KoHMry paumen OGHoenexune MO Mepesarpy3ka ABTOKOHPUIYy pUpoBaHne WHTEpMeRt ynpasnedna

CepTudukatel  [10MOMHUTENBHLIE HACTPOMKK

YKypHan Tened)oHumn

BbiBog #ypHana OTKMHO4EHD v
OwwmGrn
Mpegynpexaedna
CTnago4Han UHpopMaLuma
MHpopMaluuoHHble coobleHnA

YpOBEHE TPACCHMPOSKK SIP

>KypHan cucTeMHoro meHeaxepa

BbiBO4, #ypHana OTKMIOYEHD v
OLWMGKH
MpeaynpexneHusa
OTNano4Han MHPOPMaLKA

MHPOPMAUMOHHBIE COOGLIEHUA
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YKypHan meHemkepa KoHcurypaumn

BbiBOL, *ypHana

OWKOKK

MpenynpexaeHia

OTNanoyHan MHPOPMALMA

WMHopMaLMOHHEIE COOBLLEHHA

OTENOYEHD

YKypHan meHemxepa nHTepdeicos

BbiBOL, *ypHana

OwwHBku
MpenynpexaeHia
OTNanoyHan MHPOPMALMA

WMHopMaLMOHHEIE COOBLLEHHA

HacTpolika Syslog
BKIMHOYUTE
Pexum
Apnpec Syslog-cepsepa

MopT Syslog-cepeepa

OTENOYEHD

3.2.4.3.1 XXypHan TenedoHum

* BbIB0OO XypHa/sia — Hanpas/eHne BbiBOAa COOOLLEHNIA XypHana:
OMK/IO4YEHO — XXYPHaUT OTK/THOYEH;
Syslog — coobLeHns BbIBOAATCA MO NPOTOKO/Y Syslog Ha yaaneHHbIl cepBep MO0 B /IOKasIbHbIN
thaiin (HacTpoiika NPOTOKOMA OCYLLECTBSIETCS HUXKE);

KoHcosb — coo6LLEHUSI BLIBOASITCS B KOHCO/b YCTPOICTBA (HEO6X04MMO NOAKMOUEHME Yepes

nepexoaHuk COM-nopta);

Telnet — coobueHmns BbIBOAATCS B telnet-ceccuto; Ans 3Toro cHavyasia Heo6XoANMMO CO3aTb
NnoAK/IYeHne No nNpoTokony telnet.
* Owubku — yctaHoBuTe donar, ec/iv Heo6xXoAMMO BbIBOAUTL CO0OOLEHUA Trna «OLWmnoKm;
+ [NpedynpexdeHusi — ycTaHoBUTe donar, ec/im He06Xo0ANMO BbIBOAMTL COOOLLEHUA TUNa
«[pegynpexaeHus»;
* OmsnadoyHas uHghopmayusi — yctaHoBuTe hnar, ecnm Heobxo4MMo BbIBOAUTL OTNaL0UHbIE COOBLLEHNS;
* VIHthopmayUuoHHbIe cOObUWeHUs1 — yCcTaHOBUTe dpnar, ecnm Heobxo4MMO BbIBOAUTL MHGOPMALMOHHbIE
Coo0LEeHNS;
* YposeHb mpaccuposku SIP — 3a0aéT ypoBeHb BbiBOAA CO06LLEHNI cTeka SIP-meHemkepa TenedoHny,

3.2.4.3.2 XKypHas cucTeMHOro MeHempkKepa, MeHemKepa KoHdurypauum, MeHempkepa nHtepgericos

* BbIB0OO XypHa/sia — Hanpas/ieHNe BbIBOAA COOOLLEHWI XypHana:
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* OMK/IOYEHO — XYpPHaUT OTK/TIOYEH;
+ Syslog — coob6LLeHNs BbIBOAATCA NO NPOTOKOY Syslog Ha yaaneHHbI cepeep MO0 B NTOKa/TIbHBIN
thaiin (HacTpoiika NPOTOKOA OCYLLECTBSIETCS HUXKE);
* KoHco/1b — COOBLEHNSA BbIBOAATCA B KOHCO/b YCTPOICTBA (HEO6XOAMMO NOAKMOUEHME Yepes
nepexogHuk COM-nopTa);
+ Telnet — coobuweHuns BbIBOAATCA B telnet-ceccuto; 418 3T0ro cHavyana Heobxo4MMO co3faTb
NoAK/IYeHMe No NpoTokony telnet.
* OwubKu — ycTtaHoBUTe hpnar, ecnu HeobXoA4MMO BbIBOAUTL COOOLLEHNSA TUMA «OLLNGKNY;
+ lNpedynpexdeHusi — ycTaHoBUTe donar, ec/iv He06Xo0ANMO BbIBOAUTL COOOLLEHUA TUNA
«[pedynpexxoeHus»;
+ OmnadoyHast uHghopmayusi — yctaHoBuTe coiar, ecim Heo6Xo4NMMO BbIBOAUTL OT/1af04HbIE COOBLLEHNS;
* VIHhopmayUuoHHbIe cO0bWEeHUsT — yCcTaHoBUTe hnar, ec/im Heo6Xo0AMMO BbIBOAUTL MHDOPMALMOHHbIE
COOOGLLEHNS.

3.2.4.3.3 HacTpoiika Syslog

Ecnun xoTs 6bl 0AMH 13 XypHanoB (MeHemkepa TenedoHmn, CUCTEMHOIO MeHeIKepa UM MeHeaxepa
KOHdhUrypaumm) HacTpoeH ans BbiBoga B Syslog, Heo6xoanmo BKIOUNTL Syslog-areHTa, KoTopsblit 6yaeT
nepexeaTtbiBaTb OT/1af04HbIE COOBLLEHNSA OT COOTBETCTBYHOLLIETO MEHEMKEPA 1 OTNPaBIATbL UX NGO Ha
yAa/IEHHbI cepBep, MM60 CoXpaHsTb B /IOKa/bHbIN daiin B hopmare Syslog.

* Bksiro4umb — npu ycTaHoB/IEHHOM dhnare 3anyLleH Syslog-areHT;
+ Pexxum — pexum paboTbl Syslog-areHTa:
+ Cepsep — NHhopMaLs XXypHasIoB OTNPaBSETCS Ha yaaneHHblli Syslog-cepsep (3TOT pexum
Ha3blBAETCA «yfasIEHHbIN XypHa»);
* Jloka/ibHbIl ¢hali/l — HPOPMaLMS XXYPHaUT0B COXPaHSAETCA B /IOKa/IbHOM haiine;
« Cepsep u ¢halin — nHgopmauus XXypHasioB OTnpaBnseTcsa Ha yaaneHHblin Syslog-cepsep u
COXpaHsieTcs B JIOKaIbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnu gomeHHoe nmvs Syslog-cepepa (HE06X0ANMO AN pexmma
«CepBep»);
+ Mopm Syslog-cepsepa — NopT A5 BXoAsAWwmx coobLeHmnii Syslog-cepeepa (no ymonyanuto 514,
HeobXxoaumMo Ansa pexuma «Cepaep»);
* Vmsi ghalina — vims chaiina ansa xpaHeHus xypHana B popmarte Syslog (Heo6xoaumo ans pexmma
«Paiin»);
* Pasmep ¢palina, Kb — makcuMasbHbIi pasmep goaiina xypHana (Heo6xoaumMo Ans pexuma «daiiny).

© /s BcTynnieHuns B CUy HOBOW KOHGIMIYpaLMy 1 3aHECEHNUSA HACTPOEK B 9HEPTOHE3aBUCUMYIO NaMATh
HaXXMUTE KHOMNKY «[TpuMeHUMb». ONs OTMEHbl U3MEHEHUH HXXMUTE KHONKY «OmMeHay.

3.2.4.4 TMopameHto «Maponu»

B noameHto «Maponu» ycTaHaBIMBaTCA Naposv AOCTyna agMUHUCTPATOPA, HENPUBUIETMPOBAHHOTO
nonb3oBatens u Habnwaarens.

YcTaHOBMEHHbIE NAapPOV UCMONL3YTCA A1 AOCTyNa K YCTPOCTBY Yepe3 web-nHTepdpeiic, a Takke no
npotokony Telnet.

Mpwu BXoae yepe3 web-nHTepdgelic agMmuHucTpatop (naposb No ymonyaHuio: password) MMeeT NosiHbli AoCTyn
K YCTPOWCTBY: YTEHME N 3aMUCb JI0ObIX HACTPOEK, MOJTHbIA MOHUTOPUHT COCTOSIHUSA YCTPONCTBA.

@ oruH agmuHmucTpatopa: admin
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CeTb  IP-TenedoHMA m MOHUTOPMHT

Bpema  [octyn  ypnan [REEWGGTE  Ynpaenesue koHdurypauwent  Obhoenenwe MO TMepezarpyaka

[ononkuTensHLIE HACTPOKK

Mapone agMuHucTpaTopa (admin)
Mapone

MogTeepwaeHe

AstoroHurypuposanne  Wutepdbeic ynpaenenna  Ceptudmears

* [Maposb adOMuHUCMpamopa — B COOTBETCTBYOLLME N0/ BBEAMUTE Naposb agMUHUCTpaTopa 1
noaTBepAuTE €ro;

© [1ns BcTynneHns B CUy HOBO KOHADUIypaLmmn U 3aHECEHNS HACTPOEK B 3HEPrOHE3aBNUCUMYHO NaMsaThb
HaXXMUTE KHOMKY «[TpuMeHUMb». N5 OTMEHbl U3MEHEHWI HAXXMUTE KHOMNKY « OmmMeHan.
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3.2.4.5 NMoameHo «YnpaseHne KoHdurypaumne»

B nogmeHto «YnpasneHne KoHurypawumen» BbINO/THAETCS COXpaHeHne 1 06HOBEHME TeKyLL e
KOHUrypaumm.

CeTe IP-TenedpoHMA m MOHUTOPMHT

Bpema  Hoctyn  #yphan  [laponw QUGN ERVROGEN TGN OdHoenenve MO MNepesarpyaka  AeTokondwrypuposadwe  Mutepdbefic ynpaenedma  Ceptudmkatsl

OononHuTenteHele HACTPORKK

dainbl KoHUrypaymmn

Mony4nT apxuBe KOH(UMYPALMK C * Crauats
yeTpocTEa
3arpyanTh apXME KOHCUIypaLyun Ha Briepure daiin | D3N He BuiGpan
. | EEREPITE gaalihi |
VCTPOWCTED
& 3arpyaums

CBpot Ha 33BcAckHe HACTDORKM * Cbpoc

3.2.4.5.1 TonyyeHue KOHurypauum

UTo6bl COXpaHWUTb TEKYLLYI KOHUIypaLMo YCTPONCTBA HA JTOKa/TbHbIV KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKavaTb».

3.2.4.5.2 OG6HOBNEHME KOHpUTrypaLmm

[na o6HOBNEHMSA KOHUIypauumn yCTPOMCTBA HaXKMUTE KHOMKY «BblbepuTe halin» B CTpoke «3agpy3ums apxus
KOHGhbu2ypayuu Ha ycmpolcmao», ykaxute gpaiin (B coopmarte .tar.gz) v HaXMUTE KHOMKY «3arpy3nTb».
3arpyxeHHas KoHdurypauusa npumMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoincTsa.

3.2.4.5.3 C6poC K 3aBOACKMM HacTpoiikam

[na cépoca ycTpoicTBa K HacTporikam Nno yMONYaHUI0 HaXXMUTE KHOMKY «Copoc».

© Npu cbpoce KoHUrypauum 6yayT Takke COPOLLEHbI:
* KOHTaKTbl
* UCTOPWSA BbI3OBOB
* TEKCTOBbIE COOOLLEHUS
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3.2.4.6 ToameHto «O6HoBeHME MNO»

MoameHto «O6HoBMeHNe MNO» NnpefHa3HavYeHo A1 06HOB/IEHNS yNpasnsaoLLeli MUKPONporpamMmmbl YCTPOUCTBA.

CeTe  IP-TenecpoHUA m MOHUTOPUMHT

Bpema  foctyn  Aypwan  [Maponw  Ynpaenenue kondurypaywen EROTLWENEENEIRON [lepesarpyaka  AstokoHdwmrypuposadwe  MHTepdedic ynpaenennma  CepTudvkatel

[ononHUTENsHEIE HACTROMEW

OBHoeneHve nporpammHoro obecnedeHns

AxTueHaA sepckA MO 1.5.E-.13;1.

Pezepenan eepena N0 1.5.0.127

Obroenerusa 10 marowe docmynnel no adpecy: hitp-Veltex-co.ru/support/downloads’

Daiin obHoanenua MO BriGepute dpaiin | Paiin He BxiBpan

+ AkKmusHasi sepcusi 10 — Bepcusi NporpammMHoro obecneyeHuns, ycTaHOB/IEHHOTO Ha YCTPOWCTBE;

* [posepumb 06HOB/IEHUST — KHOMKA /15 NPOBEPKY NOc/efHeln Bepcumn nporpaMMHoro obecrneyexus. C
NMOMOLLbIO 3TOM (PYHKUMM Bbl MOXeETEe O6bICTPO NPOBEPUTL HANIMYME HOBOM BEPCUM MPOrpaMMHOro
obecrneyeHns 1 B crilydae HeobXxoAMMOCTU BbINO/THUTL €r0 OOHOB/IEHNE;

* PesepsHasi sepcusi [10 — Bepcusa NPOrpaMMHOro obecneyeHmns, yCTaHOB/IEHHOIO Ha YCTPOWCTBE, Ha
KOTOPY0 MOXHO NepenTn B cnyvae Nnpobsaem ¢ akTuBHoON Bepcueit MNO;

+ Cdennamb akmusHOU — KHOMKa, NO3BONALLANA cAenaTb pe3epsHyto Bepcuio MO akTUBHOW, 4151 3TOT0
notpebyeTca nepesarpyska yctporctea. AKTuBHan sepcus MO B 3TOM ciyyae CTaHeT pe3epBHOIA.

© 19 paboThbl PYHKLMM NPOBEPKM OBHOB/IEHNS HEOBXOAUMO Ha/lMumne BbiIX0Aa B MIHTEpPHET.

O6HOBUTL NporpaMmMHoe obecneyeHne yCTPONCTBa MOXHO Takke BPYUYHYI0, peABapuTesibHO 3arpy3us daiin
MO c caita http://eltex-co.ru/support/downloads/ n coxpaHuB ero Ha kKomnbloTepe. 18 3TOro HaXkMuTe
KHOMKY «BbibepuTe thainn» B none dadls1 o6HosneHus 10 v yKaxnTe NyTb K halinly ynpasnstoLeli nporpammbl
B (hopmare .tar.gz.

[ns 3anycka npoliecca 06HOBMEHNSI HEOGX0AMMO HaxkaTb KHOMKY «3arpy3uTb dpaiin». Mpouecc 06HOBNEHNS
3aiiMeT HecKo/IbKo MUHYT (0 ero TekyLeM cTaTyce OyAeT yKasaHOo Ha CTpaHuLE), Noc/sie Yero yCTPOoCTBO
aBTOMATUYECKN NnepesarpysuTcs.

© He oTkntovaiiTe nUTaHMe yCTPOIICTBA, HE BbINOJHANTE ero nepesarpysky B npoecce o6HoneHus Mo.
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3.2.4.7 TlogmeHto «[Nepesarpy3ka»

PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

B nogmeHto «lMepe3arpy3ka» BbINO/HAETCA nepesanyck yCTPoicTaa.

Bpema  docTyn

CeTe  IP-TenedhoHus m MOHWTOPMHI

Hypuan  Tlaponw  Ynpaenewue koHdwrypauwedt  Ofkoenenne M0 ERIEREEEGCETM  AsToxoHdurypuposanne  MHtepdbesic ynpaenesns  CepTudumeats

J,DI'ICJ'IH-I TeNbHLIE HACTPOWKM

lNepesarpyska ycTponcTea

2 MNepezarpyzka

[nsi nepesarpy3ku yCTpoiicTBa HaXMKTE Ha KHOMKY «[epesarpy3nTb». [pouecc nepesarpyski ycTpoictea
3aHVMaeT NPMMEPHO T MUHYTY.

3.2.4.8 TlogMeHIo «ABTOKOHOUTYpupoBaHue»

B noameHto «ABTOKOHGIUIYpMpOBaHNE» BbINOMHAETCS HacTpoka anroputma DHCP-
based autoprovisioning (aBTokoHbUryprpoBaHue Ha ocHoBe npoTokona DHCP) n npoTtokona aBToMaTu4yeckoro
KOHpurypupoaHusi aboHeHTCKMX ycTpolictB TR-069.

CepTudmraTsl

CeTb IP-TenedoHMWA m MOHMTOPHHT

Bpema  Joctyn  Mypwan  Maporm  Ynpaenenue komdurypaumen  OBHoenenne MO Tepeszarpyaka  AGEGEGELTIGE=TT0  |HTepthelic ynpaeneHns

NononHUTENEHEIE HACTRORKA

OBwme HacTpolkmn

MpHopMTET NapaMeTpoE U2

AsToMaTtudeckoe oOHOBNEHWE
Kondpmrypauyms

AETOMATHYEC KOe ODHOENEHUE

Daiin koHdurypauuu

WMHTepEan obHOBNEHWA KoHdMrypaLm, ©
MporpammHoe obecneyexune

ApToMaTHYEC KDe OOHOBNEHUE
Maiin NO

WMHTepean obrosnenwa M0, ¢

DHCP options r

MO n keHdbUrypaumm

Mepuoguueckn A

(tftp(http):/download server loc/config_file cfg)

MNepuonuueckd v

(tftp(http):idownload server locfirmware file)

* [Mpuopumem napamempos U3 — AAHHbIN NapaMeTp onpenenseT, 0TkyAa Heo6XoaNUMOo B3ATb Ha3BaHUA U
pacnosoxeHue anioB KOHUrypauumn n nporpammMHoro obecneyeHns:
+ Static settings — nyTu K dhainnam KoHdurypauum n nporpammMHoOro obecneyeHnss onpesenaTcs
COOTBETCTBEHHO M3 NnapamMeTpoB «dain KoHdurypauumn» n «dain Moy;
+ DHCP options — nyTu K dpaiinam KoHdurypauum n nporpammMHOro obecneyeHunst onpeaensatTcsa us
DHCP onuuii 43, 66 1 67 (a5 3TOoro Heo6XoAUMO ANA YCnyrn VIHTepHET BbiGpaTb NPOTOKO/

DHCP).

Moapo6Hoe onucaHne anropuTMOB paboThl ONMUCAHO B pasaesne [oMeH0 «/IHTEPHET».
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3.2.4.8.1 ABTOKOHpurypmpoBaHue Ha ocHoBe npoTtokosia DHCP

* Vivs nonb3osamesid FTP — ncnonb3yetca ana astopusauny Ha FTP cepsepe npwu 3arpy3ku
KoHurypauum nnv No;
* lMaposb FTP — ncnonb3yetca Ana astopmnsaumm Ha FTP cepsepe npwu 3arpysku koHdurypaumm nav Mo.

3.2.4.8.1.1 KoHdumrypaums

+ ABmomamuyeckoe 0bHos/ieHUe — [N 06HOBNEHUA KoHurypaumm u MO oTAenbHO MOXHO 3a4aTb OA4WH
N3 HECKOJIbKMX PEXMMOB OOHOB/EHNS:

* BbIk/1t04EHO — aBTOMaTMyYeckoe 06HOB/IEHNE KOHGUTypaLumn nav nporpammHoro obecneyeHus
YCTPOICTBA OTK/HOUEHO;

* [Nepuoduyecku — aBTOOOHOB/IEHNE KOHIUTYpaLMK UM NPOTPaMMHOr0 o6ecneyeHnst ycTpoiicTea
6yeT Npon3BOAMTCA Yepes 3afaHHbIi NPOMEXYTOK BPEMEHU;

* [o pacnucaHuto — aBTOOOGHOBNEHME KOHpUIypaLmm uimn nporpaMMHOro obecneyeHms ycTponcTea
6yneT Npon3BOAMTCA B 3a[laHHOE BPEMS, B yKa3aHHble AHW Heaenw.

* dalin koHbuaypayuu — NOMHbIA NyTb K dpaliny koHdurypauumn — 3agaetca B coopmate URL (Ha faHHbIi
MOMEHT BO3MOXHa 3arpy3ka dhaiina koHdurypaumm no npotokonam TFTP n HTTP):

« tftp://<server address>/<full path to cfg file>;

* http://<server address>/<full path to cfg file>;

« ftp://<server address>/<full path to cfg file>;

* rpe <server address> — agpec HTTP-, TFTP- unu FTP-cepBepa (goMeHHoe nms unu IPv4),
<full path to cfg file> — nonHbI NyTb K chaitny KOHUrypauun Ha cepBepe;

* VIHmepBas 06HOB/IEHUST KOHGbU2ypayuu, C — NPOMEXYTOK BPEMEHN B CEKYHAAX, Yepe3 KOTOPbIl
ocyLLecTBNseTCA nepmognyeckoe o6HOBNEHNE KOHUTypaLmMmn yCTpoNCcTBa; BbIGOp 3HaYeHns 0 o3Havaet
OHOKpaTHOe 06HOBMEHNE TOMbKO cpasy Moc/ie 3arpy3ku yCTPonCTBa;

* Bpemsi 06Hos/1eHUs halisia KoHuzypayuu — BpeMs B 24-yacoBom dpopmaTe, B KOTopoe 6yaet
NPOU3BOANTCA aBTOOOHOB/IEHNE KOHbUrypaumu;

* [JHU 06HOB/IEHUST KOHGbU2Ypayuu — OHW Hefenu, B KOTopble B 3afaHHoe BpeMs byaeT Npon3BOAUTLCA
aBTOOOHOB/IEHNE KOHIUTYpauun.

3.2.4.8.1.2 TlporpammHoe obecneyeHune

+ ABmomamuyeckoe 0bHos/ieHUe — [N 06HOBNEHUA KoHurypauum u MO oTAenbHO MOXHO 3a4aTb OA4MH
N3 HECKOJ/TbKMX PEXMMOB 0O6HOBNEHNS:

* BbIK/Il04EHO — aBTOMaTN4Yeckoe 06HOBNEHME KOHpMrypaLmMm uam nporpaMMHoro obecneyeHms
YCTPOICTBA OTK/HOUEHO;

* [Nepuoduyecku — aBTOOOHOB/IEHNE KOHIUTYpaLMW UM NPOTPaMMHOr0 o6ecneyeHnst ycTpoiicTea
6yAeT Npomn3BOANTCS Yepes 3afaHHbI NPOMEXYTOK BPEMEHW;

* [o pacnucaHuto — aBTOOOGHOBNEHME KOHpUIypaLmm uin nporpaMMHOro obecneyeHms ycTponcTea
6yAeT Npon3BOANTCS B 3a4aHHOE BPEMS, B YKa3aHHbIe AHW Hedenu.

* ®alin MO — nonHblii NyTh K chaiiy nporpaMmMHoro obecneyeHnst — 3agaétcs B popmate URL (Ha
[laHHbIA MOMEHT BO3MOXHa 3arpy3ka cpaiina MO no npotokonam TFTP n HTTP):
« tftp://<server address>/<full path to firmware file>;
* http://<server address>/<full path to firmware file>;
« ftp://<server address>/<full path to firmware file>;
* rpe <server address> — agpec HTTP-, TFTP- unu FTP-cepBepa (goMeHHoe nms unu IPv4),
<full path to firmware file> — nonHbIit NyTb K dpaiiny MO Ha cepBepe.

* MIHmepBas1 06Hos/1eHUs 10, ¢ — NPOMEXYTOK BPEMEHN B CEKYHAAX, Yepes3 KOTOPbIN OCyLLeCTBISETCA
nepuoamyeckoe 06HOB/IEHNE NPOrpamMMHOro obecneyeHns yCTponcTea; BblI6op 3HavyeHns 0 o3HavaeT
OHOKpaTHOe 06HOB/EHNE TOMBKO cpasy Moc/ie 3arpy3ku yCTPonCTBa;

* Bpemsi 06Hos/1eHus 10 — Bpems B 24-4acoBOM (popmare, B KOTOpoe 6yAeT Npov3BOAUTCA
aBTOOOHOB/IEHNE NMPOrpamMMHOro obecrneyvyeHus;
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. ,ﬂHU 06HoBseHus N0 — OHW Hedesnn, B KOTOpble B 3aaHHOE BpeMs 6y,u,eT npon3BognTbCA
aBTOOOHOBNEHME nporpaMmmMmHoro obecrneyeHus.

[JeTtanbHoe onvncaHve asroputma aBToMaTtnyeckoro 06HoBeHNA Ha ocHoBe npoTtokona DHCP cmoTpuTe B
NPWIOXeHUN ANTOpUTM paboTbl aBTOMaTUYECKOTO 06HOB/IEHMSA YCTPONCTBA HA OCHOBE npoTokosia DHCP.

3.2.4.8.2 ABTOKOHpurypmposaHue rno npotokony TR-069

Mo npotokosny TR-069 BO3MOXHO NPOM3BECTU NOMTHOE KOHPUIYpPUpPOBaHMe YCTPOCTBa, 0GHOBNEHNE
nporpaMmMHOro o6ecneyeHus], YTeHre nHopmauum o6 yctpolicte (Bepcus MO, Moaens, CepuiiHbli HOMep 1
T.41), 3arpy3Ky 1 BbIrpy3Ky Lienoro dpaiina KoHurypaumu, yaaneHHyo nepesarpysky ycTpoicTea.

AsToKOHGUrypupoBaHue no npotokony TR-069
Obuwme
BrntounTs knuenta TR-069 &
WHTepdeic Internet v
Agpec cepeepa ACS | hitp:/fupdate local: 9595/
BrMiounTE Nepuoguueckui onpoe ¥

Mepwoa onpoca, © &0
Janpoc coeguHennA c ACS

MmA nonbaoeatens acs

Mapone
3anpoc coeOMHEHHA C KNHEHTOM

WA nonb3oearens | admin
Mapone
Hactpoiku NAT
Pestang NAT STUN v
Agpec STUN-cepeepa | stun.local
Mopt STUN-cepeepa | 3478
MuHUMAaNEHEIR Nepuog, onpoca, ¢ 30

MakcuMansHEIR Neprog onpoca, © &0

K o

3.2.4.8.2.1 O6wpue

* Bkmoyums kiueHma TR -069 — npu ycTaHOBNEHHOM (h/iare paspelleHa pabota BCTPOEHHOIO KneHTa
npotokosna TR-069;

* MiHmepdgelic — BbIGOP NHTEpdeiica ans padoTel No npotokony TR-069. Ecnu Ha ycTpolicTBe BK/IOYEH
nHtepdpeinc VLAN ynpassieHusi, To faHHan VLAN aBTomatmnyecku 6yet ucnosb3oBarbes A/18 paboTbl N0
npotokony TR-069. HacTpolika Bbibopa nHTepgeica byaet 3ab/10kMpoBaHa;

+ Adpec cepsepa ACS — agpec cepBepa aBTOKOH(pMrypmpoBaHus. Agpec Heobxoanmo BBOAUTL B
dopmare http://<address>:<port> nnu https://<address>:<port> (<address> — IP-agpec nnv gomeHHoe
nvs ACS-cepsepa, <port> — nopt cepsepa ACS, no ymonuyaHuto nopt 80). Bo BTOpoM criyyae KMeHT
6yaeT ucnonb3osatb 6e3onacHbin npotokonn HTTPS ana obmeHa nHpopmaumeii ¢ cepsepom ACS. ACS-
cepsep upmebl Eltex no ymonuaHuio ncnonb3yet ans cesasu nopt 9595;
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* Bks1o4umsb nepuoduyeckuli onpoc — Npu yCTaHOBNEHHOM chfiare BCTPOEHHbIN KNneHT TR-069
ocyLlecTBNSAET nepmoguyeckmnini onpoc cepepa ACS ¢ nHTepBasioM, paBHbIM «[1epuody onpoca», B
cekyHgax. Llenb onpoca — 06HapyXnTb BO3MOXHbIE M3MEHEHUS B KOHGUrypaLumn yCTpPoicTBa.

3.2.4.8.2.2 3anpoc coeanHeHus ¢ ACS

* VM5 nonb3osamesisi, [1aposib — Ms NMOMb30BaTeNsA U Naposib A4S AocTyna kineHTa k ACS-cepeepy.

3.2.4.8.2.3 3anpoc coefnHeHNs C KIIMEHTOM

* WMsi nonb3osamerisi, Maposib — VMsi NONb30BaTeNs U Naposb Ans goctyna ACS-cepBepa K KNMEeHTY
TR-069.

3.2.4.8.2.4 Hactpoiikn NAT

Ecnu Ha nyTu mexay kKnmeHToMm 1 cepepoM ACS nmeeT MecTo npeobpasoBaHue ceTeBbix agpecoB (NAT —
network address translation) — cepsep ACS MOXET He MMETb BO3MOXHOCTb YCTAHOBUTL COEANHEHUNE C
K/INEHTOM, EC/IN HE UCMNO/b30BaThb ONpeAesieHHble TEXHO/I0MMK, NO3BOIAIOLLME 3TOTO M3bexarb. ITu
TEXHOMOMMM CBOAATCSA K ONpeaeneHunto KIMeHTOM CBOEro Tak Ha3blBaeMoro ny6/MyHoro agpeca

(apgpeca NAT nnm no-gpyromy — BHELLHETO agpeca LU/3a, 3a KOTOPbIM YCTAHOBNEH KMEHT). Onpeaenvs
CBOW Ny6/MYHbIN agpec, KNIMEHT COOOLLaEeT ero cepBepy, U cepBep B Aas/IbHENLEM AN YCTaHOBNEHNS
coeAnHEeHNs C KNIMEHTOM UCMOSb3YET YXXe He ero SIoKaslbHbIn agpec, a nyoennyHbli.

* Pexxum NAT — onpefensieT, KakuM 06pa3oM K/IMEHT AO/DKEH MOMYUYnTb MHpOpMaLMIo O CBOEM
ny6nnyHom agpece. Bo3MOXHbI CneyroLme pexumsl:

+ STUN — ncnonb3osatb npotokon STUN ana onpegenexHns nyo6nnyHoro agpeca,;

+ Manual — py4Hoii pexum, npu Bblbope pexuma Manual ny6nunyHblin agpec KnneHTa 3agaeTcs
BPYU4HYyt0 Yepe3 napametp Adpec NAT (agpec Heobxoammo BBOAUTL B hopmarte IPv4). B aTom
pexume Ha yCTpoicTBe, BbinosHAwLWweM yHkumum NAT, Heobxogmmo fo6aBuTb NpaBuio
npo6poca TCP-nopTa, ncnosnb3yemoro kanmeHTom TR-069;

+ Off — NAT He ncnosnb3yeTcs — AaHHbI PEXUM PeKOMEeHAYeTCs UCNo/b30BaTh, TOMIbKO Koraa
YCTPOMCTBO NOAKN0YEHO K cepBepy ACS Hanpsimyto, 6e3 npeobpa3oBaHns ceTeBbIX afpecos. B
3TOM cnyyae ny6/mMyHbIA agpec coBnagaeT C JIOKaslbHbIM aApecoM KneHTa.

Mpw BbiGOpe pexrnma STUN Heob6xoaMmo 3agaTb Creayouie HacTPOnKu:

+ Adpec STUN-cepsepa — IP-agpec nnn gomeHHoe umsa STUN-cepsepa;

* Mopm STUN-cepsepa — UDP-nopt STUN-cepBepa (No ymonyaHuto 3HaveHmne 3478);

* MuHumasibHbIl nepuod onpoca n MakcumasibHbIl nepuod orpoca — ONpeaenstoT HTepBasl
BPEMEHM B CEKyHAAX A/15 OTNpaBKM Nnepuogmyeckmnx coobuieHmnin Ha STUN-cepsep ¢ Lenbto
06HapYXXeHNss U3MeHeHns Ny6/IM4YHOro agpeca.

© /s koppekTHOIt pa6oTbl ¢ ACS-cepsepoM 3a NAT MuUHMMasbHbIN nepuog onpoca STUN-cepsepa
OO/MKEH MEHbLLE, YeM MakCMasibHoe BpeMsi coxpaHeHns ceccum NAT-yCTpOIACTBOM.

© [1ns BcTynneHns B CUy HOBO KOHJDMIypaLmmn 1 3aHECEHNS HACTPOEK B 3HEPrOHe3aBUCUMYIO NaMATb
HaXKMUTE KHOMKY «[IpuMeHUMb». 151 OTMEHbI U3MEHEHWIA HAXKMUTE KHOMNKY «OmMmeHa».

3.2.4.9 TMogmeHto «HTepdieiic ynpaBieHns»

MeHI0 NO3BO/SIET HACTPOUTL CETEeBOI UHTepPhenc ANA opraHn3aL M CETEBOrO ynpaBieHns YyCTPONCTBOM,
ncnonb3ysa npoTtokosibl HTTP, HTTPS n Telnet.
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CeTe  IP-TenedoHus m MOHUTOPMHT

Bpema  Joctyn  HypHan Maporwm  Ynpaenexue voHdmrypauwest  OBHoenenune MO TMepesarpyska  AsTokondurypuposaqve  [GEEWWETRN WEENEIREN  CepTidiraTs!

[ononHUTENEHEIE HACTPOMEN

WHTepdelic ynpasneHns

BrnwounTs wHTepdbeiic ynpagnexus ¥

Tun gocTyna Tagged v
VLANID | 20

802.1P 0 v

MpoTokon DHCP v

AnsTepHatueHkil Vendor ID (onuwa 60)
MeperyHeil DNS

Bropuyneiii DNS

e

* Bkarodums uHmepgbelic yrnpasieHusi — nNpu yCTaHOB/IEHHOM dofiare ynpas/ieHne yCTPOMNCTBOM
NPOU3BOANTCA Yepes AaHHbI MHTepdelic:
« Tun docmyna — 3afaeT peXxum paboTbl UHTEpdIeiica:
+ Tagged — paHHble nepepaloTcs MHTepdencom ¢ ncnonb3oBaHnem 3agaHHoro VLAN
ID;
+ Untagged — gaHHble nepepatoTca uHTepdgeincom 6e3 ncnonb3oaHnst VLAN.
« VLAN ID — naeHTudmkaTop Ans BblAeneHus nHtepdelica B BUPTYasibHYH /I0KaslbHY CETb;
+ 802.1 P — npusHak 802.1P (apyroe HasBaHne CoS — Class of Service), ycTaHaBnMBaeMblit Ha
ncxopsLLmMe ¢ AaHHoro nHTepdeiica IP-nakeTbl. MpuHUMaeT 3HaueHust oT 0 (HM3LWKWIA NpuopuTeT)
A0 7 (HavBbICLINIA NPUOPUTET);
* Mpomokos1 — BbIGOP NPOTOKONA HA3HAYeHWs agpeca Ha MHTepdelic:
« Static — pexum paboThbl, Npy KOTopoM IP-agpec 1 Bce HEOBX0AMMbIE HACTPOIKN
Ha LAN-nHTepdheiice HasHauyaeTCcs BPYyUHYIO;
+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpeca DNS-
CEpPBEpOB N Apyrve napameTpsbl, HE06xoAMMbIe A1 PaboTbl NHTepdielica (Hanpumep,
cTaTnyeckme MapLupyThbl), 6yayT nonyyeHbl oT DHCP-cepBepa aBToMaTUUYeCKM.

3.2.4.9.1 TMpotokon "Static"
Mpwu BbIbOpe Tuna «Static» ANa pegakTMpoBaHWs CTaHyT AOCTYMNHbI CAeAytoLme napameTpbl:

* IP -adpec — yctaHoBKa IP-agpeca nHtepdeliica ynpaBneHus;

+ Macka noocemu — macka NoAceTn nHrepdeica ynpasneHus;

* Lo3 no ymonyaHuto — IP-aapec ceteBoro LW3a no yMo4aHuo nHTepderica ynpasneHus;

* Mepsu4yHbili DNS, BmopuyHbili DNS — IP-agpeca DNS-cepBepoB, HE06X0AMMbIX AJ/151 paboThl
NPOTOKO/10B aBTOKOH(IUIYPMPOBaHWSA LL/IH03a, HACTPOIKa KOTOPbIX NPOM3BOANTCSA HA CTpaHuLe
Cuctema — ABTOKOH(purypupoBaHue.

3.2.4.9.2 TMNpotokon "DHCP"

Mpu BbIGOpe npoTokona Tuna «DHCP» Ans peakTMpoBaHusi CTaHyT AOCTYMHbI C/ieAyoLImMe napameTpbi:
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PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

« AnnbmepHamusHsbil Vendor ID (onyusi 60) — npu ycTaHOBNEHHOM dp/iare yCTpoiicTeo nepenaét 8 DHCP-

coobuyeHmsix B onumm 60 (Vendor class ID) 3HaueHue n3 nons Vendor ID (onyusi 60). Ecnu conar Asibmep
HamusHbIli Vendor ID (onyusi 60) He ycTaHOBMEH — B onuumn 60 nepegaeTcst 3HaYEHNE MO YMOTYaHWIO,

KOTOpOe MMeET CriefyoLmii hopmar:

[ VENDOR :npoussogutens][ DEVICE :tun yctpoiicteal][ HW :annapatHas sepcusi] [ SN :cepuiiHbiii Homep
Il WAN :MAC-agpec untepceiica WAN][ LAN :MAC-agpec nHtepdeiica LAN][ VERSION :Bepcus

nporpaMMHoro o6ecneyeHusi)

Mpumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:DO][LAN:

02:20:80:a8:f9:4b][VERSION:#1.1.0]

+ Vendor ID (onyusi 60) — 3HaueHune onuum 60 (Vendor class ID) nepegasaemoe B DHCP coobLueHusix. Mpu
nyctom nosne onums 60 B coobeHnax npotokosia DHCP He nepepaéTtcs;

* lMepsuyHbIli DNS, BmopuyHbili DNS — afpeca cepBepoB AOMEHHbIX UMEH (MCMo/b3ytoTCa AN
onpepaenenus IP-agpeca ycTpolicTBa Nno ero JOMEHHOMY MMeEHK). AApeca, 3ajaHHble BPYUHYLo, ByayT
nmMeTb npuopuTeT Hag anpecamm DNS-cepsepoB, nosyyeHHbIMK o npotokony DHCP.

Cnucok ucnonb3yemMbix DHCP onumii Ha kaxxgom ceTEBOM MHTepPIeiice MOXHO 3afaBaTb BPYUHY!HO.
NHchopmauma no HacTpoiike cnucka B npunoxeHun Hactpoiika DHCP-KIMEHTOB B My/ILTUCEPBUACHOM PEXVME.

© [1ns BCTYyNNIEHWS B CUIY HOBOI KOHADMIypaLmmn 1 3aHECEHNS HACTPOEK B 3HEPrOHE3aBUCUMYIO NaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». NS OTMEHbI U3MEHEHWIT HXKMUTE KHOMNKY «OmmeHan.

3.2.4.10 MoameHto «CepTudumkaTbl»

CeTe IP-TenedgoHus m MOHWTOPMHT

Bpema  [Hoctyn  yphan  TMaponw  Ynpaenenue koHdwrypauwest  Obxoenenwe MO TNepesarpyaka  AstokoHdurypuposadue  MHTepdbeiic ynpaeneqna RO aatvtile 1)
[lonenHUTENEHEIE HACTPOIKM
CepTtudounkaTbl
Tun Obwee umn Opranuzauma
KopHeeoid cepmudmkar 192.168.1.1 Eltex
KnueHTtcrkuil ceptudmkar <CepmuchUKanm omcymcmeyenm:s
WEB-ceptudmkar 192.168.1.1 Eltex Ent

MoameHto «Cepmugbukamai» NO3BONSIET NPOCMATPUBATL, CKauMBaTb U 3arpyaTb Ha YyCTPONCTBO
cepTudnKaTbl A5 UCMOIb30BaHMSA B 3aLUMLLEHHBIX coeanHeHnsx TLS.
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PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

3.2.4.10.1 KopHeBoii cepTuchmkar

KopHeBoli cepTudonkat ncnosnb3yetcs 4718 NPOBEPKM NOASIMHHOCTU CepTURIMKATOB NPU BXOASALLMX
COeAMHEHUSIX. DTOT cepTUdIMKaT AO/MKEH GbITb MOANMCAH LLEHTPOM aBTOPU3aLNN.

CeTb IP-TenedoHUA m MOHUTOPUHT

Bpema  [octyn  Jypwan  TMaponw  Ynpaenenue koHwrypaupest  CObnoenenwe MO Mepesarpyska  Astokodpurypuposaqne  MHTepdbeiic ynpaenenna RO aytetle )

NononHUTENEHEIE HACTPONKK

KopHeBoii cepTudukaT

Ceprudomkar
CepuitHeit Homep  81:72:33:DD:0D:F4:26:C7
HeneiicTeutenen oo 01.01.1970
HepeiicTeurenex nocne  31.12.1975
Wma nonyyatens
O6wee A 192.168.1.1
Opranmzauwa  Eltex
NoncnHuTensHEIE AOMEHHLIE 3apeca —
LlenTp aBTOpUzaLMK

OBwee vua  192.166.1.1

Opravmzauwa  Eltex

Onepaunu ¢ cepTHgQMUKaTOM

Crauars cepTudMaT ¢ yeTpoicTea F* Crauate

3arpyauTs CepTMHERT Ha yCTPORCTED Buibepute dhaiin | P3N He Bedpan
——r v |
& 3arpyauts
€ Hazapn

+ CepuliHbili HOMEpP — CepWiiHbIA HOMep BbIGpaHHOro cepTudmrkara;

* HedelicmsumesieH 00 — AaTa Hadasna AelicTBuA cepTugmnkara;

* HedelicmsumersieH nocsie — Aata OKOHYaHMA AeNCTBUSA cepTudmkara;

* VImsi nonlydamesisi — faHHble 0 nosyyatene ceptudpukara (O6wee ums, OpraHmsauus, JonosHUTENbHbIE
[lOMeHHble afpeca);

* LJeHmp asmopusayuu — faHHble 0 LeHTpe aBTopusaumn (O6Lee nvs, OpraHnsaums).
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3.2.4.10.2 KnueHTCKuii ceptucpumkar

KnueHnTckuii cepTudonkaTt Ncnosib3yeTcs Npy NCXOAALLMX COeAMHEHMSX No npoTokosy SIP ¢ ncnonb3oBaHMeM
TLS.

Cete IP-TenedgoHmna m MOHHUTOPHHF
Bpema  [octyn HypHan MNapanw Ynpasnedwe koHdurypaumein OGHoaneHwe NO Mepeszarpyaka AsTokoHbMrypHMpoSaHWe WuTepdeic ynpaenesna

LononsuTensHee HacTpofu

KNWeHTCKUW cepTUdUKaT

Ceprripuiar
CephiiHsii HoMep
Hegedictemtened go  16.04.2018
HepedcteuTened nocne  16.04.2019
Wmna nonyvarens
Obwee wma  vpl2left
Oprammzaums  Eltex

[lononHMTENBHEIE AOMEHHRE aapeca  <EMPTY> -
Lientp asTopuaaumn
Obugee A Root CA

Oprammzauyms  Eltex

Onepaumn ¢ cepThhHKaToM

CrauaTs cepTudar © yecTpoicTEa * Crauams
3arpyanTe cepTwuraT Ha yeTpoic TR BuibepuTe thann Dain He eebpax
& 3arpyaums
€ Hazag

+ CepuliHbili HOMEpP — CepuiiHbIA HOMep BbIGpaHHOro cepTudmrkara;

* HedelicmsumersieH 00 — AaTa Hadana AeicTBusa cepTugmnkara;

* HedelicmsumesieH nocsie — pata OKOHYaHWs AelCTBUA cepTudmkara;

* VImsi nonlydamesisi — paHHble o nonydatene ceptudgukara (Obuiee nms, OpraHusauus,
[lonosnHUTENbHbIE JOMEHHbIE aapeca);

+ LJeHmp asmopusayuu — faHHble 0 LeHTpe aBTopusaumn (O6Lee nvs, OpraHnsaums).

92



PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

3.2.4.10.3 WEB-ceptudmkar

WEB-cepTuchmkat ncnonb3yetcsa npu goctyne kK web-koHgurypartopy yctpoiictea no npotokony HTTPS.

Cete  IP-TenedpoHmA m MOHMTOPHUHT

Bpema  Joctyn  dypuan  [Maponm  Ynpasnenue koHdwrypauwer  OBdoenewwe MO Mepezarpyaka  Astokondurypupoeanue  WHrepdieic ympaenenns RO Talley ]

J,DI'ICJ'IH-ITGJ'I:I—I: & HACTPOMKN

WEB-ceptudmkar

CepTudpukar
CepwitHbii omep  CD:02:3E:EE:3F-25:3F.B8
Hepefcteutenes oo 01.10.2018

Hepeficteutenex nocne  18.10.2086
WMmr nonyyatens

OBbweewms  152.168.1.1
Oprasmzagmna  Eltex Ent

[lononHinTentHsIe AOMEHHEIE aapecad  —
LlenTp aeTOpH3aLMK (caMmonognucaHHbIA cepTHdmkar)

OBwee mmz  192.168.1.1

Oprasmzagmus  Eltex Ent
Onepaunu ¢ cepTUMKaToM

Crauars cepTUhMKaT ¢ YCTPOMCTEa 7+ Crauats

JarpyauTs cepTMAdMKAT Ha YCTPOWCTED BuiGepure dhaitn ©ain He BeIdpaH
’ | SbIUEpHTE (AN |

& 3ampyaums

€ Hasap

+ CepuliHbili HOMEpP — CepWiiHbIA HOMep BbIGpaHHOro cepTudmrkara;

+ HedelicmsumersieH 00 — AaTa Hadana AeicTBusa cepTugmnkara;

* HedelicmsumersieH nocsie — Aata OKOHYaHMA AelcTBMS cepTudmkara;

* VImsi nonydamesisi — faHHble 0 nonyyatene ceptudukara (O6uee ums, OpraHmsauus, JonosHUTENbHbIE
[IOMeHHble afpeca);

* LJeHmp asmopusayuu — faHHble 0 LeHTpe aBTopusaumn (O6Lee nvsa, OpraHnsaums).
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3.2.4.11 TMoameHto «[onoNHUTENbHbIE HACTPOKN»

MeH!0 NO3BO/ISIET HACTPOUTbL AOMNOJTHATENbHbIE HACTPOWKM YCTPOCTBA.

Cete IP-TenedgoHuna [Monb3oBaTenbcKWA MHTepdeRc m MOHHTOPMWHT

Bpema  Joctyn  HypHan Maponw  Ynpaenenwe koHdgwrypauwen  OBdoenenwe MO [Nepezarpyska  ABToKoHGMrypuUpoBaHue

WMuTepdieic ynpagnenuAa  Ceprudimeare [T T =T IR Ly el 0T

3apesepBupoBaHHblie VLAN ID

HavanbHei VLAN 1D 1

KoreyHen WLAN 1D

HacTtpoliku LLDP

Brniouwte LLDP #

Mepuop nepegaun LLOP | 30

<omes

3.2.4.11.1 3apesepsupoaHHble VLAN ID

3apesepsupoBaHHbie VLAN ID Heob6xoauMbl 418 BHYTPUCUCTEMHbBIX HYX/, LLU/TH03a Y MOTYT ObITb NU3MEHEHbI B
3aBUCMMOCTM OT ucnosib3yemoro Ha cetn VLAN ID:

* HavasibHbil VLAN ID — HayanbHoe 3HadyeHne naeHtndurkaropa VLAN B 3ape3epBrMpoBaHHOM
JnanasoHe, NpuHUMaeT 3HaueHus [1-4090];

* KoHeuHbIl VLAN ID — HavyanbHoe 3HaveHne nageHtndpukaropa VLAN B 3apesepBrpoBaHHOM gnanasoHe.
[aHHas HacTpoiika HefoCTynHa AN peAakTMPOBaHUSA U PpaccYMTbIBAETCA aBTOMATUYECKN.

3.2.4.11.2 LLDP

* Brsmoyums LLDP — npu ycTaHOBNEHHOM ch/iare UCnosib30Barb NpoTokos LLDP;
* lNepuod nepedayu LLDP — nHTepBan nepegayn coobuieHnii no npotokony LLDP. Mo ymonuyaHuio — 30
CeK.

© [na BcTynneHus B cuily HOBOW KOH(DUIYpaLmMn 1 3aHECEHNS HACTPOEK B 3HEPTOHE3aBUCHMYI0 NamATh
HaXKMUTE KHOMNKY «[TpuMeHUMb». [N OTMEHbI UIBMEHEHUIA HXKMUTE KHOMNKY «OmmeHax.
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PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

3.3 MonuTopuHr (IP-teneconbi cepum VP)

* MOHUTOPUHT CeTEBbIX NapaMeTpoB

* MoHuTopuHr IP-TenedoHmmn

* MoHuTOopuHr Ethernet-noptos

* MpocmoTp ARP-Tabnuubl

* [MpocmoTp nHthopmMaLmm 06 ycTpoinctee
* MOHUTOPWHTI CETEBbIX COeAUHEHWUIA

* MpocmoTp Tabnuubl MapLupyTU3almm

* MpocMOTp UCTOPUM BbIZOBOB

[ns nepexofa B peXXMM MOHUTOPVHIA CUCTEMbI HA NaHeNn BKNaAo0K BbloepuTe NyHKT «MOHUTOPUHI».

© Ha HeKoTopbIX CTpaHMLAX He peasiM30BaHO aBTOMATUYECKUE OBHOBMEHNE AaHHbIX MOHUTOPUHTA

2 ORHOEMTE

ycTponcTBa. /19 nonyyeHus TekyLlein nHdopMauum ¢ yCTponcTBa HaOXXMUTE KHOMKY
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3.3.1 MOHUTOPVHT CETEBLIX NapaMeTpoB

PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

B noagmeHto «/IHTepHET» OCYLLECTBNSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOCTBA.

CeTe IP-TenedpoHMA  CucTema

Beixog B VIHTepHeT

MpoTokon gocTyna DHCP

|P-aapec

2 0BHOBUTL

|P-tenedosna Ethemnet-noptet ARP Yetpolictee  Conntrack Mapwpytuaauwa  McTopuna Bnizoeos

192.168.56.74

* [Mpomokos1 docmyrna — NPOTOKO/, UCNO/b3YeMbIA ANs [OCTyNa K JIOKa/IbHON CETU.
* IP-adpec — IP-agpec ycTpoiicTBa B /10Ka/IbHOW CETMK.

3.3.2 MoHuTOopuHr IP-TenedoHnn

B nogmeHto «IP-TenecoHns» ocyLLecTBISeTCA NPOCMOTP COCTOSHUS ceTeBoro nHTepderica VolP un

MOHUTOPUHI aKKayHTOB.

Cete IP-tenedpoHmAa Cuctema LGLTRI-U

WMureprer [EEEENELGETEM Ethernet-noptes ARP Yertpolictee  Conntrack

CocTtoaHue ceTeBoro unTepdpeinca VolP
IP-agpec 192.168.8.74

MoHuTopuHr SIP-akkayHTOB

Axkaynt Homep [Mopr Homep Wma  IP-appec Mopr

MapwpyTnzauyua  MeTopuA exizosce

MNe AxkayHT NokansHeIA HoMep Cratyc Peructpauma Wcrekaet yepez Appec cepeepa
1 Account 1 om BriknioueH Omeniouesa
2 Account 2 001 BeiknioveH Otknkovera
@ Peructpupoeate | @ PasperucTpupoBats
TEI{yIJ.LHe EbI30BbI
NokanbHble napameTpbl YpanexwHan cTopoHa .
Bpemn nayana [nwrensvocTe CocToAnne Tun BryTpennwit SIP Call-ID
WOeHTHhKMEATOP
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PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP
CocTtosiHue ceTeBoro nHtepdgeiica VolP

* IP-adpec — IP-agpec ceTteBoro nHtepgoeiica ycnyru VolP.
MoHuTopuHr SIP-akkayHTOB

+ Ne — NopsAKOBbIA HOMEpP akkayHTa.
* AKKayHm — VMs aKkayHTa.
* JloKasibHbIl HoOMep — HoMep Tened)oHa aboHeHTa, 3aKpen/IeHHbI 3a AaHHbIM akKayHTOM.
+ Cmamyc — cTaTyC akkayHTa:
* BKJ/IHOYEH;
* BbIK/TOYEH.
* Peaucmpayusi — COCTOSIHVE peructpauum TesiedpoHHOro Homepa rpynmnbl Ha NPOKCU-cepeepe:
+ OmksodeHa — (hyHKUMA pernctpaummn Ha SIP-cepBepe Bbik/Ilo4eHa B HacTpoiikax npodunns SIP;
+ Owubka — npoueaypa peructpalum 3akoH4nnach Heynader;
* BbinosiHeHa — npoueaypa peructpaunm Ha SIP-cepeepe BbINosIHEHA YCNELLHO.
* Micmekaem yepes3 — BpeMs [0 UICTEUEHNSA pernctpaunn akkayHta Ha SIP-cepsepe;
*+ Adpec cepsepa — afjpec cepBepa, Ha KOTOPOM MOCNeAHUIA pa3 npoLuna perncTpauunio aboHeHTCkas
NNHWS;

Mop, Tabnuueii MoHMTOprHra SIP akkayHTOB HAXoAATCA KHOMKW A5t NPUHYANTENIbHOW pernctTpauum nnm
OTMEHbI PErncTpauymn BbiGPaHHbIX akKayHTOB.

TeKywue BbI30BbI
JlokanbHble NapamMeTpbl

* AKKayHm - UMSl akkayHTa Yepes KOTOPbI OCYLLECTB/IEH BbI30B UM HA KOTOPOM MPUHSAT BbI3OB.
* Homep - TenedOHHbIi HOMEpP Ha3HaYeHHbI Ha aHHOM akKayHTe.
* [Mopm - nokanbHbIn NopT RTP notoka.

YpaneHHasa cCTOpOHa

* Homep - TenedOHHbIi HOMEpP BCTPEYHOW CTOPOHBI.

* VIMs1 - IMS BCTPEYHOI CTOPOHbI.

* IP-adpec - IP-agpec BCTpEUHOI CTOPOHbI MCMoNb3yemblit anis RTP.

* [Mopm - UDP nopT BCTPEYHOW CTOPOHbI MCNosb3yeMblin g RTP notoka.

O6Lue napameTpbl

* Bpewmsi Hauasia — Bpemsl Havyana BbI30Ba.
+ [numenbHocmb — NPOAO/IHKUTEIbHOCTb BbI30BA.
+ CocmosiHue — COCTOsIHME BbI30Ba. BbI30B MOXET CyLLeCTBOBaTbL B O4HOM U3 CNeAyLMX COCTOSHWIA:
* BbI30B — nogaetca curHan KB (Npu coBepLIEHNN UCXOAALLETO 3BOHKAY);
* BXOAAWMIA BbI30B — Ha TeNeOH NogaeTcs Bbi3bIBHOM curHan (Npv NocTynaeHnn BXOAALLErO
3BOHKA);
* pasrosop
* Ha yaepXxaHuu
* KOHJpepeHums
* Tun - TVn BbI30BA:
* BXOAALNI
* UCXOQALLMNIA
* BHYTpeHHUiA ngeHTudmnkaTop
+ SIP Call-ID
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3.3.3 MoHuTopuHr Ethernet-noptos

PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

Cete IP-TeneconuA  Cuctema [T Ty

WHteprer  |P-TenedioHuA ARP  YetpoieTeo
CoctosHue Ethernet-nopTos
Mopr  Mopkntoyenne Cropoctb Pesxmm
LAN Brn. 100 MBwmric Full-duplex
PC Brikn.
< OGHOBUTL

Conntrack  Maplupytraauua

L’JETDF)I.’F! EbIAOBOE

Mepenaxo MpuuaTo

12.7 Mbair (13 357 938 taiit) 95.5 Moair (100 143 837 Gaiir)

* lNopm — Ha3BaHWe nopra:
* LAN — nopT BHelUHeli ceTy;
* PC — nopt anga nogknoyeHus Mk.

* [MoOK/I0YEeHUE — COCTOSTHUE NOAK/IYEHNS K AaHHOMY NOPTY:
* BK/1. — K NOPTY NOAK/THOYEHO CETEBOE YCTPONCTBO (SIMHK aKTUBEH);
* BbIK/l. — K NOPTY HE NOAK/HYEHO CETEBOE YCTPONCTBO (SIMHK HE aKTUBEH).
+ CKopocmb — CKOPOCTb MOAK/OYEHUSI BHELLHETO CETEBOTO yCcTpoiicTBa K nopty (10/100 M6ut/c).

* Pexum — pexum nepegadv gaHHbIx:
* Full-duplex — nonHbIin gynnekc;
* Half-duplex — nonyaynnexc.

+ [MepedaHo — KONNYECTBO NepeaaHHbIX 6aiiT ¢ nopTa.

* [MPUHSMO — KONNYECTBO NPUHATLIX GaliT NOPTOM.

© [ns nonyueHus Tekylein nHdopmaLum o cocTosiHum Ethernet-nopTos 1 06HOBNEHNS 3HAYEHWS

CYETHUMKOB MNPUHATHLI N NepegaHHbIX 6aiiT HaXMUTE KHOMKY

5 OBHOEWTE
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3.3.4 MpocmoTp ARP-TabnmubI

PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

B noameHto «ARP» BbinosHsaeTca npocMoTp ARP-Tabnmubl. B ARP-Tabnvue cogepXxuTca nHpopmauus o

cooTBetcTBUM IP- 1 MAC- agpecoB cocefHNX CETEBbIX YCTPONCTB.

ARP-Ttabnuua

IP-agpec
192 168.5 47
192 168.5.1

192.165.5.46

Cete IP-TenedpoHmA Cuctema QLGLTGT

WMHtepher  IP-Tenedbonna  Ethernet-noprs m Yetpoiicteo  Conntrack  Mapwpytvaauma  MeTopua euizoeos

MAC-agpec
32:55:E3:E9:06:A8
12:01:DE:43:6E:4F

TEB2:70:11:8C:43

WA knuenTa

WuTepdueic
Bridge
Bridge

Bridge

* IP-adpec — IP-agpec ycTpolicTea.

+ MAC-adpec — MAC-agpec ycTpolicTBa.
* UIMs1 KlueHma — CeTeBOe MMsi NMOAKNHOYEHHOTO YCTPOCTBA.
* VIHmepgpelic — nHTepdoeinc, Co CTOPOHbI KOTOPOro akTMBHO ycTpoincTBo: LAN, PC, Bridge.

[Onsi nonyyeHns TekyLlein nHdopMaLum HXXMUTE KHOTKY

= ORHOEMTE
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PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

3.3.5 MpocmoTp nHthopmaummn 06 ycTpoincTee

B nogmeHo «YcTpoincTBo» NnprBeseHa obuas nHpopmaums o6 ycTponcTsee.

CeTe IP-TenedpoHMA  CucTeMa m

WMuTepher  IP-tenedoonuA  Ethernet-nopte ARP Elapieiai:vl Conntrack  Mapwpytusauma  WcTopuA Bki30B0E

NHdpopmauywa ob ycTpoiicTee

Manenue WP-12P rev B
Bepcua MO

Bepcua annaparHoro obecneveHua

Bepcua aarpyaumka

3asogcxon MAC-agpec EQO:DYE3.TE.DC:45
CepuiHEIR HoMeD

CUCTEMHOE BREMA 14:36:45 16.11.2015

Bpema paboTel 2 aH, 19:35:26

* /I30es1ue — HaMeHOBaHWe Mofenu yCTponcTBaa.

* Bepcusi MO — Bepcus NporpammMHOro obecneyeHns ycTporicrea.

* Bepcus annapamHo20 obecrieyeHusi — HOMep peBU3NM YCTPOWCTBA.

* Bepcusi 3a2py3quka — Bepcus MO HayabHOro 3arpy3ymnka ycTponcTaa.

+ 3asodckoli MAC-adpec — MAC-agpec yCTPOICTBa, YCTaHOB/IEHHbI 3aBOA0M-U3rOTOBUTESEM.

+ CepuliHbili HOMEP — CepUiiHbIA HOMEpP YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTE/EM.

+ CucmeMHoe 8peMsi — TeKyLuMe BpeMs U Aara, yCTaHOB/IEHHbIE B CUCTEME.

* Bpewmsi pabombl — BpeMsi paboTbl C MOMEHTa NOCNeAHEro BK/IOYEHMSA UK Nepe3arpy3kn yCTponcTaa.
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3.3.6  MOHUTOPUHI CeTeBbIX COEMNHEHWI

PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

B nogmeHto «Conntrack» oTo6paxaloTcs TekyLme akTVBHbIe CETEeBblE COeMHEHUS YCTPONCTBA.

CeTb IP-TenedoHMHA CucTema m

WMuteprer  IP-tenedonmA  Ethernet-nopTe ARP  YetpolcTeo

BbiBoA, aKkTWBHbIX ceccuil NAT

YWCno aKTHMEHLD COSIMHEHNA 6

Yncno nokasadHe CosguHeHUA 6

CnuncoK coegMHEeHKN

MpoTokon Appec ncTovHuKa

TCP 192.168.27.65:61208
TCP 192.168.27.85:61207
UDP 192.168.6.74:33205
TCP 192.168.27.86:61193
TCP 192.168.27.65:61211
TCP 192.168.27.86:61192

=~ OBHoBUTL

Conntrack

MapLupyTuaauma

Anpec HazHaYeHwA
192.168.5.74:80
192.168.5.74:80
192.168.5.47.53
192.168.5.74:80
192.168.5.74:80

192.168.5.74:80

VETD[DL’H BLI3OBOE

Taimayt
1muH 52 ¢

1muH 42 ¢

o
Ca

TMMH 2 C
AoH23959 mmH 59 ¢

TMMHZ2 C

BbiBofa akTUBHbIX ceccuii NAT

* Yucno akmusHbIx cOe0UHEHUU — 0bLLee YNC0 aKTUBHbIX CETEBbIX COEANHEHWIA.

* Yucno nokaszaHHbIX COeOUHEHUL — YMCNO COeANHEHWI, BbiBeieHHbIX B web-uHTepdieic. YTobbl He
CHMXaTb NPOU3BOANTENLHOCTb paboTel WEB-nHTEepdheiica, MakcumMmasibHOe YMCA0 NOKa3aHHbIX
COeNHEHNIA orpaHnYeHo 3HavyeHnem 1024. OcTanbHble COEANHEHNSA MOXHO NOCMOTPETb Yepes
KOMaHAHYH KOHCO/b yCTpoiicTBa (komaHaa cat /proc/net/nf_conntrack).

Cnucok coepguHeHWIi

* [1pOMOKO/1 — NPOTOKO/, MO KOTOPOMY YCTaHOB/IEHO COEANHEHUE;
+ Adpec ucmoyHuka — IP-agpec n Homep nopTa nHMumnaTopa coegmHeHus;

+ Aodpec Ha3zHa4yeHus — |IP-agpec n HoMep nopra agpecara coegHeHNs;

+ Talimaym — nepuog BPEMEHUN [0 YHUUTOXEHWUSI COEANHEHNS.

[N nonyyeHust TekyLlein nHopmauum HaOXMUTE KHOMKY

= ORHOEMTE
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PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

3.3.7 MpocmoTp Tabnuupl MapLupyT1sauum

B nogmeHto «MapwpyTunsaums» otobpaxaeTca Tabnvua MapLipyTmM3alnmmn ycTponcTsa.

CeTk IP-TenedoHUA Cuctema m

MHTEepHET P-tenedonnAa  Ethernet-nopts ARP  Ycrpoiicteo  Conntrack MeTopuA BRIZ0BOE

Tabnuua MaplpyTU3aLMm

Appecat Lintoz Macka ®naru MeTpuka ObpaweHus ObHapyweHna MuTepdeic
192.165.7.0 192.165.8.7 2552552550 UG 0 0 0 br0
192.165.46.0 192.168.6.9 2552552550 UG 0 0 0 br0
192.165.47.0 192.165.8.10 2552552550 UG 0 0 0 br0
192.168.45.0 192.165.6.8 2552552550 UG 0 0 0 br0
192.165.8.0 0.0.0.0 255.255.255.0 U 0 0 0 br0
0.0.0.0 192.168.8.1 0.0.0.0 UG 0 0 0 br0
= ObHoBUTL

+ Adpecam — IP-agpec xocTa nnu nogceTn HasHavyeHus, 40 KOTOPbIX YCTaHOB/IEH MapLUpyT.

* LWmo3 — IP-agpec Wwno3a, Yepes KOTOpPbI OCYLLECTBSETCH BbIX0 Ha agpecara.

* Macka — macka nogcetu.

* @1a2u — onpefernieHHble XapakTepucTukn AaHHoro mapiupyra. CyLwecTByIoT criefylowmne 3HaueHns
prazos:

U — yKasbIBaeT, UTO MapLUpyT CO3[aH U1 AB/IAETCA NPOXOANMbIM;

H — yka3biBaeT Ha MapLupyT K onpeaeneHHoM y3ny;

G — yKa3sbIBaeT, UTO MapLUpyT NposieraeT Yepes BHeELWHWI Wwni3. CeTeBol MHTepgIenc cuctemsl
npegocTaBnseT MapLUpyTbl B CETU C MPAMbIM NOAKMI0YEHEeM. Bce npoyre mapLupyTbl NPOXOAAT
yepes BHelUHWe Wwio3bl. Pnarom G oTMeyaroTCs BCe MapLUpyThbl, KOOMEe MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHUEM,;

R — ykasbIBaeT, UTo MapLUpyT, CKopee Bcero, bbl1 co34aH ANHaAMUYECKUM MPOTOKO/IOM
MapLupyTM3aumm, paboTaroLmM Ha NIoKasTbHO cucTeme, NnocpeAcTBOM napameTpa reinstate;

D — ykasbIBaeT, UTO MapLpyT Obls1 406aB/IeH B pe3ynbrare noslyvyeHnss CoooLeHns
nepeHanpaeneHust ICMP (ICMP Redirect Message). Koraa cuctema y3HaeTt o MapLipyTe 13
coobuweHns ICMP Redirect, mapLupyT Bk/IOHaeTca B TabnuLy MapLupyTmsauun, YTobbl UCKITHOUNUTD
nepeHanpasneHne 415 nocnefyowmx nakeTos, NnpegHasHaueHHbIX TOMY Xe ajgpecary. Takue
MapLUpyTbl oTMe4veHbl donarom D;

M — ykasbIBaeT, UTO MapLLpyT NOABEPrcs U3MEHEHWIO - BEPOATHO, B pe3ynbrare paboThbl
AVHaMWYeCKoro NpoToKo/ia MapLUpyTM3aunm Ha fI0KaslbHON CUCTEME U MPUMEHEHUS napamMeTpa
mod;

A — ykasblBaeT Ha 6ydpepr30BaHHbIn MapLUPYT, KOTOPOMY COOTBETCTBYET 3anuchb B Tabnvue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fABnseTcsa dydep MapLupyTusauum aapa;

L — ykasbIiBaeT, YTO NyHKTOM Ha3HayeHus MapLupyTa SB/ISeTCA OAMH U3 afpecoB JaHHOro
KoMMbtloTepa. Takune «oKasibHble MapLUpPyThl» CYLLECTBYIOT TOMbKO B Bychepe mapLupyTnsaumm;

B — ykasbIBaeT, YTO KOHEeYHbIM NMYHKTOM MapLupyTa ABNSETCA LWMPOKOBeLLaTe/bHbll agpec. Takue
«LLUMPOKOBeLLaTeNbHbIe MapLUpPYThi» CYLLLECTBYHOT TO/IbKO B Bychepe MapLupyTusauum;
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6yhepe mapLupyTmusaumu;

PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP
+ | — ykasbIBa€eT, UTO MapLpyT cBA3aH ¢ KonbLeBbiM (loopback) nHtepdhelicom ¢ Lenbo MHOA,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYThI» CYLECTBYHOT TO/IbKO B

+ 1 — ykasbIBaeT, YTo AelitarpaMmbl, Hanpae/siemble No 3TOMy azpecy, 6yayT oTBepraTbCs

CUCTEMOIA.

« Mempuka — onpefensieT «CTOMMOCTb» MapLupyTa. MeTpuka ucnonb3yeTcsi AN COPTUPOBKU

Ay6NpyroLWMX MapLLPYTOB, EC/IM TAKOBbIE NMPUCYTCTBYIOT B Tab/MLIE.

+ Ob6pawjeHusi — 3aMKCUPOBAHHOE YMC/I0 0OPALLEHNI K MAPLLPYTY C LE/MbI0 CO3AaHUsi coeanHeHus (He

NCNO/b3YETCS B CUCTEME).

+ O6Hapy)eHus1 — YNCNOo OBHapPYXEHN MapLIpyTa, BbINOSIHEHHbLIX NPOTOKO0M IP.
* MIHmepdgpelic — nMA CETEBOTO NHTEPAIeica, Yepes KOTOPbIN NponeraeT gaHHbIA MapLupyT.

[Nna nony4yeHns Tekyllein nHpopmaLnm HaxXMUTe KHOMKY

3.3.8 TpocmoTp ncTopun BbI3OBOB

= ORHOEMTE

B noameHto «/icTopusi BbI3OBOB» MOXHO NPOCMOTPETb CMMUCOK COBEPLUEHHBIX TENE(OHHbIX BbI30OBOB, & TaKXe
CBO/HY0 MHCDOPMAaLMIO MO KaXK40MY BbI30BY.

B onepatvBHOI namsaTn ycTpoiicTBa MOXHO coxpaHuTb A0 10 000 3anuceii 0 coBepLUeHHbIX Bbi3oBax. [Mpu
konmuecTBe 3anuceli 6onee 10 000 camble cTapble (BBEPXY TabnuLbl) yAANAOTCA, U B KOHEL, dhaiina

[06aB/ATCA HOBbIE.

3anncb cTaTUCcTUKK B XypHaJsie BbISOBOB HE BEAETCA NPU HY/IEBOM pasmMmepe NCTOpUn.

CeTe IP-TenegoHmMA

F-Tene@oHKA Ethemet-nop: ARP

WMHTepreT

®uUneTp (NokasaTs)

pOUMb MapaMemps UemopuUL 8530808

IP-agpec
BCTPEYHON
CTOpOHEI

NokansHeIA
HoMep

YOaneHHsId
HOMEp

008

007

ma

-

¥ | sannced ma cTpannue

CTpaHMua 1 Wi

Bpema
nocTynneHWA
EEIZ0BEa

030414
01.01.1970
03.04:16
01.01.1870

Lonnirack

Bpemn
HaYana
pasrosopa

AnuTensHOCT
pasroBopa

CocToAHMe
Bbil0Ba

local

local

Tun
BelioBEa

BHOAALMIA

BXOAALMIA

NepegaHo MepeaaHo
NakeTos Gawr

MNMpHHATe  TPUHATO
nakeToE GaMT

0 0 0 0

0 V] i} 0

OnucaHue nonei Taﬁl’lVIU,bI «NCTOPUA BbISOBOB»:

* # — nopsaKoBbIi HOMep 3anucy B TabNuUe;
« JluHusi — HoMep abOHEHTCKOro NopTa YCTPOCTBa;
+ JlokasibHbIl HOMEP — HOMEP abOHEHTA, 3aKPeNn/IEHHbIN 3a AaHHbLIM aG0HEHTCKMM NMOPTOM;

* YdasieHHbIli HoMep — HOMep YAaNeHHOro aboHEHTA, C KOTOPbLIM GbINI0 YCTAHOB/IEHO TenletPOHHOe

coeanHeHune,
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PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

+ IP-adpec sBcmpeyHoli cmopoHb! — IP-agpec yaaneHHoro aboHeHTa, C KOTOPbIM 6bI/10 YCTaHOB/IEHO
TeneoHHoe coefnHEHNE;

* Bpemsi nocmyrizieHus 8bi3osa — BPeEMS 1 fata nocTynseHns/CoBepLUEHNS BbI30Ba;

* Bpewms Havwasia pa32osopa — BPeMS 1 faTa Havasia pa3roBopa;

+ [lnumesnibHOCMb pa32os8opa — LJIMTENBHOCTL pa3roBopa B CeKyHAax;

+ CocmosiHue 8bI308a — NPOMEXYTOYHOE COCTOsIHME MMB0 NpUYMHa 3aBepLLEHMS BbI30Ba, ONncaHue
CTaHOBUTCS AOCTYNHbLIM NPU HaBEeAEHUN Kypcopa Ha 3anncb COCTOSIHUS BbI30Ba;

+ Tun B8bI308a — TN BbI30BA: UCXOAALLMI NN BXOASALNIA;

+ lNepedaHo nakemos — KONM4YecTBo nepegaHHbix RTP-nakeToB 3a BpeMsi pa3rosopa;

*+ lNepedaHo 6alim — KONNYECTBO NepeaaHHbIX 6anT 3a BpeMs pa3roBopa;

+ [puHAMO rnakemos — KONM4ecTBO NPUHATBLIX RTP-nakeToB 3a BpeMs pasroBopa;

* [puHsimo 6alm — KONMYeCTBO NPUHSTbLIX 6aiT 3a BPEMS pa3roBopa.

B Tabnuue ncTopum 3BOHKOB MOXHO MPOM3BECTM OTOOP 3anucelt Mo pasNnyHbIM napameTpam A/ 3Toro
HaXKMUTE CCbINKy «PUnbTp (Nokasatb)». GUNLTPaLMA MOXET NPOU3BOAUTLCSA MO HOMEPY abOHEHTCKOMN TMHUN,
NOKaNlbHOMY UK yaanieHHOMY Homepy, IP-agpecy BCTPEUYHOW CTOPOHLI, BPEMEHW NOCTYN/IEHUSI BbI30BA,
BPEMEHM Hayasia pa3roBopa, COCTOSHUIO BbI30Ba 1 TNy 3BOHKA. OnmncaHne napaMeTpoB (hubTpaLumn ykasaHo
B ONMcaHuu noseli TabsunLbl ICTOPUN BbI30BOB BbILLE.

« Bpems nocmyriieHus 8bI308a 0m/A0 Unv Bpemsi Hayasia pa32osopa om/A0 — BPEMEHHbIE PaMKM
MOCTYN/IEHNS/COBEPLLEHUNS BbI30Ba U/ Hayasia pasroBopa B hopmarte «H4:MM:CC A4.MM.ITTT».

[N CKpbITUS HACTPOIiKM NapameTpoB ounbTpaLmm 3anuceit B Tabnmue HaXMUTE Ha CCbinKy dubmp
«CKPbIMb».

[N HACTPOIKN NapaMeTpPOB UCTOPMMN 3BOHKOB HAXXKMUTE Ha CCbI/IKY «HacTpouTb napameTpbl NCTOPUK
BbI30BOB». [1oApO6HOE OnMcaHne HACTPOIKM NapaMeTpPoB NPUBEAEHO B [oaMeH0 «TenetoHHas KHuray.

H . o
Mpu HaXKaTnmn Ha KHOMKY nponsonaet nepexoq K Ta6n|/|u,e, Ha4dynHasA C nepsou 3arnncu.

4 o o o
Mpn HaXkaTUM Ha KHOMKY Npon30iAeT Nnepexos, K NnpeaplayLueii cTpaHuue ¢ Tabnuueii NCTopun BbI30OBOB.

>

Mpn HaXkaTun Ha KHOMKY NPOM30AAET NEPEXOA K CrieaytoLeil cTpaHmue ¢ Tabnvuei ncCTopun BbI30BOB.

» o o
Mpy HaXXaTnm Ha KHOMKY npon3onaet nepexon K Ta6nv|u,e, 3aKkaH4ymBad nocsegHen 3anncblo.

CenekTop «3anuceli Ha CTpaHuLe» NO3BOSET HACTPOUTb KOMIMYECTBO BbIBOAMMbIX 3anuceli Tabnmupl Ha
O[HOM CTpaHuue.
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PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP
4 TMpumep HacTpoiiku (IP-TenedoHbl cepun VP)
1. Ha MK oTtkpoiite web-6pay3ep, Hanpumep, Firefox, Opera, Chrome.

2. B agpecHolii cTpoke 6pay3epa BeeauTe IP-aapec ycTpoiicTaa.

© Mo ymonuaHuio ycTpoiicTBo nonyyaet IP-agpec u gpyrue napametpbl ceTv no npoTtokony DHCP. Ans
AanbHeiweri paboTbl He06x0AMMO y3HaTh IP-agpec koTopblii nonyunn IP-tenegoH ot DHCP cepsepa.
Cpoenarb 370 MOXHO NPV MOMOLLY 3KPAHHOTO MEH!HO:
1. HaxxmuTte copT-knaBuLly «MeHHo»
2. B pasgene «ctaryc» nocMoTpuTe Kakoi IP-agpec nonyyunn tenedoH.

Ecnu IP-apgpec yctaHoBneH B 3HadeHue 0.0.0.0, To 310 3HauunT IP-TenedyoH He nonyunn ero ot DHCP
cepsepa. B Takom cnyvyae He06X04MMO HACTPOUTL CETEBbIE NapaMeTpbl BPYUYHYH NPy MOMOLLN
3KPaHHOTO MEHHO.

Mpun ycnewHoOM NOAKIHYEHNM K YCTPOCTBY NOSABUTCSA OKHO C 3anpoCOoM /I0rMHa 1 napons. 3anosiHuTe
MoNA U HKMUTE KHOMKY «BoATN».

VP-12P -

NoruH:

Maponk:

© Mo ymonuanuio norvH: admin, naposns: password.
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PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP
ﬂpl/l yCHGUJHoﬁ aBTopunsalnm OTKPOETCA CTpaHnua C MOHUTOPUHIOM TEKYLLLEro COCTOAHUA yCTpoﬁCTBaZ

VP-12P

Cetrs  IP-tenechoHna Cucrema m

WMHTEpHET IP-TenemoHua Ethermnet-nopTel ARP ‘.v"C_pDHC_E-O Conntrack MapLpyT13aumMa WCTOPWA BbLI30BOB

CocTogaHne ceTeBoro MHTepdenca VolP
IP-agpec 192.168.8.77

MoHuTopuHr SIP-akkayHTOB

AKKayHT JNoKkankeHBIM HoMep Pernctpauma WcTekaeT yepes Appec cepeepa CocToaHWE NMHUK
1 001 COTENHYeHa HeakTueHa
2 001 OTKHOYeHa HeakTHeHa

PEm—

© 000 "MpednpuAamue "anmekc”, 2011 — 2018 Bepcus MNO: 1.3.0.239

Bepcus seG-usmepcpelica: 1.3.20

B BEpPXHEM NpaBOM Yyrny, npu HeO6XO,ﬂ,I/IMOCTI/I, BO3MOXHO CMEHUTb A3bIK Web—leTepcbeVlca Ha Hy)KHbII7IZ

VP-12P rev.B

m IP-TenedpoHUAs  CucTeMa  MOHUTOPMHI

ru
QoS Hactpoiika MAC-agpecoe  Jlowansheii DNS  Cetesoit skpad @unstp MAC Mapipytuzauma SNMP

OBwue HacTpoWKN

WMma xocTa
CropocTe W Qynnekc Auto v
BHewHaAA cetb (LAN)
MpoTokon DHCP v
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PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP
3. ,D,J'IFI N3MEeHEHNA CETEBbLIX HACTPOEK yCTpOIZCTBa nepe|7|,u,|/|Te B pasgers «CeTb — I/IHTepHeT».

B none «lMpoTokosn» Bbibepute NpoTOKO/1, MCNO/Ib3yEMbIiA BalMM NOCTaBLUMKOM YCYr VIHTEPHET, 1
BBeAMTE HeOoOX0AUMbIe AaHHble COr/TacHO MHCTPYKLMAM npoBaingepa. Ecnv gna nogknoyeHns K cetu
nposaigepa NCnosb3yTcsA cTaTuyeckme HacTPOoKK, TO B nosie «MpOoTOKON» HY)XXHO BblbpaTb 3Ha4YeHne
«Static», 3anonHnTbL Nons «BHewHUn IP-agpec ycTpoicTear, «Macka nogceTtun», «LLU3 no ymonyaHunto,
«MepBunyHbIn DNS» 1 «BTopnyHbIii DNS» - 3HaueHns napameTpoB NpeocTaBNAnTCA NpoBaiaepoMm.

[N coxpaHeHWsl U NPUMEHEHUST HACTPOEK HAXXMUTE KHOMKY .

VP-12P we
IP-tenechoms  Cucrema  MoHWTOPMHI
QoS Hactpoiika MAC-agpecos  IokansHsld DNS CeTeBoi 3kpaH QunsTp MAC MaplipyTusayua SNIMP
O6Lwre HacTpoku
Wma xocTa
CKOpOCTB M Oynnekc Auto v
BHelwHaAs ceTb (LAN)
MpoTokon DHCP v

AnbTEPHATHBHLIA Vendor 1D (onuwmaA 60)
MepeuyHEId DNS
BropudHbliil DNS

Paamep MTU 1500

Mcnonb3oBate VLAN

HacTpoiika IPSec

BrIHOHHTB

© 000 "Tipednpusmue "3nmekc”, 2011 — 2018 Bepcuna 10: 1.3.0.239
Bepcus sed-usmepgetca: 1.3.20

Ecnu B ceTn Bawero VIHTepHeT-npoBaigepa ncnonb3yetcs npuesaska K MAC-agpecy, OTKpoinTe BKNagky
«CeTb - > Hactpoiika MAC-agpecoB». B pasgene «Hactpoiika MAC-agpeca LAN» yctaHoBUTE donar
«Mepeonpenennts MAC» 1 Beegute B none «MAC» Heobxoaumblii MAC-agpec ycTpoiicTea. Ans

' [THUMEHHTE

CoXpaHeHua " npuMeHeHnA HaCTpoeK HaXKMUTe KHOMKY
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PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP

" [P-TenechoHna  Cuctema  MOHWMTOPMHr

MIHTEPHET QoS HaCTpDﬁ Ka MAC-anpecoB NokaneHeln DNS CeTesoil JKpaH DUNETp MAC

HacTtpoiika MAC-agpeca LAN

MepeonpeaenuTs MAC

MAC

td

00:11:22:33:44:55 -

Ha Bknagke «IP-tenecoHus -> SIP akkayHTbI» BbINOMHAETCH HACTPOKa akkayHTOB A1 paboTbl NO
npotokony SIP. NS 3Toro BbibepuTe B BbiNaaroLleM cnncke «AkKayHT», KOTOpbIi He06XoANMO

HaCTpPOWUTb.

Cete QLEECHEGLUTENM CucTema  MOHWTOPMWHC
Hactpoiku cetn SRtV Obume HacTpodim SIP QoS MeTopwA erizcece

SIP akkayHTbI

ArrayHT ArxayHT 1 v

OTMmeTbTE NYHKT «BKNHOUNTb», BBEAUTE HOMEp TesiepoHa, KOTopbIil OyAeT Ha3HavYeH AaHHOMY akKayHTy, a
TakKke ykaxute N0rvMH 1 naposb Ana asropusauyunmn Ha SIP-cepsepe.

BKNtouMTe &
Homep TenedoHa 4201
MMA none3oBaTens 4201
WMCnone30BaTe ansTepHATUBHEIA HOMep

SIP-nopT 5060

Kateropua aboHeHTa He Mcnons3oeaTh v
AyTeHTUUKauns
Norux 4201
Mapone sone
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PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP
Huxe Ha Bknagke ykaxute IP-agpec unm gomeHHoe nms SIP-cepeepa 1 cepepa peructpauum (npu
HeobXoAMMOCTM) B COOTBETCTBYHOLMX NONSIX. ECNM Ha cepBepax MCNoMb3yTca HoMepa NopToB,
oTnun4yHble oT 5060, TO Yepes ABOETOUME YKaKUTE aflbTEPHATMBHbIE MOPTLI. YCTaHoBUTE donar
«Pernctpauus», ecnn gns pabotbl TeniepoHMM HeobxogmMma pernctpaums aboHeHToB Ha SIP-cepeepe
(06bI4HO, perncTpauusi Heobxoanma).

MNapameTpol SIP

Pexam necnonszoeaHus SIP-npokcw Homing v
SIP-npokcy cepeep | ecss 10 eltextest loc

Peructpauma ¥

Cepeep pervcTpauyun | ecss10.eltextest loc
MeToa KOHTPOMA OCHOBHOMD CepEepa Invite v
Mepuog KOHTPONA OCHOBHOMD CEPBERA, C 30

Ykaxute SIP gomeH (npy HeobxoaumocTu) B 6/10Kke napameTpoB «onosHUTeNbHblE NapaMeTpbl SIP». Mpw
Heob6Xx04MMOCTM NCNOMb30BaHNA JOMEHHOIO UMEHN Npu perncTpaumm, yctaHosute SIP-gomeH B pasgene
«JlononHuTeNbHbIE NapameTpbl SIP»;

[JononHuTteneHble napameTpel SIP

SIP-gomeH eltextest.loc

MpuMeHuTE SIP Domain ona o

pPETUCTPALMK
Pesxun Outbound BhIKNHOYEH v
MNeprog BpeMeHH nepeperncTpaLmn 1800

MHTEepEan NoOBTOpa pervcTpaumm 30

My GnuyHeid agpec

+ TpureHuTe

ﬂ'ﬂﬂ COXpaHeHUAa N npuMeHeHnsa HaCTpoeK HaXKMUTE KHOIMKY
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5 TMpunoxeHus K pykoBoAcTBy no akcnyataumm (IP-tenedpoHsbl cepun VP)

5.1 Anroputm pa6oTbl aBTOMATUYECKOrOo OGHOB/IEHUA YCTPOCTBA HA OCHOBE NPOTOKONa
DHCP

VP-12P

Cetb [P-tenechonmn EMISETEN MoHUTOPMHT
Bpemsd Joctyn HypHan Maponu YNpasneHue KoHQUrypaunen OGHoeneHwe M0 IEEEEGET=IE  ABTOKOH(UIYpUpOBaHHe

WMHTEpMENRT YNpaBneHna [ononHUTENBHBIE HACTPORKH

O6LWwune HacTpoKK

MpHOPWUTET NapameTpos U3 | DHCP options v

AsTomaTnyeckoe obHoeneHne MO u koHUrypauum

KoHdurypauma
ABTOMaTHYECKOE OOHOBNEHNE BuIKn4eHo v
MNporpamMmHoe oGecneyeHne

ABTOMaTHYECKOE ODHOBNEHNE BuIknyeHo v

ANropuTM paboTbl NpoLEeAypbl aBTOMATUYECKOr0 06HOB/IEHNS YCTPOACTBA ONPEeAEnsieTcs 3HaUYeHeM
napameTpa «/Tpuopumem napamempos U3».

Ecnu BbiGpaHo 3HaveHue «Static settings», To 3 napametpoB «daiin koHdurypaumum» n «daiin No»
onpeaensieTcs NonHbli NyTh (BKOYAs NPOTOKON AOCTyna U aapec cepBepa) K chaiinam KoHdurypauum n
nporpaMmmHoro o6ecneyeHust. MonHblii NyTb ykasbiaetcs B popmate URL (nogaepxvBatoTcsi NPOTOKO/bI
HTTP n TFTP):

<protocol>://<server address>/<path to file>, rge

<protocol> — npoToKon, NCNOMb3yeMbI A5 3arpy3k1M COOTBETCTBYIOLLETO thaiina ¢ cepeepa (NoaaepKmBaroTcs
npotokonsl HTTP n TFTP);

<server address> — agpec cepBepa, C KOTOPOro Heo6XoANMO 3arpy3nTb dpaiin (AoMeHHoe umsi unu IPv4);
<path to file> — nyTb K haiiny Ha cepBepe, (halin AomKeH UMeTb paclumpeHue tar.gz.

B URL gonyckaeTcsa ucnosib3oBaHne criefyroLiyx MakpocoB (3ape3epBrpoBaHHbIe C/10Ba, BMECTO KOTOPbIX
YCTPOIACTBO NOACTaBNSET ONpeAe/ieHHblE 3HaUYeHUs):
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« SMA — MAC address — BmecTo gaHHoro makpoca B URL dhaiina ycTpoiicTBo nogcTasnser
cobcTBeHHbI MAC-agpec;

+ SSN — Serial number — BMecTo gaHHoro makpoca B URL cpaiina ycTpoiicTBo noactasnser
COGCTBEHHbI CEPUIHBIA HOMEP;

« SPN — Product name — BmecTo gaHHoro makpoca B URL dpaiina ycTpoiicTBo nogcTtasnser
HasBaHve mogenu (Hanpumep, VP-12P);

+ SSWVER — Software version — BMmecTo gaHHoro makpoca B URL ¢paiina ycTpoiicTeo
noAcTaBnseT HoMep Bepcun NporpammMHoro obecneyeHus;

« SHWVER — Hardware version — BMecTo gaHHoro makpoca B URL dhaiina ycTpoiicTeo
noAcTaBNseT HoMep annapaTHoi Bepcun ycTponcTaa.

MAC-agpec, cepuviiHblii HOMEp 1 Ha3BaHWe MOZE MOXHO Y3HaTb Ha CTPaHULLe MOHUTOPWHIA B pasgerne
«YCTPOMNCTBOY.

Mpumepbl URL:
tftp://download.server.loc/firmware.tar.gz,

http://192.168.25.34/configs/vp-12(p)/mycfg.tar.gz,
tftp://server.tftp/SPN/config/SSN.tar.gz,
http://server.http/SPN/firmware/SMA .tar.gz n T.4.

Mpwn aTOM gonyckaeTcsi onyckatb HekoTopble napameTpbl URL. Hanpumep, dhainn KoHgurypaumm MoxXHO
3afarb B TakoM hopmare:

http://192.168.18.6/ unu config_vp12.tar.gz

Ecnn n3 URL-thaiina KoHdurypaumm nnmn nporpaMMHOro obecrneyeHns He ygaétca nssneds BCe HeobXxoanmble
AN 3arpy3kun haiina napameTpbl (MPOTOKOM, aApec cepBepa U NyTb K chaiiny Ha cepBepe), byaeT
npon3BegeHa NonbiTka U3BMeYb Hen3BecTHbI napametp 13 DHCP-onuuii 43 (Vendor specific info) nnn 66
(TFTP server) n 67 (Boot file name), ecnu B ycnyre VIHTEPHET yCTaHOB/EHO NOyYeHME aapeca no nNpoToKony
DHCP (chopmart n aHanns DHCP onuuii 6yaeT npuBeaéH Hke). Ecnm n3 DHCP-onumii He nonyyaercs n3Bnedb
HegocTaowuii napameTp, 6yaeT Ncnosib30BaTbCs 3aaHHoe 3HaYEHNE N0 YMOTYaHUIO:

* Ans npotokona: tftp;

« Ans agpeca cepsepa: update.local;

« ONsi UMeHun dpaiina koHdpurypauumn: SMAC.cfg;

+ ANsi UMeHW dhailina nporpaMMHoro obecnevenus: vp12.fw.

Taknum o6paszom, ecnivi nons «Padi/s1 KoHghuaypayuu» n «Padsn NO» ocTaBuUTb NYCTbiMK, 1 MO npotokosny DHCP
He ByayT nony4yeHsbl onumm 43 nnm 66, 67 ¢ ykasaHvem MecTononoxeHus atux painnos — URL chaiina
KOHurypauun 6yaeTt UMeTb BUA!

tftp://update.local/A8.F9.4B.00.11.22.cfg,
a URL gpainna No:
tftp://update.local/ vp12.fw.

Ecnwu Bbi6paHo 3Ha4yeHne «DHCP options» — URL dhalisioB kOHburypawmm n nporpaMmMHOro obecneyeHms
n3snekatotrca n3 DHCP onuuii 43 (Vendor specific info) nnn 66 (TFTP server) n 67 (Boot file name), ans vero B
ycnyre VIHTEPHET A0/MKHO GbITh YCTAHOBEHO NoJlyYeHne agpeca no npotokony DHCP (popmart 1 aHanus
DHCP onuuii 6yget npusegeH Huxke). Ecnun n3 DHCP onuwii He yaaetcsa onpeaenuntb Kakolii-Hubyas napameTp
URL — ans Hero ncnosb3yeTcs 3afaHHoe 3HaYeHre No yMONYaHUIo:

* Ans npotokona: tftp;

« Ans agpeca cepsepa: update.local;

« ONsi UMeHun dpaiina koHdpurypauumn: SMAC.cfg;

+ ANs UMeHW dhalina nporpaMMHoOro obecnevenus: vp12.fw.
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He cmoTpsa Ha nmsa daiina koHdurypaummn SMAC.cfg, dhopmar daiina gomkeH bbiTh .tar.gz
He cmoTps Ha umsa dpaiina npolwumeku vp12.fw, dopmar daina gomkeH bbiThb .tar.gz
Bo3moXxHa 3arpy3ka TEKCTOBOro doaiina koHdmrypaumm, paclumpenme daiina npm atom
06s13aTe/IbHO AO0/MKHO ObITb .yaml

W=

dopmat onyum 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6|<config.file>|7|<firmware.file>
1 - ko4 agpeca cepBepa aBTOKOHUIrypmpoBaHusa no npotokosny TR-069;
2 - koA, Ans ykasaHusa napametpa Provisioning code;
3 - Kog UMeHU nosib3oBaTens ana agTopmsaymu Ha cepesepe TR-069;
4 - kopg, napona gnsa asropusauum Ha cepeepe TR-069;

5 - ko appeca cepBepa; agpec cepeepa 3aaaetcs B oopmare URL: tftp://address nnu http://address. B
nepBoM BapuaHTe ykasaH agpec cepsepa TFTP, Bo BTopom — HTTP;

6 - Kog, UMeHn thalina koHdurypauuu,
7 - koa umeHn tpanna MNo;

"|" - o6A3aTeNbHbI pa3gennTenbHbIR CUMBOM MeXay KogaMu U 3Ha4YeHUSIMI NOAONLINIA.

© [1ns aBTOKOHMUIyprpoBaHUsA no npoTtokony TR-069 nogonuuu 1, 3 1 4 6yayT NPUMEHATLCS, Koraa B
pasfgene aBTOKOHUIypnpoBaHusi Ha ocHoBe npotokona DHCP 6yaet BbibpaH npuoputeT n3 DHCP
onuui.

Anroputm onpegeneHna napametpoB URL chalinoB KoHturypaumm n nporpaMmMHOro oéecneyeHus us
DHCP onuutii 43 n 66.

1. WHnunanusauyma DHCP-o6meHa
Mocne 3arpy3kun ycTpoicTeo nHuumnnpyet DHCP-o6meH.

2. AHanus onuumn 43
Mpwn nony4vyeHumn onumn 43 BbINOMHAETCA aHaNN3 NOAOMNLNIA ¢ Kogamun 5, 6 1 7 € Lenbio onpeaeneHuns
azpeca cepsepa 1 UMEH haliyioB KOHGUrypauum 1 nporpammHoro obecneyeHus.

3. AHanus onuuu 66
Ecnun onums 43 ot DHCP-cepBepa He nonyyeHa NnMbo nonyyeHa, Ho U3 Heé He yaanoch U3Bfedb agpec
cepBepa — OCyLLEeCTBASIETCA NOUCK onuumn 66. Ecnu nms daiina MO Takke He yaanocb NoayYnTb —
OCYyLLEeCTBNAETCA NOMCK onuumn 67. M3 HUX N3BneKarlTca COOTBETCTBEHHO agpec cepepa TFTP v nyTb K
Gaiiny MO. Aanee dainbl KOHUIypauumn n NporpammMHOro obecneyeHns byayT 3arpyxarbcs ¢ agpeca
13 onuun 66 no npotokony TFTP.

OCO0GEeHHOCTU OGHOB/IEHNA KOH(pUrypaumm.

daiin KoHdUrypauum AomkeH MmMeTb oopmar .tar.gz (B gaHHOM chopmate NpoucxXoanT COXpaHeHne
KOHoUrypaumm yepes web-nHtepdpeiic B 3aknagke «CucteMa» — «Ynpas/ieHne KoHUrypaumen»).
3arpy)xeHHas c cepepa KoHurypaumus npuMeHsieTca agTomarnyeckn 6e3 nepesarpyskm ycTpoincTsea.
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Oco6eHHOCTU OOHOBEHUA nporpaMmmMmHoOro obecneyeHus.

®aiin nporpaMMHOro o6ecrneyeHuns Jo/MKeH MMETb dpopMar .tar.gz. Mocne 3arpysku gpaiina Mo
OCYLLIECTB/ISIETCS €70 pacnakoBka 1 npoBepka Bepcum (Mo cogepXxrMoMy dhaiina version B tar.gz-apxvee).

Ecnu Tekywasa Bepcus nporpaMMHOro obecneveHns coBnagaeT ¢ Bepcueli doarina, nonyyeHHoro no npoTokosny
DHCP, o6HoBNneHune MO nponsBoanTbes He dyaet. O6HOBNEHNE NPON3BOAMTCS TOMLKO B C/lyyae
HecoBnageHns Bepcuii. O 3anyLeHHOM NpoLecce 3anucy obpasa nporpaMMHoro obecneyeHus Bo flash-
namsTb YCTPONCTBA CBUAETENLCTBYET NOOYEpeaHOE LMKIMYECKOE MUraHne nHavkatopa «Power» 3eneHbim,
OpaHXeBbIM U KpacHbIM LBETOM.

© He oTkovaiiTe NUTaHMe 1 He neperpyxainTte yCTpoicTBO BO BpeMs 3anuncu obpasa Bo flash-namars.
[aHHble aencTBua NpuBeayT K YacTU4HOM 3anucuy MO, 4To paBHOLEHHO NOpYe 3arpy304HOro pasgena
ycTpoiicTBa. [lanbHenwas paboTta ycTpoiictea 6yaeT HeBO3MOXHa. [1151 BOCCTaHOB/IEHUSA
paboToCcnoCO6GHOCTIN YCTPONCTBA BOCNO/b3YNTECH MHCTPYKLUMEN, KOTOpas NpMBEAEHA B MPUTOXEHUN
Mpoueaypa BOCCTAHOB/IEHWUSI CUCTEMBI NOC/e 608 NPy 06HOBNEHUN NPOrPaMMHOr0 06ecneyeHus.

5.2 Mpouenypa BOCCTAHOB/IEHMA CUCTEMbI NOC/1e CO0A NP OGHOB/IEHNN NPOrpPaMMHOro
obecneyeHus

Ecnv npu BbINO/THEHUM NpOLEAYPbI 06HOBNEHMS NPOrPaMMHOIo obecnedyeHus (Yepes web-nHTepdpeinc nnm
yepes MexaHM3M aBTOMaTMYECKOro 0GHOB/MEHNSA HA OcHoBe npoTokona DHCP) npown3soluen c6oit (Hanpumep,
13-3a C/ly4aitHoro OTK/IOUYEHMsl NUTaHKs), B pesynsTaTe Yero gasibHelillas paéoTta ycTpoiicTBa ctana
HEBO3MOXHOM (MHAMKaTOp «Power» NOCTOSIHHO FOPUT KPaCHbLIM LIBETOM), BOCMO/Ib3YTECH CieAy WM
a/ITOPUTMOM BOCCTAHOB/IEHMA Pab0oTOCNOCOBHOCTN YCTPONCTBA:

1. PacnakyiTe apxuB Cc haiiziom nporpaMmMHOro obecnevyeHus.

2. Mogkntounte MK k nopty LAN yCTpOICTBa, yCTAHOBMTE Ha CETEBOM MHTepelice agpec 13 noacetu
192.168.1.0/24.

3. 3anyctuTe Ha MK TFTP-knuenTa (ans Windows pekomeHyeTcsi ucnonib3oBarb nporpammy Tftpd32), B
KayecTBe ajpeca yaasieHHOro xocta ykaxuTe 192.168.1.6, a ansa nepegayum Boibepute gain linux.bin n3
pacnakoBaHHOIo apxvBa nNporpaMMHOro obecrneyeHus.

4. 3anyctuTe KOMaHZy OTnpaBkK (haiinia Ha yaasieHHsblin xocT (komaHaa Put). lo/keH 3anycTUTbes
npouecc nepegauyn daiina Ha yctpoiicteo VP-12(P).

5. Ecnu npouecc nepegaumn daiina Hauyancs — AoXAUTECh ero OKoOH4YaHus, nocre yero VP-12(P)
npousBeseT 3anncb NPOrpaMmMHOro obecneyeHuns B naMaTb 1 aBTOMaTUYECKUN BbIMOMHUT 3aryck
cucTembl. Bpems 3anuncy coctasnisieT okosio S MUHyT. O6 ycneLwwHoM BOCCTaHOB/IEHMM YCTPOICTBA
CBUAETE/NbCTBYET OPaHXEBbIV WX 3eNeHbIin UBET nHankartopa «Power». [py 3ToM Ha ycTpoiicTee
coXpaHsieTcs KoHdurypauums, kotopas 6bina fo c6of. Ecnm nogkioumTbCs K YCTPONCTBY He yaaeTca —
npovsseanTe cOpPoC Ha 3aBOACKNE HACTPOMKN.

6. Ecnu npouecc nepepaumn darina He Havasics, yoeauTecb B KOPPEKTHOCTU CETEBbLIX HACTPOEK
KOMMblOTEPA U NONpoobyiiTe ewe pas. B cnyyae Heygaum — yCTPOMNCTBO HEOOGXOAMMO OTNPaBUTbL B
PEMOHT NGO BbINO/THUTL BOCCTAHOB/IEHUE, NOAK/THOUUBLUMCE K ycTpoincTBy no COM-nopTy yepes
cneuuanbHblii agantep (NP ero HaIMunmn).

5.3 3anyck npon3BO/IbHOrO CKpUNTa Npu cTapTe CUCTEMbI

Meprioguyeckn BO3HNKAET HEOGXOAMMOCTb NPK CTapTe YCTPOWCTBA BbINOMHATL ONpeAeneHHble AeiCTBIS,
KOTOpblE He/Mb3s1 OCYLLIECTBUTbL 3ajaHNEM ONpeieNIeHHbIX HACTPOeK Yepes doaiin KoHdurypaumn. Ans 3Toro B
ycTpoiicTBe cepun VP npeaycMoTpeHa BO3MOXHOCTb HACTPOIiKM 3arycka Npov3BO/IbHOMO CKpUnTa Yepes
KOH(PUrypaLOHHbIN dhaiin. B CKpUNT MOXHO NOMECTUTDL /1H06YH0 Xenaemyto Noc/eaoBaTe/lbHOCTb KOMaHI.

[nsi 3anycka Npou3BOMbHOTO CKpUNTa B (paiifie KoHUrypauuy cosaHa CeKLMs HacTPoekK:

UserScript:
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Enable: "0"
URL: ™

Onuus «Enable» paspeluaet (ecnv 3HadeHve 1) nnm 3anpewtaet (ecnm 3HaueHune 0) 3anyck ckpunTa, NyTb K
KoTopoMmy ykasaH B napametpe URL.

3anyckaeMblii CKPUNT MOXET pacnofiaratbCa Kak Ha yaasieHHOM cepBepe, Tak 1 Ha caMoMm ycTpolictse. C
yAaIeEHHOIO cepBepa CKpUNT MOXET ObITb 3arpy>eH nocpefactsom npotokonos HTTP wav TFTP. PaccmoTtpum
npumepsbl dalina KoHgurypaumm 415 3anycka nosib30Bare/ibCKoro CKpunta ¢ pasHbIX UCTOYHUKOB.

1. 3anyck ¢ HTTP-cepsepa

[ns 3anycka ckpunta ¢ HTTP-cepepa Heobxoaumo B napameTpe URL ykasaTb NosHbIv NyTh K doaiiny B
oopmare HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B aTtom cniyyae nocne ctapta ycTporictea dhaiin script.sh, xpaHawwiics B katanore user-script no agpecy
192.168.0.250, aBTOMaTU4YECKN 3arpy3nTca no npotokony HTTP ¢ ykasaHHOro cepeepa, nocrie yero oyget
Nnpov3BeaEH ero 3anyck.

2. 3anyck ¢ TFTP-cepeepa

[ns 3anycka ckpunta ¢ TFTP-cepeepa Heobxoammo B napametpe URL ykasaTb NOMHbIA NyTb K daliny B
oopmate TFTP-URL.:

URL: “tftp://192.168.0.250/user-script/script.sh”

B aTtom cniyyae nocne ctapta ycTporictea haiin script.sh, xpaHawwiics B katanore user-script no agpecy
192.168.0.250, aBTOMaTU4YECKN 3arpy3nTca no npotokony TFTP ¢ ykazaHHOro cepsepa, nocse yero oynet
NMpov3BeaEH ero 3anyck.

3. 3anyck /IoKasIbHOro cKkpunTta

BBuay ocobeHHoCTel (haiinoBoi cucTeMbl TOKa/IbHBIA CKPUNT AO/MKEH pacnonaraTbCa TONbKO B Katanore /etc
/config, Tak Kak TO/IbKO COAEPXMMOE 3TOro KaTtasiora CoXpaHsieTcsl Nocse nepesarpysku yctpoiictea. CKkpunT B
katanore /etc/config MoOXHO co3aaTb IMG0 C NOMOLLbIO peAakTopa Vi, 60 3arpy3nTb ero ¢ BHELLHETO
TFTP-cepBepa (komaHgoii tftp —gl user.sh <TFTP-server address>). [Mocne co3gaHus ckpunta emy
HeobX0AMMO Ha3HauYNTb NpaBa Ha 3anyck komaHgon chmod 777 /etc/config/user.sh.

B doaiine koHdurypauumn URL ans 3anycka nokasbHOro CKpunta MMeeT Bug;
URL: “File://etc/config/user.sh”

© BaxHO OTMETUTL, UTO NOML30BATE/LCKNIA CKPUNT JO/DKEH HAUNHATLCA C AMPEKTUBLI #!/bin/sh.
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PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP

Ha ycTtpoiicTBax cepun VP nmeeTcsi BO3MOXHOCTb HacTpamsarb onuuu, nosyvyaemole DHCP-knueHTamu Ha

pasHbIX UHTEpgencax.

PacnpeneneHue 3anpaliMBaeMblx Onuuii Npyu MynsTUCEPBUCHOM PEXUME:

Option

1 = Subnet Mask

3 = Router

6 = Domain Name Server

12 = Host Name

15 = Domain Name

26 = Interface MTU

28 = Broadcast Address

33 = Static Route

42 = Network Time Protocol Servers

43 = Vendor-Specific Information

66 = TFTP Server Name

67 = Bootfile name

120 = SIP Servers

121 = Classless Static Route

249 = Private/Classless Static Route (Microsoft)

CornacHo npuBeaeHHo Tabnuue onuun 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawmBatbes dhep-knneHTamm

Tonbko
MHTepdeiic
Internet

+

Internet + VoIP

Internet

VolP

Internet + VolP + Managment

Internet

VolP

MNG

[N Kaxkaoro cybuHtepdoelica. CooTBETCTBEHHO AaHHbIe ONuun 6yayT UHANBUAYaA/IbHO NPUMEHEHbI A/1S
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Kaxgoro cyouHtepdpeica. Onumm 12, 15, 42, 43, 66, 67, 120 moryT 3anpalumBaTbCs U NPUMEHSTLCA TO/IbKO A/15
oaHoro dhcp-kmeHTa, Tak kak OHM 0BLecUCTEMHbIE, TO eCTb HE NPUBOASAT K HACTPOIiKe CeTeBoro nHTepgeiica.

KoHdomrypaumto cnucka 3anpaluvBaeMblX OMLMIA MOXHO M3MEHSITb 1 XPaHUTCA OHa Kak 1 BCe OCTaslbHble
HacTpoiikn B KOHdUrypauuoHHom cpaiine: /etc/config/cfg.yaml. Mo ymonuyaHuto cnnckn onuuii He NnponmncaHbl
(B KoHcpurypauum cnegytrowian 3anucs DHCPOptionList: ™), 3To 3HAUUT 4TO ONLMK 3anpaLLMBatOTCA U
NPUMEHSIOTCS COrNacHo NPUBEAEHHON Bbille Tabnuue.

Cnoco6bl pegakTupoBaHusi KOHcurypaumm
I. C nomouwbio pegakropa vi.

1. Cnucok onumnin gna nHtepdieiica Internet 3agaetcs B napametrpe DHCPOptionList cekunn
Internet=>Network.

Cnmcok onuuii ana nHtepdpeica VolP 3agaetcsa B napametpe DHCPOptionList cekuymun Voip=>Network.
Cnucok onuuin ansa nHtepderica Management 3agaetcsa B napametrpe DHCPOptionList cekunn
System=>ManagementVLAN

wN

Nocne penaktnpoBaHnAa N COXpaHeEHUA B pefaKkTtope Vi HeO6XO,£I|I/IMO BbINO/IHNTbL Ceayruine KomaHabl:

+ reloadcfg — npvmeHsieM n3mMeHeHHy KOHdUrypaumio B paboTy, pe3ynbTaT BbiNo/IHEHNS KOMaHAb!
fomkeH 6bITb "Configuration accepted”
* save — COXpaHsieM M3MEHEHHYI0 KOHhUrypaumsa B 3HEProHe3aBMCMMYHO NaMsiTb

© KomaHfy save MOXHO BbINOHATL TOMILKO B C/lydae YCreLHoro BbINoIHeHUs Npeaplaylieii KoMaHbl.
Ecnu npu BbinonHeHnn komaHAab! reloadcfg pesynerar 6610 "Configuration not accepted”, save
BbIMO/IHATb 3anpeLyeHo.

Il. C nomouwbto KomaHabl setconf (PekomeHAgyem Ucnosib3oBaThb AaHHbI MeTon)

[aHHbIn meToa, n36aBnsieT oT He06XOANMMOCTI BbINONHEHUS koMaHA reloadcfg u save. Vicnonb3ayitTe kKoMaHAb!
getconf (BbIBECTM Ha 3KpaH TEKYLLYIO KOHMrypaumio) n setconf (ycTaHOBMTb 3HaUeHMe NapaMmeTpa).

Mpumep 1. Heobxoaumo nonyuntb 3Ha4eHne DHCPOptionList:

+ ons nHtepdoelica Internet
getconf Internet.Network | grep DHCPOptionList
+ onsa nHtepdelica VolP
getconf Voip.Network | grep DHCPOptionList
+ onsa nHtepdelica Management
getconf System.ManagementVLAN | grep DHCPOptionList

Mpumep 2. HeobxoaMMO Ha3HaUNTb HEKOTOPbIA CANCOK OMLNIA:

+ ons nHtepdelica Internet
setconf Internet.Network DHCPOptionList "3,6,26,28,33,121,249,12"
* N nHtepgoeiica VolP (Ha3Hayaem CnyMcok onuuii No yMoi4aHuio)
setconf Voip.Network DHCPOptionList "
+ onsa nHtepdelica Management
setconf System.ManagementVLAN DHCPOptionList "3,6,26,28,33,42,43,66,67,121,249"
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lll. KoHchpurypupoBaHue Ha nepcoHasibHOM KoMmnbloTepe (He pekoMmeHAyeM UCNO/Ib30BaTb AaHHbI
meTtoz)

MpeaBapuTeNbHO ckavaiite KoHdUrypauumio ¢ yctpoiictea Ha MK (4epes web-uHtepdeiic), ganee ¢ nomoulbio
N06Oro TEKCTOBOIrO peAakTopa NOMeHsITe 3HaYEHWs], COXPaHNTE N3MEHEHMS. 3aBepLUIaLLM 3Tanom
ABNSAETCA 3arpy3ka M3MEHEHHOI KOHburypaumm B yCTPOCTBO.

MpaBuna pepaktuposaHua DHCPOptionList

1. BanugHble 3HaveHus: 3,6,12,15,26,28,33, 42,43,66,67,120,121,249;

2. Onuun B napameTtpe DHCPOptionList yka3sbiBatoTcs yepes 3ansaTyto 1 6e3 npo6enos Mexay onuuamm,
npumep DHCPOptionList: "3,6,12,15,26,120,121"

3. Mopsagok cnegoanns onuuin B DHCPOptionList He BaxeH,;

4. Kaxpgas us onuuii 12,15, 42, 43, 66, 67, 120 MOXET 6bITb 3anpoLLeHa U NpMMeHeHa TO/IbKO C OAHOr0
nHTEpdelica;

5. Onumn 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpatumBatrbcs dhcp-kaveHTamn ansa Kaxaoro

cybuHTepgieiica;

Onuumn 66 1 67 AOMKHbI BbITb YKa3aHbl Ha O4HOM M TOM Xe UHTepdeiice;

7. Ecnu B DHCPOptionList Hu4ero He ykasaHo, To CN1COK 3anpatlnBaeMbIX OMNumii — nNo ymosdaHumio (c
y4YeToM MyHkTa 8);

8. Ecnv DHCPOptionList ykazaHbl onuuu (M3 nyHkTa 4), KOTOpble N0 YMO/YaHMWI0 3anpallnBaroTcs ¢ Apyroro
nHTepgoeiica (Ha kotopom DHCPOptionList He 3anosHeH), TO Toraa onuuy 6yayT 3anpallnBaTbCs C
nepBoro nHTepdelica, a Ha BTOPOM U3 CrMCKa N0 YMOMYaHUIO AaHHble ONummn 6yayT UCK/THOYEHbI;

9. Ecnn ansa nHtepdcpeitica B DHCPOptionList ykaszaH cnvcok onuuia, To 6yayT 3anpalunBarbCs TONbKO 3TU
onuuw;

10. Onumio 1 B DHCPOptionList Henb3a yka3biBaTtb, OHa 3anpallnBaeTcs U NPYMEHSETCH BCerga U co BCex
NHTepencoB He3aBMCKMMO OT NPOYNX HACTPOEK;

o

Ecnu kakoli niM60o 13 NyHKTOB HapyLUEH, TO NPX NPUMEHEHMN KOHpUrypaumm 6yaeT BbiBEAEHO COOOLLEHNE
"Configuration not accepted"”. Own6Ky B KOHGUTypaLMmn MOXHO y3HaTb ecnin BKNOUNTb noru configd, Torga
NPy NPMMEHEHNN KOHpUrypaumm 6yaeT nogpobHO ykasaHa NpuynHa no KOTopoi KOHUrypauus He
NnpUMeHeHa.

* [pumep K NYyHKTY 8:

Jonyctum gnsa nitepdelica Internet ykasaH cneayowmii cnmcok onuuid: Internet.Network. DHCPOptionList: “3,
6, 26, 28, 33, 121, 249, 12"

A ans vHTepdeiica management H1Yero He ykasaHo: System.ManagementVLAN.DHCPOptionList: ", Torga
COr/1IaCHO NYHKTY 7, AO/MKEH ObITb 3anpoLLeH CNMCOK onuumid No ymonyanuio 3, 6, 12, 15, 26, 28, 33, 42, 43, 66,
67,121, 249, HO Tak Kak onuuio 12 Mbl yKasanu iBHO Ha UHTepdeiice Internet, To u3 atoro cnucka oHa éyaet
NCKNKOYEeHa.

B ntore 6yayT cnegytowme CnmcKu:

3HadeHune napametpa: Internet.Network. DHCPOptionList: "3, 6, 26, 28, 33, 121, 249, 12"
3anpalumBaemblii cnucok onuuii: 1, 3, 6, 26, 28, 33, 121, 249, 12
3HadeHue napametpa: System.ManagementVLAN.DHCPOptionList:
3anpawmBaemblii cnucok onuuii: 1, 3, 6, 15, 26, 28, 33, 42, 43, 66, 67, 121, 249

© nMocne pegaktuposaHus DHCPOptionList pekoMeHgyeTcs nepesarpyska ycTpoiicTea. [Jo nepesarpysku
KOppekTHasi paboTta yCTpoiicTBa He rapaHTMpyeTcs

5.5 MopgrotoBKa thaiina menogum BbizoBa

s TOro, 4To6bI Menoausa BbI30Ba BOCNPOU3BOAMIACH KOPPEKTHO, 3arpyXaemblii ayamotainn fJomkKeH
oTBeYaTb CefyLmm TPe6oBaHNAM:
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+ YactoTa guckpeTtunsauyumn — 8000 Iy,

+ Konuuectso kaHanoB — 1 (MoHo);
+ PaspsgHocTb — 8 buT;
* Kogek — A-Law.

MoAroToBMTL (haiinn Menoann BbI30Ba MOXHO pasnyHbIMK Cloco6amu:

1. Mpu nomowm ayauopedakTopa «Audacity» unm aHanornyHoro, Hanpumep, «Sony Sound Forge»;
2. Mpu noMoLmM KOHCOMbHBIX yTUANT (sox, ffmpeg, gstreamer);
3. MNpu noMoLLy oHMaliH cepBuca.

Hwxe nprBeeHa MHCTPYKLMA No NOATOTOBKe ayanodalina ¢ noMoLbio pegaktopa «Audacity».

5.5.1 MoparoToBka haiina menogun Bbi3oBa B aygnopenaktope «Audacity»
1. Jo6aBbTe hailn menoaun B NpOekT

MNew Ringtone

©aiin MNpaeka Beigenute Bug Ynpaenenwe J[opoxkw CosgaHue 3ddextol AHanuz Cnpaeka

I B —~ " o . ’T-E' VAER ) ﬂ 57 -48 KnuK 3anycTUT MOHUTOPUHT -12 -6 -30
QK| O 57 48 42 36 -30 -24 -18 -12 -6-30

$s XOO|ww w~ ala/aQl»lie

ALSA ™ \!J' default: Front Mic:1 ~ | 2 (ctepeo) k™ ‘D default 4

ZIB‘D ‘ . % . . 3|D . . l:IDD . . 1:|30 . . Z:IDD . . 2:?0 . ‘ B:PD . . 3:|30 . . 4:IDD
- + 22

n n ,

R Vi

o M%##H#:{;H;;f#i':fL",',‘““:, '“t:;:;r;{;;:':;f!. ':IM#}:”'“”::J sl #Pl}{f‘q%%{#

-' WWMWH.L.JJ”.L.JJML.,l.k.‘....m .au..,..Lj..\....n. | Mmum.m.lk 'S J| - .J\IIILMMLJJH

YacToTa NpoekTa (ru): MpunnunaTb K Mo3nuwa ayguo Ha4ano v ANUTensHOCTh BelOENeHUA b d
44100 ~ BhIKN e 00400m00.000c~ 00400m00.000c> 00400mO00.000c~
OcraHoeneHo.
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2. Pas,qenMTe [OO0pPOXKY Ha ABe (npeo6pa3yl7|Te B OBe MOHO,EI,OpO)KKVI) - Bblﬁepl/ITe NYHKT «Pa3,Cl,efIl/ITb
CTepeoaopoXXKy B MOHO» B MEHIO yrnpaB/ieHUA ,Cl,OpO)KKOVI.

Mew Ringtone

®ann Mpaexka Beygenuts Bug Ynpaenenwe [lopoxxkw Co3gaduve 3SpdexTel AHanus Cnpaeka
i T
I =/ &[] 57 =48 KWK 3anycTUT MOHUTOPUHT =12 -6 =30
n > m 4 ¥ o LJJ;}
Qlerk| Of 57 s 42 36 -30 24 -18 12 -6-30
OF L0 XTI w4 | @lalQla[[>[ie—
ALSA ™ \!-' default: Front Mic:1 | 2(cTepeo)k ™ 49 default n
V|30 k] 30 1:00 1:30 2:00 2:30 3:00 3:30 4:00

T

— HazeaHwe...

pa——— Lo R

® BonHa
) Ocumnnorpamma (aE)
) CnexTporpamma

ey

MomeHATE cTepeo KaHanesl

PazAenuie CTEPE0 AOPOXKKY

Pa3fenute CTepeo A0pPOoXKY B MOHO A
| Pasaenums repeo aopoxay s oo [ R P

Wave Color > m00m00.000cr 00400m00.000cy 00u00OMO0.000cT
DopmaTt 7

oa =P h.. (Shift+M)
YacToTa ?
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3. Y6epl/ITe OAHY U3 AOPOXEK. [l,}'IFI 9TOrN0 HaXXMNUTE KHOMKY «3aKprTb» B NaHesn ynpaBaieHus.

Mew Ringtone

®ain Mpaeka Bogenute Bwug Ynpaenenwe dopoxkn CozgaHve 3S¢pdekTel AHanmz Cnpaexa

’T-E"ﬂ ﬂﬂ -E;?I I-4IE- IKnlnxlsaFlyc‘Tw;r I\-"ionlmnljp»;ﬂr. -1'2‘ -6 -|3£]I
n > = W — e
ﬂzﬂ ‘Dn -57 -48 .—42 -36 -30 -24 -18 -12 -6-30
OF ry o [XIOIC 0t i @/RIIQI[>[io
ALSA v \!' default: Front Mic:1 | 2 (cTepeo) k ¥ 49 default B2
E:u h 30 1:00 1:30 2:00 2:30 3:00 3:30 4:00
Tuxo [ Cono |
- +
n n
Moro, 44100Hz

32-bit float

: |||.]||.l|.| u[...l”
'l_'][' |'|'|I["']|\

32-bit float

- Al

YacToTa npoekTa (Fw): MpuannaTte K Mo3nuna ayauo Hayano W ANWTENEHOCTE BhiASNEHWA b4
~ <) v |[00u00m00.000cr |00400m00.000cy 00400mM00.000¢cr
OcTaHoBNEHO. 3aKpLITs
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4. Ecnv Heo6XxoayMo, 06peXLTe NNLLIHEE — BbIAENNTE HEHYXHYH UM MOBTOPSIIOLLYIOCS YacTb doaiina

HaxkmuTe «Delete».

New Ringtone

®ann MMpaeka BeigenuTs Buja Ynpasnenwe [Jopoxku Co3gaHwe 3¢¢EKT|,| AHanui CnpanKa

" > - » b ° ’Tﬁ /' ﬂﬁ 57 -48 Knnx 3anychT MDHHTODMHF 12 6-30

Q|+ XK ﬂ” 57 48 -42 -36 -30 -24 -18 -12 6-30
Y O — T 9\|Q|Q|,9,| >

ALSA ™ k!d default: Front Mic:1 ~ | 2(cTepeo)k ™ ‘) default

Vo -10 00 1,0 20 30 40 50 60 70 80 90 100 11,0 120 13,0 140 150 160

= , Y YT Ty

Mowo, 44100Hz

= u_‘ﬂm.hﬂlinﬂ-‘m*“--h M, b h il i o A

YacToTa npoekTa (fu): MNpuannate K MNo3wnuwns ayano Ha4ano U ANUTENLHOCTE BbIAeNeHUs v
W Brikn v 00400mM20.051cw 00400m20.051c* 00400mM00.000ce
OcTaHOoBAEHO.
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5. CmeHuTe yacTtoTy gnckpeTtmdauun npoekta Ha 8000 Iy, B HMXKXHEWN YacTu BCMOMOraTe/ibHOro OkKHa.

MNew Ringtone

[TX/[ ¢
U N N Ty

OF; T

57 -48 -42 -36 -30 -24 -18 -12

2 | XD w[m |~ &laaQ{P o

@aian Mpaeka Bogennts Bwug Ynpasnenwwe [fopoxkwm Cozgaduwe 3dpdextsl AHanuz Cnpaeka

R e e B N
=57 ~48- KNuK 3anycTWT MOHMTOPHHN ~-12—-6--3-0

6-30

ALSA ¥ \!-' default: Front Mic:1

~ | 2 (cTepeo) k™ 49 default
E‘Jo -,0 00 1.0 20 30 40 5,0 60 7,0

e

80 90 100 11,0 12,0 13,0 14,0 150 :|.s,o|
. i Syl N i

llN!anngtnll" 0,57

| 11025
w 16000
3]

22050
32000
44100
48000

88200

96000

176400

192000

352800

'w"'w'mﬂmj"w]'wwwwﬁwm'wr

384000 sekTa (Tu): MpuannaTe K Mo3uuma ayamo

00800mM20.051cy

il Buikn e

OctaHoBnEHD.

Ha4ano v ANUTENbHOCTh BblASNeHWA R

00400mM20051cr 00400MO00000cT

122



PykoBoacTBO no akcnsyarauum IP-tenecoHoB cepun VP
6. CmeHuTe HacToTy AUCKpeTmnsaunn ayanogopoxXkn B MEHHO «ﬂ,OpO)KKI/I» - «CMeHUTb 4yacToTy
ANCKpeTn3aunn OOPOXKN...».

@ann MNpaeka BoigenuTs Bua YnpaeneHuwe Cosganve 3¢pekTul AHanM3 Cnpaska
Co34aTe HOBYW > I\-‘ion‘u'rép»;nf 12 -6-30
1] P | I« » [ ] e
-24 -18 -12 -6-30

Ceectn

S .

4 .
ALSA v \!J default: Front Mic:1 2 (e
VYo -0 o0 L0 20 30 4

= P
o R
CMeHWTE YACTOTY ANCKPRTVZaLMM AOPOXKM... |

R aA AT £ ORORK 2 12,0 13,0 140 15,0 15.0|
T, W N . 1.

TR Y

BEAOYHTE/BLIKNKYAWTE 3BYK

x| New Ringtorrw|
Twsa | Cono

MNaHopaMyMpoBaHue

BLIPOSHATE LOPOXKIA

VYNopAgoUMTE 4OPOXKA
Moo, 44100Hz

32-bit float Ly d r I .
- \ OO L. .. kil

YactoTta npoekTa (lu): Mpuavnate K Mo3wnuna ayano Ha4ano u AAMTENBEHOCTE BEIAENEHUS ~
8000 4 Brikn ~ 00400m20.051c> |00400m20.051cr 00400M00.000c~
OcTaHoBnEHO.

Hoeas 4acToTta guckpeTMaaun (fy):

8000 A

O cancel || 11025

16000

22050

32000

44100

48000

88200

96000

176400

192000

352800

384000

123



C0343aTe NPOEKT
OTKPLITE. ..

HepasHue daine

3aKkpuiTe

CoXpaHUTL NPoeKT

m Mpaeka BolgenuTs Bujg Ynpaenedwe [flopoxkn Co3panve SddexTol AHanMs Cnpaexa

CoXpaHWUTL NPOSKT KakK...

PykoBoACTBO No akcnsiyataumm IP-tenedoHoB cepum VP
7. DKcnopTupynte mMenoauio: MeHro «daiin» — «Export» — «9KCnopT ayano»

N ne

Ctri+N ° [Tﬁﬂ ﬂﬂ -5;7 M- -48 IKn.nxlaaFlyc-Tw;r h'ionluTﬁpﬁhr- -1I2 = -5 -fi 0
k0 ﬂﬂﬂ ﬂl’r‘l 57 48 42 -36 -30 -24 -18 -12 -6-30
> XD | | R[S P

ctriew | | 2(cTEpeo)k ™ 4} | defauit

ctri+s | 3.0 4,0 5,0 6,0 7.0 a,o|4 90 10,0 11,0 12,0 13,0 14,0 150 16,0
o S S S A T vt P

= [P R TSP T )| B ST BT

SKNOPTMPOBATL Kak MP3

BKCNOPTMPOBATE KaK WAV

OcraHosneHo.

MNOpTHPOBaTL >
JxcnopTupoBaTs kak 0GG
Llenouku > OpT ayAuo
MapameTpel CTpaHMULEL...
Meuats... R
IKCNOPTMPOBATE B HECKONbKO Gannos... ShiftsCtri+L
Beixoa crk-Q
COXPaHWTL OKaTyH KOMMEK NPOEKTa...
YacToTa npoekTa (I'u): MNpuannate K Mo3nuna ayano Ha4ano 1 ANUTENLHOCTE BbIAENEHNS v
8000 ~ Brikn ~ | |[pouwocomosid10cr 00400m08.410c> 00400MO00.000ck

B nosiBuBLUEMCS OKHE BblbEpUTE:
+ MecTo B (hannoBOW CMCTEME e HEOOXOANMO COXPaHUTb MENOANIO;
+ Vmsa dpaina;
« 3aronoBok WAV (Microsoft);
+ KogunposaHue A-Law.

MapameTpel

Name: Mew Rinbmne.wa\r |
Saveinfolder: < | iiwiadimir Create Folder
Places Name ~  Size | Modified
Q. search M virtualBox VMs 18.11.2019
[@ Recently Used H Bugeo 15.10.2019
O tompes s
O Desktop = 3arpyskin 20.01.2020
File System [l MaoBpaxenna 16:45
Bl efi 7 Myz2ika BTOpHMK
bkp 22 DBwe gocTynHEIR 15.01.2020
Filesystern root El paGoumi cron 14.10.2019
£ WabnoHe 15.10.2018
ar = Mpoume HecxaTse daine e

3aronosoK: WAV (Microsoft)

Kogupoeanwe: A-Law

) Cancel Save
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8. Y,D,aﬂVITe Tern n 3aBepLunTe akcnopT

EHUTE T3rK

Wanone3ynte crpenku (unu ENTER nocne pejakTUPOBAa HAA) ANA HABMTALMK MO NONAM.

MeTKa 3HauyeHue
Artist Name
Track Title
Album Title
Track Number
Year
Genre
Comments

Software Lavf57.71.100

JDobasute Yaanute OUMCTUTE

b

HKaHpsl Wabnox
M3MeHUTL BoCCTaHOBMUTE. .. 3arpyamTe... CoXpaHUTh... HazHauuTE NO yMOAYaHKUED

&) Cancel v OK

®daiin rotoB Ana 3arpy3km B Ka4ecrtse mesiognn Bbi3oBa.
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TEXHNYECKAA NMOAAEP>XKA

[na nonyyeHnss TEXHNYECKON KOHCYNbTauumn no Bonpocam akcnayaraumm obopygosaHuns OO0
«MNpegnpuatne «3MTEKC» Bbl MoXeTe 06paTtuTbCca B CEpPBUCHbIN LIEHTP KOMMNaHWK:

dopma obpaTtHoli cBA3M Ha calTe: hitps://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odmumansHom caiiTe koMnaHum Bbl MOXeTe Hal TN TEXHUYECKYIO [OKYMEHTaLMIo 1
nporpammMmHoe obecneueHune ans npoaykumm OO0 «MpeanpuaTtne «3ITEKC», 0bpatntbes K 6ase
3HaHWI, OCTaBUTb MHTEPAKTMBHYIO 3asiBKY UM MPOKOHCY/ILTUPOBATLCA Y UHXeHepoB CepBUCHOMO
LEeHTpa Ha TeXHMYeckom chopyme:

OdhmumanbHbIii cant komnaHun: https://eltex-co.ru/
TexHuuyeckunit popym: https://eltex-co.ru/forum
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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